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Robustness of DNNs and Cybersecurity

* DNNs become an important component of intelligent system.

— Preventing catastrophic failure of DNNs become important topic.

* Its behavior under distribution shift might cause security issue.
— Adversarial attack
— Weather change in autonomous driving

— etc



Domain Generalization (DG)
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Domain Generalization is a common benchmark setup to the robustness of a predictor
to distribution shift (such as variation in light, weather, or object backgrounds) 3



Existing Domain Generalization Algorithm
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... But ERM is Often Better than DG methods
[Gulrajani+ICLR2011]

Table 1: Our ERM baseline outperforms the state-of-the-art in terms of average domain generalizatic
performance, even when picking the best competitor per dataset.

Dataset / algorithm DG accuracy per test domain Average
Rotated MNIST (full) 0° 15 30° 45°  60° 75°

DIVA (Ilse et al., 2019) 05.3 0987 987 984 977 945 97.2

Our ERM 059 O8O ORE8 OO OR90 064 98.0
VLCS C L S A"

G2DM (Albuquerque et al., 2019) 955 676 694 71.1 75.9

Our ERM 977 643 734 746 77.5
PACS A C P S

RSC (Huang et al., 2020) 87.9 821 979 834 87.8

Our ERM 847 808 972 793 85.5
OfficeHome A C P R

DDAIG (Zhou et al., 2020) 592 523 746 760 65.5

Our ERM 61.3 524 758 76.6 66.5
All datasets

Best SOTA competitor 81.0

Our ERM 81.9




Proposal: Test-Time Adaptation for DG
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Research Question: How can we use off-the-shelf data available at test-time
to correlate its prediction by itself? 6



SGD during Test-Time is not Desirable

* Natural way to achieve the goal Is to use SGD at test-time.

— SHOT [Liang+2020] and Tent [Wang+2021] updates parameters to
minimize prediction entropy.

» Using SGD during test-time is not desirable.
— (1) It harm inference throughput.
— (2) It can lead catastrophic failure.

» Tent [Wang+2021] avoid the second issue by only updating
small portion of parameters (BN layer).

— But many recent architecture (BiT, ViT, and MLP-Mixer) does not
employ BN. 7



Proposal: Test-Time Template Adjuster (T3A)
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This procedure will be repeated every time the model encounter new examples 8
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T3A Implicitly Reduce Prediction Entropy
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Experimental Setup

* Dataset
— VLCS, PACS, OfficeHome, and Terralncognita

» Experimental procedure strictly follows DomainBed
[Gulrajani+ICLR2011]

— Training-domain validation for selecting hyperparameters
— All experiments repeat 3 times with different seeds

10



Results: Comparison to DG and Tent

Table 1: Domain generalization accuracy for all datasets and algonthms. Bold type indicates
performance improvement from the base model, and * indicates statistical significance in one-sided
paired t-test (** indicates p << (L.01, * indicates p < (L035).

DG
[Gulrajani+2021]

ERM + T3A
(and Tent)

CORAL + T3A
(and Tent)

Algorithm VLCs PACS OfficeHome Terra | Avg
ERM TI15+04 B55£02 66503 46118 | 690
IRM T85L05 B35x08 643122 47608 | 685
GroupDRO 76706 844108 66007 432L1.1|67.6
Mixup 77406 B46X06 681203 479L08 | 69.5
MLDG T7.2+04 B49=x10 66806 477209 | 692
CORAL TERL 06 B62x03 68703 476=£1.0| 703
MMD TI5+09 B46=x05 663001 422+1.6|67.7
DANN T8B6E04 B36x04 65906 46705 | 68.7
CDANN TI5+01 B26X+09 65813 45816679
MTL T1.2204 B46x05 664205 456=L1.2 | 68.5
SagNet TIBL05 86302 68100 486=L1.0| 702
ARM TI6L+03 85104 648203 45503 | 683
VREx TEIL02 B49X06 66406 464206 | 690
R5C T7.1 05 85209 65509 46610 | 686
ERM' TITL01 83609 664103 46503 | 686
+T3C (Ours) 80002 B53+06 683100 470106 | 701"
+lent-BN GE2ZLf 02 BHMBI05 o6/0Lf0F HETIOI | 0662
+Tent-C TI0+04 B23£+12 65702 455204676
CORALT T8BO6E05 B42103 683000 48113 | 698
+T3C (Ours) 79505 B56+02 692102 4731207 | 704
+Tent-BN T1.4+07 85602 692102 465+05 | 68.2
+Tent-C T81£05 83704 6821001 478+£1.1 | 695

I3A >= DG

T3A > ERM
T3A > TTA

13A > CORAL
11



Results: Performance on Various Backbone Networks

Table 2: Domain generalization accuracy with different backbone networks. T3A increases the
performance agnostic to backbone networks. Note that, this experiments is conducted only on the
default hyperparameters of ERM. Bold type indicates performance improvement, and * indicates
statistical significance in paired t-test (** indicates p < (.01, * indicates p < 0.05).

Convolution -

l

1

ViT -

l

1

Hybrid -

MLP-Mixer —E

Models VLCS PACS OfficeHome Terra | Avg
resnet 18 73.24+09 B803+04 557+02 40703 | 625
+T3A 76.5+09 81701 57.0=x04 416205 | 6427
resnet50) 75501 83902 64402 454112 |673
+T3A 783107 84503 66502 459105 | 688"
BiT-M-R50x3 76701 B44x12 69206 52503 | 707
+T3A 79.7+03 854+09 71706 522406 | 723"
BiT-M-R101x3 750406 84.0%+0.7 67.7 05 478+ 08 | 68.6
+T3A 786 +04 854+05 699+04 48.1+08 | 705°
BiT-M-R152x2 767403 B85.2+0.1 713206 514 06 | 71.1
+T3A 791+04 864+01 73205 50907 724"
ViT-B16 7924+ 03 857 x0.1 T84 £ 03 41806 | 71.3
+T3A 80.2+04 86001 78903 42507 | 719"
ViT-L16 7824+ 05 B4.6+0.5 T8.0 £ 0.1 427+19 | 709
+T3A T9.0+06 85506 78702 453104 | 721
DeiT 7T93+04 BTEX05 76603 50002734
+T3A 813104 895+04 78302 50102 748"
HWVIT 7924+05 B89.7+04 80.0 =+ 0.2 514 +£09 | 75.1
+T3A 81.0+01 904+05 80502 523+1.0] 7617
Mixer-L16 764 +£02 Bl3ix1l0D 694x£16 37.1 £ 04 | 66.1
+T3A 80.3+03 83008 72318 375108 | 6837
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Results: Performance on Various Backbone Networks

ViT -

l

1

Hybrid -

MLP-Mixer -E

Models VLCS PACS OfficeHome Terra | Avg
resnet] 8 73209 RB0O3x04 55702 40703625
+T3A 76.5+09 B8L7:01 570=04 41605 | 6427
resnet50) 75501 B39x02 644£02 45412673
+T3A 78307 84503 665=02 45905 | 68%°
BiT-M-R50x3 76701 84412 6921206 525203707
+T3A 7T9.7+03 85409 7L7=0.6 522106 | 723
BiT-M-R101x3 750+ 06 B84.0+07 677+ 05 478+ 08 | 68.6
+T3A 786 +04 B54=05 699=04 48108 | 7057
BiT-M-R152x2 76.7+03 852+01 71306 51406711
+T3A 791 +04 86401 73205 50907 ]| 724"
ViT-B16 7924+ 03 857 0.1 T84 =03 418+06 | 71.3
+T3A 302+04 86001 789=03 42507 | 719"
ViT-L16 T824+05 RB46:05 T80x01 42719 709
+T3A T90+06 85506 78702 45304 | 721"
DeiT T93+04 RBIBX0S5 76603 50002734
+T3A 831.3+04 895+04 78302 501102 748"
HVIT 792+05 R8.7x04 BOOx02 51409751
+T3A 810+ 0.1 90405 80502 523+10]| 7617
Mixer-L16 T64+02 Bl3x10 694=x16 37104 | 66.1
+T3A 803+03 B30=08 72318 37508 | 683
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Concluding Remarks

« We present T3A, optimization-free test-time adaptation
method for improves robustness against domain shift.

— vs. DG: T3A focus on test-phase
— vs. Test time adaptation: T3A is optimization-free

* Our method stably improves robustness against domain shift on
various backbone networks and various datasets.

 Further results will be presented on paper and poster.
— Full results for each datasets and backbone networks.
— Hyperparameter sensitivity.

— Comparison with various test-time adaptation methods. y



Comparison with Existing Test-Time Adaptation

Optimization-

free Model-agnostic

Method Description

Update parameters to minimize cross Y

Pseudo Label entropy with pseudo label.

SHOT Update parameters w/ PL loss, entropy, v
Update BN transformation parameters
TENT L
to minimize entropy.
BN Norm Updates BN statistics during test time. v
T3A (Ours) Replace classifier templates w/ Y Y

pseudo labeling

15
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