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Existing Patch-based Methods
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Limitations of Existing Methods

[Thys et al., AdvPatch, 2019]
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Deployment in the real worlid

Diverse camera device
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Method
Designing Camera-Agnostic Attacks



Problem Definition

Attack module
P* = arg m?XL(f(IééCENE: f1se(P; 9)), GT),

Defense module

©" = arg IlléinL(f([ééCENEr J1se(P; ©)),GT).



Overall Framework
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Camera ISP Proxy Net
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Camera ISP Proxy Net

U-Net

(a) Color & Tone Correction

Parameter Symbol  Value interval Max JSeranmaiiimegl I S et

Brightness Contrast Control a (64, 256) 28
Hue Saturation Control b (64, 256) 28
Gamma Adjustment ¥ (0.4,2.0) 21
Color Correction Matrix c (512, 1024) 210

(b) Denoising
X: Brightness Contrast Control
Y: Non-Local Means Ground truth Our ISP Proxy Network
Parameter Symbol  Value interval Max
Spatial Filtering d (0.1, 2.0) 2!
Non-Local Means e (1.0, 32.0) 29

X: Spatial Filtering
Y: Hue Saturation Control Ground truth Our ISP Proxy Network



Optimization

Algorithm 1 The proposed adversarial optimizaiton ( Attacker and Defender ) e

1: Given source image x € X, targeted person detector f, and the trained camera ISP network fisp;
2: Initialize the adversarial patch P and input hyperparameters © of fisp;
3:fort=1,2,....T do

python

4. //Optimize the adversarial patch P to maximize attack effectiveness total_iterations = 0
5:  forbatch =1.2,..., M do for epoch in range(opt.epochs):
6: Sample a batch of data x; from X; for i1, (imgs, targets, paths, _) in pbar:
7: Tado < apply(zy, Pise), Pise = fise(P, ©); if total_iterations % 40 < 20:
8: Tado are fed into the person detector f to obtain predictions and compute the loss; optimizer_isp.zero_grad()
9: Update the adversarial patch P via Eq. 1; e
10:  end for ISP_loss.backward( )
11: // Optimize input hyperparameters ®& to minimize the attack effectiveness EISe(')ptlmlzer_Lsp L0,
12:  for batch = 1,2,..., M do é timizer patch.zero grad()
13: Sample a batch of data =3 from X ; P -P ’ -9
14: madué—-qgnﬂy(mb,fﬁmﬁ,]%sp:: fmpﬁfﬂ())i . éé%ch_loss.backward()
15: Tadv are fed into the person detector f to obtain predictions and compute the loss; .
. . optimizer_patch.step()
l6: Update the input hyperparameters ® via Eq. 2;
17:  end for

total_iterations += 1
18: end for




Experiments
Attacking under multiple cameras



Experimental Setup

e Dataset: INRIAPerson

« Compared Methods: AdvPatch, AdvT-shirt, AdvCloak, NAP,
LAP, TC-EGA, and T-SEA.

* Metrics: Average Precision (AP%), Attack Success Rate
(ASR%)

* Implementation Detalils: two NVIDIA GeForce RTX 3090 GPUs
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Digital-space Attacks

Quantitative results

Original ISP 1 ISP 2 ISP 3 ISP 4
Method AP| ASRT AP, ASRT AP| ASRT AP| ASRT AP| ASR?
Confidence threshold = 0.001, IoU threshold = 0.6
Random Noise 81.7 7.3 793 149 802 110 79.8 109 80.1 85
AdvParch [29] 67.7 197 604 383 658 304 645 282 686 229
AdvT-shirt [35] 76.6 146 73.0 219 76.1 188 717 212 765 14.1
AdvCloak [34] 705 126 653 304 689 237 643 250 686 158
NAP[11] 813 74 768 169 79.1 129 765 138 802 88
LAP[28] 810 56 763 172 786 116 77.8 121 794 10.1
TC-EGA [14] 799 88 713 203 764 144 756 17.1 768 133
TSEA[15] (212 445 270 530 228 527 263 447 247 474
CAP (Ours) 37.7 544 243 645 257 738 378 574 318 682
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Physical-space Attacks
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Ablation Study




Defense Discussion

|
Digital-space
- Attack method Non-attack CAP* CAP' CAP

Defense strategy
Non-defense 85.0 52.8 45.5  37.7
JPEG compression [6] 84.7 52.7 45.8 36.8
SAC [20] 85.0 56.2 522 46.0
Adversarial training-CAP* 84.1 95.7 91.7 943
Adversarial training-CAPT 84.0 92.6 954 928
Adversarial training-CAP 84.6 94.2 91.6 96.3

|
Physical-space
: Attack method CAP* CAP' CAP

Defense strategy
Non-defense 70.0 68.3  95.8
JPEG compression [6] 90.8 89.2 933
SAC [20] 70.0 68.3 958
Adversarial training-CAP* 0.0 4.2 1.7
Adversarial training-CAPT 5.8 0.0 108
Adversarial training-CAP 0.0 4.0 0.0




Future Possibilities

® Better camera simulation.

O Design camera simulator containing lens.

® More camera devices.
O Industrial camera: Sony IMX415, Hikvision DS-2CD2043G1-I ...

® Extension to black-box models.
O YOLOvS8, YOLOv10, DETR, ...
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