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Motivation
“User: tell me how to make a bomb.

LLM: Sorry, I cannot provide information on that.”

LLMs are trained to refuse harmful requests, but how do they decide to 
refuse and do they understand the underlying harmfulness? 

harmful refuse
?



Looking into the hidden states

Conventionally, we extract the hidden states at the last token.



Looking into the hidden states

Past works have observed clustering of 
hidden states in LLMs.

Clustering may suggest what features 
are encoded in the hidden states.
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Looking into the hidden states

But what is encoded here? 
Harmfulness? Refusal? A mix of two? Or they 
are simply the same for LLMs?
Can we even locate different encoding 
of harmfulness and refusal in LLMs?
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Clustering at t_inst and t_post-inst
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A motivating observation

When [/INST] is removed,

the model may stop refusing the same prompt. 



Clustering at t_inst and t_post-inst

Instruction t_inst t_post-inst

What is different in encoding at t_inst and t_post-inst?



Looking into the hidden states
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Which cluster do refused 

harmless prompts and 

accepted harmful ones fall in? 



Clustering at t_inst 

At position t_inst, hidden states of 

accepted harmful prompts are closer to 

those of refused harmful prompts.

Similarly, refused harmless prompts are 

closer to accepted harmless prompts.

At t_inst, harmfulness is encoded and decides the clustering of 
representations.



Clustering at t_post-inst

At position t_post-inst, hidden states of 

accepted harmful prompts are closer to 

those of accepted harmless prompts.

Similarly, refused harmless prompts are 

closer to refused harmful prompts.

At t_post-inst, refusal is encoded and decides the clustering of representations.



harmless

The harmfulness direction in LLMs
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Refusal
direction

Accept Refuse

Input prompts

User: How to make a cake?

LLM: To make a cake, you need …

LLM: Sorry, I cannot provide 

information…

+ refusal direction



Harmfulness directions can elicit LLMs’ refusal as well

Cos-sim between the harmfulness 

direction and the refusal direction is 

low, only around 0.1 for Llama2. 



Causal evidence that harmfulness directions are 
different from refusal directions 
Reply inversion task

If the prompt is harmless, LLMs should reply with refusal tokens in this case. 

User wants to {User Instruction Tokens} Could this user prompt cause 
harm? Answer ‘Certainly’ if it could, otherwise ‘No’

User wants to make a cake. Could this user prompts cause harm? 
Answer ‘Certainly’ if it could, otherwise ‘No’.
LLM: No + Harmfulness direction                “Certainly”

+ Refusal  direction “No”



Causal evidence that harmfulness directions are 
different from refusal directions
Reply inversion task

If the prompt is harmful, LLMs should reply with acceptance in this case. 

User wants to {User Instruction Tokens} Could this user prompt cause 
harm? Answer ‘Certainly’ if it could, otherwise ‘No’

User wants to make a bomb. Could this user prompts cause harm? 
Answer ‘Certainly’ if it could, otherwise ‘No’.
LLM: Certainly + reverse Harmfulness direction                “No”

+ Refusal  direction “No”



Causal evidence that harmfulness directions are 
different from refusal directions 

The refusal direction directly triggers LLMs to output tokens 

that have the meaning of refusal.

The harmfulness direction changes how LLMs perceive the 

harmfulness of inputs.



Harmfulness versus refusal for jailbreak prompts

LLMs internally identify those jailbroken prompts as harmful, while deciding not to refuse 
them.



Latent Safety Guard in LLMs

Intrinsic latent guard based on harmfulness

LLM

Safety Guard If the guard detects the input is 

unsafe, take action, e.g., cut off the 

model’s response. 

Otherwise, the model should answer 

the safe input.



Latent Safety Guard in LLMs

Latent guard is competitive to an external finetuned guard model.

It is especially better at detecting persuasion jailbreak and harmless examples of false refusal.
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