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Context:
• LLMs are widely used in safety-critical domains (e.g., autonomous driving,

medical diagnosis).
• Alignment mechanisms (e.g., value constraints) are deployed to prevent harmful

outputs.
• However, LLMs remain vulnerable to attacks that exploit their latent

vulnerabilities, undermining the effectiveness of existing alignment mechanisms.

Challenges:
• Existing attacks rely on specific text patterns, suffering from poor convergence,

high computational cost, and unnatural prompts.
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Key Idea:
• Shift attack target from text patterns to semantic representation space.
• Exploit semantic equivalence: Attack diverse responses sharing malicious intent.
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Technical Innovations:
• Semantic Representation Heuristic Search Algorithm (SRHS).
• Theoretical guarantees: Semantic convergence proof and naturalness optimization.
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Attack Success Rate:

89.41% average success rate across 18 LLMs, 11 models achieved 100%.
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Efficiency & Stealth:

SRA generates shorter, more natural prompts with lower computational cost vs. baselines.
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The visualization shows how SRA induces multiple semantically equivalent harmful outputs. This graph

hierarchically displays autoregressive tokens from left to right, with nodes showing joint response probabilities

(ordered ascendingly) and edges indicating predicted tokens and their conditional probabilities.
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Conclusion:
• SRA is theoretically and empirically grounded, shows superiority in attack 

success rate, efficiency, and naturalness.

Future Directions:
• Explore defense mechanisms (e.g., dynamic semantic detection).
• Extend to closed-source (black-box) scenarios.
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