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Cross-model transferability has been 
extensively studied for CNNs. However, 
few works explore adversarial transferability 
on ViT and the performance of existing 
work extending CNN to ViT is poor due to 
significant structural differences.
We argue that unique structural features 
are critical to cross-architecture adversarial 
transferability. If we can obtain a surrogate 
model whose features are similar to those 
of models with different architectures, then 
the resulting adversarial perturbation can 
be transferable across different models. 
However, directly applying this idea to 
black-box attacks may lead to the degra-
dation of cross-architecture transferability. 
The main reasons are: 
1. Features are not aligned in space. It is 

hard to directly constrain the similarity 
of features only by the final logits.

2. Features are not aligned from the 
perspective of adversarial features. The 
features of adversarial examples also 
have similarities across models and 
need to be considered.

Spatial Adversarial Alignment consists of two key parts: 
1. In spatial-aware alignment, in addition to aligning 

on the final global features, we also focus on the 
features of local regions. 

2. In adversarial-aware alignment, we introduce a 
self-adversarial strategy, which constructs 
adversarial examples so that the model can learn 
the differences between different architectures in 
adversarial features, thereby enabling the model 
to further capture more common features. 

SAA has stronger adversarial transferability with transfer attacks.

SAA further improves the adversarial transferability on ViTs.

SAA improves adversarial transferability against defenses.

Grad-CAM on target models.


