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Motivation
Cross-model transferability has been

extensively studied for CNNs. However,
few works explore adversarial transferability
on ViT and the performance of existing
work extending CNN to ViT is poor due to
significant structural differences.

We argue that unique structural features
are critical to cross-architecture adversarial
transferability. If we can obtain a surrogate
model whose features are similar to those
of models with different architectures, then
the resulting adversarial perturbation can
be transferable across different models.
However, directly applying this idea to
black-box attacks may lead to the degra-
dation of cross-architecture transferability.
The main reasons are:

1. Features are not aligned in space. It is
hard to directly constrain the similarity
of features only by the final logits.

2. Features are not aligned from the
perspective of adversarial features. The
features of adversarial examples also
have similarities across models and

need to be considered.

Unaligned itness Aligned Unaligned
.

.'.: :".'...\.".
NEURAL INFORMATION

0" , PROCESSING SYSTEMS

Method

1. In spatial-aware alignment, in addition to aligning
on the final global features, we also focus on the
features of local regions.

2. In adversarial-aware alignment, we introduce a
self-adversarial strategy, which constructs
adversarial examples so that the model can learn
the differences between different architectures in
adversarial features, thereby enabling the model
to further capture more common features.
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Spatial Adversarial Alignment consists of two key parts:
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Experiments
SAA has stronger adversarial transferability with transfer attacks.
Target Model
Attack CNNs ViTs A éﬁgg(%)
Resl8 Res50 Resl01 VGG19 DNI121  Inc-v3 VIiT-B  Swin-B  PVT-v2 MobViT

Ml 577 99.9 58.1 54.2 551 39.0 9.4 33.0 38.0 35.7 422
MI-SAA 84.1 99.6 74.7 80.3 81.8 65.7 243 48.7 529 62.5 639
NI 58.9  100.0 63.2 59.3 61.4 40.0 9.6 374 41.8 38.1 45.5
NI-SAA 86.1 99.9 76.3 822 83.7 67.6 24.0 50.6 55.7 64.8 65.7
GI 573 100.0 62.3 60.5 60.5 40.7 12.5 368 40.7 39.6 45.7
GI-SAA 86.5 99.7 78.8 83.9 84.8 704 27.6 52.7 558 66.3 674
DI 44.1 95.8 41.7 56.1 44.2 26.1 5.6 309 36.7 35.1 35.6
DI-SAA 74.6 94.4 61.1 81.1 73.2 53.1 10.6 44.0 50.8 63.6 56.9
TI 385 99.9 37.8 339 36.1 242 54 210 29.0 21.1 274
TI-SAA 59.7 94.9 35.2 50.6 54.5 40.6 9.5 22.8 293 33.6 373
SSA 758 99.9 78.6 76.0 778 57.0 16.5 48.5 55.0 50.5 59.5
SSA-SAA 91.5 99.5 77.8 85.7 88.4 74.9 234 46.7 571 66.0 67.9
DI-MI 65.5 97.0 65.0 74.7 65.7 49.1 16.4 49.0 549 57.9 554
DI-MI-SAA 91.9 98.7 84.9 94.1 90.5 78.3 341 69.8 76.1 86.8 785
TI-MI 61.4 99.9 60.5 60.9 60.9 443 152 374 423 41.8 472
TI-MI-SAA 84.8 99.3 7.9 79.0 81.8 69.1 27.0 45.0 52.8 62.4 63.8
SSA-MI 89.6 99.9 92.2 89.5 91.0 716 39.2 74.4 76.4 76.3 785
SSA-MI-SAA 96.3 99.8 95.6 96.5 97.2 91.5 46.3 74.1 804 884 85.1
SSA-DI-TI-MI 93.5 98.5 92.3 95.0 93.7 85.5 55.9 83.2 87.1 89.8 86.2
SSA-DI-TI-MI-SAA 975 98.8 93.8 97.6 96.7 94.3 53.6 81.6 84.4 94.7 88.2

SAA further improves the adversarial transferability on ViTs.

Target Model Avg
Attack CNNs ViTs ASR (%)
Res18 Res50  Resl01 YGG19 DNI21 Inc-v3 ViT-B Swin-B PVT-v2 MobViT
SGM 829 67.6 594 81.2 75.4 713 99.7 833 727 78.8 78.3
SGM-SAA 91.1 798 73.3 87.5 87.3 80.9 99.5 90.5 82.6 86.3 86.6
PatchOut 45.6 274 203 455 36.1 339 93.0 41.0 342 40.5 43.3
PatchOut-SAA 76.5 724 70.3 79.4 78.1 71.3 94.7 83.6 772 76.8 78.7
PNA 61.2 45.0 38.1 60.8 54.8 49.0 99.6 66.3 55.8 56.8 60.3
PNA-SAA 82.7 78.1 734 85.6 84.0 75.1 97.4 89.3 80.3 82.1 83.3
TGR 74.0 556 48.4 73.2 66.6 59.0 99.3 74.5 61.6 69.6 69.6
TGR-SAA 85.9 78.1 71.5 87.4 85.6 79.6 99.3 89.1 81.0 86.2 85.1
SAA improves adversarial transferability against defenses.
Attack HGD R&P NIPS-t3 JPEG FD RS Bit-Red NRP Diffpure Inc-v3,,,; Inc-v3...; IncRes-v2.,, Avg. ASR (%)
MI 425 219 253 339 424 236 29.3 6.7 138 333 3133 233 273
MI-SAA 73.3 578 60.4 69.9 65.6 396 423 12.0 224 68.9 65.5 579 530
SSA-DI-TI-MI 93.7 89.6 90.2 91.9 89.7 823 817 14.8 711 92.5 91.1 89.8 81.5
SSA-DI-TI-MI-SAA  96.0 93.2 94.8 95.1 94.0 898 855 202 78.8 95.7 94.5 933 859

Grad-CAM on target models.

Clean Unaligned-Adv  Aligned-Adv Unaligned—Adv Aligned-Adv

ResNet-101




