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Background

• Binary Code Similarity Detection (BCSD) is crucial for:
• Malware detection
• Vulnerability identification and discovery

• Challenges:
• Sparse, low-level, and architecture-dependent syntax
• Compilation diversity (optimizations, architectures, obfuscation)

• Limitations of existing deep learning-based BCSD
• Lack of generalizability: only a subset of compiler setting
• Does not utilize pretrained knowledge of frontier models



Contributions – EBM (Effective Binary Matching)

• Proposed a multi-stage training framework to tackle generalizability and 
effectiveness of binary code matching

• Designed data augmentation processes and training objectives addressing 
specifically for the diverse compile options of binary code

• Significantly improves performance over the baselines with thorough 
experiments and ablation study



EBM Framework

• Four stages: data augmentation, translation-style causal training, LLM2Vec 
embedding, contrastive learning via cGTE loss

• Data Augmentation
• De-noising and enabling structural and language awareness

• Causal translation training
• Enhances generalization across architectures by training autoregressive model on 

concatenated function pairs

• LLM2Vec
• Representation learning using masked next token prediction for semantic embedding

• Cumulative GTE Loss
• Generalizes InfoNCE by all available in-batch contrasts for optimal resource usage



Evaluation – Cross-Optimization



Evaluation – Cross-Architecture



Evaluation – Cross-Obfuscation



Ablation Study

• Data Augmentation: Key for handling obfuscation
• Causal Training: Crucial for cross-arch tasks
• LLM2Vec: 2x+ MRR boost
• cGTE: Adds rich contrastive signals under low resources



Conclusions

• EBM effectively transforms generic LLMs into BCSD experts
• Small models, high performance
• Scalable, open-source, no reliance on closed APIs
• Paves the way for secure, effective, and practical binary analysis
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