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Use an Inductive Invariant. Use a Ranking Function.
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Shorter Runtime are always Nicer.

Without it Developers Skip on Formal
Verification

Unfortunately, Symbolic Model checkers are
Fast on only Pure Safety.

Prior Neural Model checkers focus on Pure
Liveness.

Picture a Fast Neural Model Checking Approach
For both Safety and Liveness
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module MODEL (input clk, output reg a, b);
reg [5:0] ¢ = 0;
assign a = (c < 60);

1

2

3

4 assign b = (c == 60);

5 always @(posedge clk) begin
6 c <= c¢ + 1;

5

8

9

end
Phi: assert property
(@(posedge clk) a s_until b);
10 endmodule

(a)

O ON

- Decide whether all:
I trances of a System :
: Verilog Design
- safisfies an LTL :
- specification.

s €Sy —> (reg s,qo) € 1,
(8,9) P M|jA-e (8,d") N (regs,q) €1 — (regs’,q') € I,
(8,0) 2 Mm|a-e (8,d) N (regs,q) €1 —> V(reg s, q) = V(regs',q'),

(8,0) P m|a-e (8,d) N (regs,q) €I N qe F = V(regs,q) > V(regs',q).
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@) (b) . We encode the :

: negated specification -
% ® - OS an w—regulorg

- automaton.

: : An w-regular
l N e : automaton’'s Occepﬁng
@ 0 »@0 \@0 ‘@O {JQO - fraces visit fair states :
so ............ 31 ............ 32 ......................... s 60 .......... 361 .......... 362363 inﬁn"ely Oﬁen.
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2 reg [5:0] ¢ = 0;
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4 assign b = (c == 60);

5 always @(posedge clk) begin

6 c <= c¢ + 1;

7 end

8 Phi: assert property

9 (@(posedge clk) a s_until b);

10 endmodule

(a)

O ON

se S

(8,0) > M|a-e (8,d) N (regs,q) €1

(8,0) 2 Mm|a-e (8,d) N (regs,q) €1
(8,9) 2 Mjaq (85d) N (tegs,g) €I A g€ F

—> (reg s,qo) € 1,
— (regs’,q') € I,

—> V(regs,q) = V(regs',q'),
—> V(regs,q) = V(regs',q').

The synchronous product :

: of model and negation :

- automaton accepts -
- violation of the spec.
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2 reg [5:0] ¢ = 0;

3 assign a = (c < 60);

4 assign b = (c == 60);

5 always @(posedge clk) begin

6 c <= c¢ + 1;

7 end

8 Phi: assert property

9 (@(posedge clk) a s_until b);

0 endmodule

(@) (®)

We first constructing an :
- invariant that excludes :
. all cycles containing :
falr states. :

se Sy —> (reg s,qo) € 1, (1)
(8,9) P M|jA-e (8,d") N (regs,q) €1 — (reg s',q') € 1, 2)
(8,0) 2 Mm|a-e (8,d) N (regs,q) €1 —> V(regs,q) = V(regs',q'), @3
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- Inside this invariant we
: assign each state a
- ranking bounded from

- below, ensuring along :

:any frace the rank:

- never increases and -

- strictly decreases -

- whenever a fair state :

- OCCUTS. :
se S

module MODEL (input clk, output reg a, b);

1
2 reg [5:0] ¢ = 0;

3 assign a = (c < 60);

4 assign b = (c == 60);

5 always @(posedge clk) begin
6

7

8

Ao

>
£ @

c <=c¢c + 1; \
end \ X {ab}
Phi: assert property Lt C q0 ) DY
9 (@(posedge clk) a s_until b);
10 endmodule Phl = (an)
Ny @ (b)

e @

— (reg S, QO) €

: Since the
- only decrease finitely
: many

(
(
(

Saq)_>M||A—,q> (sl)q,) A
8,0) > M| A (8,4) A
8,9) M| A-s (8,0) A

(reg s,q) € I
(regs,q) €
(regs,q) €I N g€ F

— (regs’,q') e I,
— V(regs,q) = V(regs',q'),
— V(regs,q) = V(regs',q).

rank can :

times, every:
- trace visits fair states :
- finitely many fimes :
- and thus cannot be :

. accepting—which :
- means the property :

;holds.
I, (1)
(2)
3)
4)



We learn a single function—represented by a neural
network—that is both an invariant and a ranking function.
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Learn Check Loop
Dinit < 0
Dtrans <_ @
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[LearnJ

AN HoO0oO0oO0O00O00CO000O000000000000000000

- A SAT solver then checks i’rs§
- formal correctness. -

Dinit <= Dinit U Cinit_~ |
Check >
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Valid!




Learn Check Loop
Dinit < 0
Dtrans <_ @

) Candidate V, {0,}4c0, &

[LearnJ

N HO00O0000D000000000000000000000000000000
: Checking a solution is easier :
: than searching for one. :

Dinit <= Dinit U Cinit_~ |
Check >

Dtrans — Dtrans U Ctrans V

Valid!
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Learn Check Loop

«— 0

Dtrans < @

[LearnJ

) Candidate V, {0,}q4c0

, K

>

élf a counterexample is found,§
. we add it to the dataset :

| Dinit < Dinit U Cinit
Dtrans — Dtrans U Ctrans

Valid!
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Learn Check Loop

Dipie < 0
Dtrans <_ @

) Candidate V, {0,}4c0, &

[LearnJ

AN

Until the checker confirms the
- candidate is correct. :

Dinit < Dinit U Cinit
Dtrans <_ Dtrans U Ctrans




This allows for a task aware sampling approach
keeping the dataset small allowing MILP learning.



Network Architecture

[rz (r1, 72, ..., 'r'n)] éris’rhe network input. :

r r o Jr ir

: : anYan )
(Immm+8gn]

\]/

i = b

( Linear + Sign ) S| S S

S||.8 =

: — || = —

( L1near + Step ) _J U o

(anear “m)}ﬁg}{ (Br, Bor - o))

V('r, 0q)




on e et o wiy . Natwork Architecture

: connected network with
- sign and step activations :
: produces m booleans, :

. partitioning  the  input : [7- =(7ry, re, ..., rn)]

: space intfo 2™ regions.
ir ir Jr
( Linear + Sign )

( Linear++ Nifuil )

( Linear.+ Step ) _ JU
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Network Architecture

: On the right, we have m
[7" =(r1, r2, ..., ""n)] - linear equations on inputr. -
ir r lr lr
: : AN ) =
( Linear + Sign )
\If
; : = 8
( Linear + Sign J S| o §
S8 =
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Network Architecture

[rz(rl, T2y vun rn)]

ir r lr lr
. : N an 900000000000000000000000 G :
( Linear + Sign ) : These linear equations
T -on the right are:
: ) = o 5| :masked Dby the :
( Linear + Slgn J ) g O | :booleans on the left, :
: = 3 S| :and their dot product
— — . assigns  one affine :
. - - equation for each of :
[ Linear + Step J _J __J :the2™region. :

L~

(Car, oz, - amg_»g}{(”ﬁl, )
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The architecture thus realises
piecewise linear function, while allowing
solver friendly MILP Encoding.



Thanks!



