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• The abundance of online data → rapid deep learning advances
• Concern: Personal data leakage in training
• Solution: Unlearnable Examples (UE) → perturb data to confuse training



Where Existing UEs Fall Short
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• Most methods target training-set-specific data
• Poor performance in non-target or shifted settings
• Preliminary works only handle partial scenarios

Method Intra-
Domain

Cross-
Domain

Cross-
Task

Cross-
Space

Cross-
Architecture

EMN     

LSP     

TUE     

GUE     

14A     

VTG     



Versatile Transferable Generator (VTG)
• Adversarial Domain Augmentation (ADA) synthesizes out-of-distribution samples, thereby 

improving its generalizability to unseen scenarios.
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• Perturbation Generator produce unlearnable perturbations for any image in a single 
forward pass, exhibiting superior generalizability and applicability for practical use.
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Versatile Transferable Generator (VTG)
• Adversarial Domain Augmentation (ADA)
• Perturbation Generator
• Perturbation-Label Coupling (PLC) leverages contrastive learning to directly align 

perturbations with class labels.
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Experimental Details
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Comprehensive UE Transferable Evaluation Scenarios
• Intra-Domain scenario represents the conventional setting, where the training and test data are 

drawn from the same distribution.

• Cross-Domain scenario considers cases where the training and test sets share the same classes but 
originate from different distributions.

• Cross-Task scenario increases the challenge by introducing both distribution shifts and class 
mismatches.

• Cross-Space scenario is the most challenging scenario, where even the input space differs between 
training and test sets.  

• Cross-Architecture scenario evaluates the generalizability of UEs across different network 
architectures.



Intra-Domain and Cross-Task scenarios
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• VTG is more effective than other methods on 
CIFAR-10, CIFAR-100 and SVHN dataset.

• VTG gets random-guess level under all setting 
in both Intra-Domain and Cross-Task scenarios.



Cross-Domain and Cross-Architecture scenarios
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• VTG maintains unlearnability across images with diverse visual styles.

• VTG keeps its unlearnability even when transferred to other architectures.



Cross-space scenarios
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• VTG maintains effectiveness under resolution and domain shifts between low- and high-
resolution datasets.

∗ The image resolution is standardized to 224224 for PACS, while 
3232 for the remaining datasets.



More Evaluation on ImageNet
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• VTG demonstrates strong generalization across domains, tasks, and input spaces, showing 
consistent transferability and adaptability on diverse datasets from ImageNet* to various 
downstream benchmarks.

∗ We randomly select a subset from the first 100 classes of ImageNet to construct a smaller ImageNet*.



Resistance to Defense Strategies
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• VTG ensures unlearnability while providing robust protection against various defense strategies.



Conclusion
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 We introduce the first comprehensive evaluation framework to analyze the transferability of UEs 
across diverse practical scenarios, including Intra-Domain, Cross-Domain, Cross-Task, Cross-Space, 
and Cross-Architecture.

 We propose VTG, a versatile transferable generator effective across diverse scenarios. 
• Adversarial Domain Augmentation to generate diversified samples and compel the generator to 

produce perturbations beyond fixed distributions. 
• The Perturbation-Label Coupling mechanism employs contrastive learning to align 

perturbations with class labels, introducing unlearnability in a distribution-agnostic manner.

 We empirically validate the efficacy of our method within the proposed comprehensive 
transferable setting. Extensive experiments demonstrate VTG's superior performance and broad 
applicability across diverse scenarios.



Thank you!
• Code: https://github.com/zhli-cs/VTG
• Contact: zli3446@uwo.ca / 
jcai336@uwo.ca
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