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Large Vision-Language Models (LVLMs)

☐ Large Vision-Language Models
• Incorporates pre-trained vision encoder with Large Language Models 

(LLM) to handle multi-modal inputs

• Usually consists of vision encoder, multi-modal aligner, language model.
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LLM (LLaMA, Vicuna, etc ... > 7B)

Align network (<< 1M)

Vision encoder (< 1B)
Input: Please describe 
this image in detail.

Output: This image features a dog and some shoes ...

MLP, Q-Former, ...

CLIP, EVA-CLIP, ...
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Hallucinations in LVLMs

☐ Hallucinations
• A phenomenon in which incorrect information is output

• Object Hallucination: A phenomenon in which an object that does not 
exist in the input image given in LVLM is considered to exist.
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Leng, S., Zhang, H., Chen, G., Li, X., Lu, S., Miao, C., & Bing, L. (2024). Mitigating object hallucinations in large vision-language models through visual contrastive decoding. In Proceedings of the IEEE/CVF 

Conference on Computer Vision and Pattern Recognition (pp. 13872-13882).
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Mitigating hallucinations in LVLMs

☐ Cause of the object hallucinations in LVLMs
• Multiple perspectives have been proposed to explain the causes of 

object hallucination — Mostly on language side.
o Language prior / Vision-Language misalignment / decoding errors ...

• We identify a new cause — the epistemic uncertainty of the vision 
encoder.
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LLM (LLaMA, Vicuna, etc ... > 7B)

Align network (<< 1M)

Vision encoder (< 1B)
Input: Please describe 
this image in detail.

Output: This image features a dog and some shoes ...

Most of the prior works

Our approach!
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Preliminary – Epistemic uncertainty

☐ Epistemic vs. Aleatoric uncertainty
• There are two types of uncertainty

• Epistemic uncertainty
o Uncertainty caused by model parameters – measurements of how confident our 

model is in the results.

o Epistemic uncertainty can be reduced with model training / post-processing

• Aleatoric uncertainty
o Uncertainty caused by the data itself – uncertainty arising from the inherent noise 

in the data.

o It is common to assume heteroscedastic uncertainty, where noise is different for 
each input, and it does not disappear even if you acquire a lot of data. This is an 
uncertainty that we cannot generally mitigate.
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Preliminary – Adversarial attack

☐ Adversarial Attack on LVLM
• Inducing hallucination through small perturbations in the image

• Most of them go up to the LLM and perform noise optimization.

• Breaking the Visual Perception (Wang et al.) shows that attacks on 
LVLM are successful even when attacking only the image encoder.

☐ Projected Gradient Descent
• Most popular method for adversarial attack

• Optimization is performed by applying projection operation so that 
perturbation exists inside the epsilon ball.
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Wang, Y., Liu, C., Qu, Y., Cao, H., Jiang, D., & Xu, L. (2024, October). Break the visual perception: Adversarial attacks targeting encoded visual tokens of large vision-language models. In Proceedings of 
the 32nd ACM International Conference on Multimedia (pp. 1072-1081).
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Analysis

☐ Uncertain visual tokens contribute to object hallucination
• We measure the epistemic uncertainty of each visual token via Monte-

Carlo dropout.

• We report the average variance and hallucination score of each group 
by binning visual tokens with uncertainty of the top 1-sigma.

• The Spearman’s rank correlation test results show that CHAIRs, CHAIRi, 
and F1 all have 𝑝-values ​​< 0.05, indicating a ‘strong’ 
increasing/decreasing relationship.
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Upper bound on the differential entropy

☐ Adversarial attack can efficiently approximates the uncertainty.
• The most common measure of epistemic uncertainty is Monte-Carlo 

dropout performed over thousands of forward passes.
o However, this requires too much runtime and computational cost.

• We prove, through the following lemma and theorem, that an 
adversarial attack of hundreds of iterations implies an upper bound on 
the differential entropy of each visual token.
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Uncertainty mask generation

☐ Adversarial attack & Uncertainty mask generation
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Verification on layer selection

☐ Selecting the uncertainty map extraction layer
• We made an assumption in the theorem that the change in hidden 

state is small.

• When we checked the amount of change in hidden states in each layer, 
the change in the early layer was smaller.

• Therefore, we extracted maps from early layers, which is consistent 
with the results from the ablation study.
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Verification on similarity with MC dropout

☐ Does the uncertainty map we obtained really match the 
uncertainty map obtained by MC dropout?
• Yes!

• MC dropout: 1,000 forward passes / Ours: 100 PGD attack iteration

11



Intelligent Computational imaging Lab (ICL)

Masking uncertain visual tokens

☐ Masking uncertain visual tokens for training-free hallucination 
mitigation
•  With the uncertainty mask M we’ve obtained in previous stage, we 

mask the “uncertain” visual tokens in the middle-layer of self-attention 
operation
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Verification on uncertainty reduction

☐ Does our method reduce uncertainty and mitigate object 
hallucination?
• Yes!

• We performed a Wilcoxon signed rank test and confirmed statistical 
significance with a 𝑝-value < 0.05, indicating that uncertainty decreased 
and CHAIRs and CHAIRi decreased.
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Benchmarks – CHAIR

☐ CHAIR
• After asking LVLM to generate a description for the input image, any 

object that does not exist in the image is considered a hallucination.
o 500 images + caption pairs

• CHAIRs and CHAIRi measure hallucination at sentence and image 
levels, respectively. (The lower the better)

• F1 score measures the quality of the generated description. (The 
higher the better)
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Rohrbach, A., Hendricks, L. A., Burns, K., Darrell, T., & Saenko, K. (2018). Object hallucination in image captioning. arXiv preprint arXiv:1809.02156.
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Benchmarks – POPE

☐ POPE
• Ask LVLM whether an object exists in a given image with a Yes/No 

question and measure accuracy.

• It consists of 3 sets: Random / Popular / Adversarial, and each has 
3,000 prompts → total 9,000 prompts
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Li, Y., Du, Y., Zhou, K., Wang, J., Zhao, X., & Wen, J. R. Evaluating Object Hallucination in Large Vision-Language Models. In The 2023 Conference on Empirical Methods in Natural Language Processing.
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Benchmarks - AMBER

☐ AMBER
• It is divided into a generative task similar to CHAIR and a discriminative 

task similar to POPE.

• To measure object hallucination, the discriminative task uses the 
‘existence’ subset, and the generative task uses the full set.

• Consists of 5,928 prompts

16

Wang, J., Wang, Y., Xu, G., Zhang, J., Gu, Y., Jia, H., ... & Sang, J. (2023). Amber: An llm-free multi-dimensional benchmark for mllms hallucination evaluation. arXiv preprint arXiv:2311.07397.
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Quantitative results – CHAIR and POPE
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Quantitative results - AMBER

18



Intelligent Computational imaging Lab (ICL)

Qualitative results
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Ablation study
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Thank You!

On Epistemic Uncertainty of Visual Tokens for Object 
Hallucinations in Large Vision-Language Models
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