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Large Vision-Language Models (LVLMs)

Large Vision-Language Models

* Incorporates pre-trained vision encoder with Large Language Models
(LLM) to handle multi-modal inputs

« Usually consists of vision encoder, multi-modal aligner, language model.

Output: This image features a dog and some shoes ...

LLM (LLaMA, Vicuna, etc ... > 7B) J
MLP, Q-Former, ... [ Align network (<< 1M) ] t

Input: Please describe
this image in detail.

CLIP, EVA-CLIP, ... Vision encoder (< 1B)
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Hallucinations in LVLMs

Hallucinations

« A phenomenon in which incorrect information is output

« Object Hallucination: A phenomenon in which an object that does not

exist in the input image given in LVLM is considered to exist.

Prompt: Describe this photo in detail.

Regular Decoding: The image features a painting of a brown dog
sitting in a chair, with a turkey feather in its mouth, giving it a unique,
conspicuous appearance. The dog's expression is one of mischief as it
looks directly into the camera. The scene is set in a room with a dining
table and a fork next to the table. A rock, likely from the surrounding
landscape, can be seen beside the table. A person's face is visible near
the bottom left corner of the painting, partially covered by the dog's
furry coat.

Prompt: Describe this photo in detail.

Regular Decoding: In the image, a man is standing on the back of a
Subaru in a city with the color of a Ford SUV parked in the background.
He appears to be ironing clothes while standing on a wine rack located
under the vehicle. He is wearing a yellow shirt. There is a white and
blue taxi parked nearby the yellow Subaru. Additionally, there are
several buildings located in the cityscape, perhaps in the background of
the Subaru and the taxi, and possibly overlapping with the yellow Subaru.

Leng, S., Zhang, H., Chen, G., Li, X., Lu, S., Miao, C., & Bing, L. (2024). Mitigating object hallucinations in large vision-language models through visual contrastive decoding. In Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition (pp. 13872-13882).
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Mitigating hallucinations in LVLMs

Cause of the object hallucinations in LVLMs

« Multiple perspectives have been proposed to explain the causes of
object hallucination —
o Language prior / Vision-Language misalignment / decoding errors ...

» We identify a new cause — the epistemic uncertainty of the vision

encoder.
Output: This image features a dog and some shoes ...
[ LLM (LLaMA, Vicuna, etc ... > 7B) J
[ Align network (<< 1M) 1
» Input: Please describe
Vision encoder (< 1B) this image in detail.
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Preliminary — Epistemic uncertainty

Epistemic vs. Aleatoric uncertainty
* There are two types of uncertainty

» Epistemic uncertainty

o Uncertainty caused by model parameters — measurements of how confident our
model is in the results.

o Epistemic uncertainty can be reduced with model training / post-processing

 Aleatoric uncertainty

o Uncertainty caused by the data itself — uncertainty arising from the inherent noise
in the data.

o It is common to assume heteroscedastic uncertainty, where noise is different for
each input, and it does not disappear even if you acquire a lot of data. This is an
uncertainty that we cannot generally mitigate.
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Preliminary — Adversarial attack

Adversarial Attack on LVLM
* Inducing hallucination through small perturbations in the image
* Most of them go up to the LLM and perform noise optimization.

 Breaking the Visual Perception (Wang et al.) shows that attacks on
LVLM are successful even when attacking only the image encoder.

Projected Gradient Descent

* Most popular method for adversarial attack

« Optimization is performed by applying projection operation so that
perturbation exists inside the epsilon ball.

X1 = II(X; + sign(Vx, L(sim(F(X;), F(X0)))))
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Analysis

Uncertain visual tokens contribute to object hallucination

* WWe measure the epistemic uncertainty of each visual token via Monte-
Carlo dropout.

* We report the average variance and hallucination score of each group
by binning visual tokens with uncertainty of the top 1-sigma.

» The Spearman’s rank correlation test results show that CHAIRg, CHAIR;,
and F1 all have p-values < 0.095, indicating a ‘strong’
increasing/decreasing relationship.
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Upper bound on the differential entropy

Adversarial attack can efficiently approximates the uncertainty.

* The most common measure of epistemic uncertainty is Monte-Carlo
dropout performed over thousands of forward passes.

o However, this requires too much runtime and computational cost.

* We prove, through the following lemma and theorem, that an
adversarial attack of hundreds of iterations implies an upper bound on
the differential entropy of each visual token.

Theorem 3.2 (Upper bound of differential entropy increases as hidden state deviation increases under
adversarial attack). Let x be an input image, and let € be a small adversarial perturbation. Define the
perturbed input as X = = + €. Let f = {f;}_, be a smooth L-block transformer that processes a
sequence of N input tokens. Let z() := f,o---ofy(z) € RN*%and Z®) := f,0--.0f1(X) € RVN*4
be the hidden states at layer t for the clean and perturbed inputs, respectively. Denote the i-th token
representation at layer t as zz(t) € R% and Zi(t) e R4 If Zz-(t) changes smoothly with small €, then the

upper bound of the differential entropy of Zz.(t) increases as E. [||Zz-(t) — zft) 13] increases.
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Uncertainty mask generation

Adversarial attack & Uncertainty mask generation
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Verification on layer selection

Selecting the uncertainty map extraction layer

* We made an assumption in the theorem that the change in hidden
state is small.

* When we checked the amount of change in hidden states in each layer,
the change in the early layer was smaller.

* Therefore, we extracted maps from early layers, which is consistent
with the results from the ablation study.
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Verification on similarity with MC dropout

Does the uncertainty map we obtained really match the
uncertainty map obtained by MC dropout?

* Yes!

 MC dropout: 1,000 forward passes / Ours: 100 PGD attack iteration

Ongmal imag MC Dropout | Map U (Ours) Original image MC Dropout Map U (Ours)
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Masking uncertain visual tokens

Masking uncertain visual tokens for training-free hallucination

mitigation

* With the uncertainty mask M we’ve obtained in previous stage, we
mask the “uncertain” visual tokens in the middle-layer of self-attention

operation
MHSA Block \ The image depic;s some shoes ...
\
MEm | LLM J
vEmEm ] \88-8 0000 - 0000
| i VE ]| Tokenizer
I i i

[
——

N\ 7 —
. [ USER: Please describe
-1 the image in detail.

[T1111Q , 72

J Original

(*): Token-wise product
(D): Softmax operation
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Verification on uncertainty reduction

Does our method reduce uncertainty and mitigate object
nallucination?

* Yes!

* We performed a Wilcoxon signed rank test and confirmed statistical
significance with a p-value < 0.05, indicating that uncertainty decreased
and CHAIRg and CHAIR; decreased.
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Benchmarks — CHAIR

CHAIR

 After asking LVLM to generate a description for the input image, any
object that does not exist in the image is considered a hallucination.
o 500 images + caption pairs
* CHAIRg and CHAIR; measure hallucination at sentence and image
levels, respectively. (The lower the better)

* F1 score measures the quality of the generated description. (The
higher the better)

Image Model predictions:
bowl, broccoli, carrot, dining table

Language Model predictions for
W the last word:
fork, spoon, bowl

Figure 2: Example of image and language consistency.
The hallucination error (“fork’) is more consistent with
the Language Model.

Rohrbach, A., Hendricks, L. A., Burns, K., Darrell, T., & Saenko, K. (2018). Object hallucination in image captioning. arXiv preprint arXiv:1809.02156.
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Benchmarks — POPE

POPE

« Ask LVLM whether an object exists in a given image with a Yes/No
question and measure accuracy.

* |t consists of 3 sets: Random / Popular / Adversarial, and each has
3,000 prompts - total 9,000 prompts

Instruction-based evaluation

POPE
; Random settings
& Provide a detailed description of the given |

_image. & Is there a bottle in the image?

-

@ [ Yes, there is a bottle in the image. ] 'g

The image features a table with a variety
of food items displayed in bowls. There
are two bowls of food, one containing a t&
mix of vegetables, such as broccoli and | e»
carrots, and the other containing meat.
The bowl with vegetables is placed closer
to the front, while the meat bowl is
situated behind it. In addition to the main
dishes, there is an apple placed on the
table, adding a touch of fruit to the meal. A
bottle can also be seen on the table,
possibly containing a beverage or
condiment. The table is neatly arranged,
showcasing the different food items in an
\appetizing manner.

Popular settings

o | Is there a knife in the image?

( Yes, there is a knife in the image. ] ‘é

Adversarial settings

& Is there a pear in the image?

{ Yes, there is a pear in the image. ] ‘é

_4

Li, Y., Du, Y., Zhou, K., Wang, J., Zhao, X., & Wen, J. R. Evaluating Object Hallucination in Large Vision-Language Models. In The 2023 Conference on Empirical Methods in Natural Language Processing.
WERS . . . .
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Benchmarks - AMBER

AMBER

* |t is divided into a generative task similar to CHAIR and a discriminative
task similar to POPE.

* To measure object hallucination, the discriminative task uses the
‘existence’ subset, and the generative task uses the full set.

« Consists of 5,928 prompts

AMBER
Image Evaluation on Discriminative Task B
o z Evaluation Data
Prompt: i Lab
Is there a person in this image? m.
Response of MLLMs: A
[No] there is no person in this image. V Annotations for

Existence Hallucination

Does e
Does the giraffe sit in this image?

nsa of MLLMs: A for
Y th ffe thi
the giraffe is sitting in this image. x Attribute Hallucination

s
Is there direct contact between the giraffe and tree?

nse of KLLNs: '\ Annotatiops for
[Yes] the giraffe is eating the leaves from the lree,x i
e ¢ a ki % Relation

J

Evaluation on Generative Task

Evaluation Data Mismatched Objects
Prompt : === = | man, man, bench, : CHAIR _E]/ @ =05
I
[

Describe thisimage. | . __@esun__

Final Objects
Label : | Ry ={grass, giraffe, grass, man,
Ay = { grass, tree, mountain, giraffe, sky, cloud } man, bench, giraffe, lake, sky, sun }

Annotations for Hallucination

A
Respo[rg ql MLLMf ) in Generative Task Objects

| The image features a grass landscape. A giraffe has | Language Objects Fering List

| been standing in the grass. There is a man next to it,| Toolkit

| The man is sitting on a bench taking pictures of the | R — s

: giraffe. There is a lree on the left side of the picture. | :> N\ :> Rqy = { grass, giraffe, grass, man,
| Alake can be seen faintly in the distance. The sky is! \ man, bench, picture, giraffe, side,
| Cloudy blue. The sun is clearly visible ! picture, lake, distance, sky, sun }

77777777777777777777777 | Noun Extraction Initial Objects

Wang, J., Wang, Y., Xu, G., Zhang, J., Gu, Y, Jia, H., ... & Sang, J. (2023). Amber: An lIm-free multi-dimensional benchmark for mlims hallucination evaluation. arXiv preprint arXiv:2311.07397.
G50
%‘i‘ ¥y SEOUL NATIONAL UNIVERSITY

P WL

Intelligent Computational imaging Lab (ICL) 16




Quantitative results — CHAIR and POPE

Method | Greedy OPERA VCD PAI Devils

| Orig. +Ours A% | Orig. +Ours A% | Orig. +Ours A% | Orig. +Ours A% | Orig. +Ours A%
o Cil 474 292 |384% | 478 294 |385% | 53.8 352 [346% | 332 260 [217% | 270 23.0 |148%
5 G 122 93 |238% | 128 95  [258% | 152 107 1296% | 85 79 [71% | 66 56 |152%
~ F1% 779 782 104% | 777 784  109% | 752 752 100% | 783 77.2 783  178.0
<
E Rand. 1 | 89.3 893 100% | 892 88.6 846 862 119% | 894 892 896 90.0 104%
2 Pop.t | 858 858 100% | 858 85.2 824 829 106% | 860 864 105% | 864 8712 109%
Adv.t | 793 80.0 109% | 803 79.6 770 781 1t14% | 795 799 105% | 786 79.6 113%
C, | 580 432 [255% | 348 288 [172% | 562 472 |160% | 324 222 [315% | 244 206 |156%
@ Cil 156 11.7 1250% | 11.1 96  |135% | 161 12.8 |205% | 78 61  |218% 176 68  1105%
E F1 % 747 769 129% | 742 742 100% | 744 752 11.1% | 767  75.1 733 722
£ Rand.t| 832 851 123% | 848 854 107% | 821 827 107% | 839 840 10.1% | 838 825
Pop.t | 823 826 104% | 828 82.1 797 807 113% | 83.1 80.7 79.9 782
Adv.t | 782 788 108% | 792 797 106% | 773 771 788 774 777 16.7
.l 286 274 |42% | 238 226 [50% | 320 306 [44% | 196 17.8 [92% | 216 208 [3.7%
¥ Gl 85 83 [24% | 88 85 [34% | 97 91  162% | 62 60  32% | 7.5 10  167%
E F1 % 715 713 69.8 70.0 103% | 702 713  t19% | 717 7.7 100% | 70.1 704  10.4%
§ Rand. 1 | 828 825 742 744  103% | 592 593 102% | 821 82.0 774 T18  10.5%
Pop.t | 75.1 74.6 71.3 718  107% | 549 550 102% | 75.8 752 684 68.6 103%
Adv.t | 718 712 69.7 69.4 538 542  111% | 721 716 652 653  10.2%
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Quantitative results - AMBER

Method | Greedy OPERA VCD PAI Devils
| Orig. +Ours A% | Orig. +Ours A% | Orig. +Ours A% | Orig. +Ours A% | Orig. +Ours A%
; CHAIR | | 6.7 51 1239% | 74 58 [216% | 85 6.1 |282% | 5.1 4.7 17.8% | 4.1 39 |49%
& Hal| 302 242 [199% | 33.0 233 [204% | 384 286 255% | 25.1 22.5 1104% | 21.0 209  10.5%
Cog | 38 23 [395% | 37 21 432% | 44 23 1477%| 19 1.9  100% | 14 15
s Pre.t 100.0 1000 0.0% | 1000 100.0 10.0% |100.0 100.0 10.0% |100.0 100.0 10.0% | 100.0 100.0 10.0%
Z Rec.t 712 780 196% | 749 810 175% | 673 757 t125% | 719 741  13.1% | 725 7152  13.7%
F1 1 832 876 153% | 856 89.5 146% | 804 862 172% | 83.6 851 118% | 84.1 858 12.0%

AMBERT | 882 912 134% | 89.1 918 30% | 8.0 90.1 148% | 892 902 f1.1% | 90.0 910 fL1%
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Qualitative results

/@ i Please describe the image in detail. ]

(D

USER /| =
25> / The image features a train station with two trains on the tracks. The red train is positioned closer to the
;}f \ left side of the image, while the white and blue train is situated further back. There are several people in
“Z2" | the scene, with some standing near the trains and others scattered throughout the station. A bench can be

LLaVA 1 seen in the middle of the station, providing a place for passengers to sit. Additionally, there is a handbag

\placed on the ground near the center of the scene, possibly belonging to one of the passengers. )

*-*} < The image features a red train traveling down the tracks, with another train visible in the background. The
“Z5% | red train is positioned in the middle of the scene, while the other train is located towards the right side of

ilgl\:f; the image. The trains are both moving along the tracks, creating a sense of motion and activity. )

;/) i Please describe the image in detail. ]

USER
.- » / The image features a one-way street sign prominently placed next to a white brick building. A bench is

;g <\ situated close to the street sign, providing a place for pedestrians to sit and observe the surroundings. The
=" | scene also includes a few cars parked along the street, with one car closer to the left side of the image,

Shﬁ&a

another car further back, and a third car on the right side of the scene. Additionally, there is a fire
hydrant visible on the right side of the image, near the edge of the frame. )
'; The image features a one-way street sign positioned in front of a building. The sign is pointing to the left, \
:5 * \ indicating that vehicles should travel in one direction on this particular street. Beside the sign, a bench can
Shikra | pe seen, providing a place for pedestrians to sit and observe the surroundings. The overall scene suggests a
+ Ours : ) . : : ;
view of a street corner with some graffiti on the wall behind the sign. Y, Input image
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Ablation study

Table 3: Impact of vision encoder layers on
generating the uncertainty mask M. Using
early layers of vision encoder (1-10) to compute
M vyields the most effective object hallucination

mitigation performance.

Table 4: Effect of applying the uncertainty mask
M to different layers in the vision encoder. Ap-
plying the mask at middle layers of vision encoder
(13-17) results in the most effective performance.

Masking Layer Range Cs| C;] FI17
Mask Source Layer  Cs)  Ci] FIT Greedy 474 122 719
Greedy 474 122 779 Layers 1-8 450 126 779
Layers 1-10 202 93 782 Layers 8—12 558 155 757
Layers 11-20 442 127 774 Layers 13-17 292 93 782
Layers 21-22 418 121 779 Layers 18-22 458 13.0 777

Table 5: Comparison of masking strategies for uncertain visual tokens. We compare our attention-
level masking method with alternatives applied at different stages of the vision encoder (VE). S.M.
denotes soft masking, which attenuates uncertain tokens by a small factor (e.g., 0.1 or 0.2).

Strategy Greedy Inputof VE Outputof VE MLP Layer S.M.(0.1/0.2) Owurs

C, | 47.4 47.4
C; | 12.2 12.5
F1 1 77.9 77.5

34.4 51.0 35.0/40.0 29.2
10.0 13.5 10.4/11.5 9.3
74.7 779 78.3/78.1 78.2
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For more results and code, please visit our project page! =
https://keenyjin.github.io/epistemic
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