


Detecting AI Generated Text

• Neural Network Detectors

• MAGE, OpenAI-RoBERTa, RADAR, etc.

• Zero Shot

• DetectGPT, Fast DetectGPT, GLTR, etc.

• Watermark

• KGW, Unigram, etc.
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Paraphrasing Breaks
many of them…

But not all…



Considering TPR@1%FPR

• After 1 round of Simple Paraphrasing:

• TPR@1%FPR increased by 8.57% on RADAR

• TPR@1%FPR increased by 15.03% on Fast-DetectGPT

• Is this because these detectors are truly robust, or because simple

paraphrasing is not a strong enough attack?
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What’s Wrong with Simple Paraphrasing?

• The paraphrased output ultimately still comes from a LLM that 
multinomially samples from top tokens at each step

• The output completely relies on the paraphraser LLM, with no 
explicit guidance on pulling the text towards the human text 
distribution.
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Is it possible to develop a universal attack 
framework that can consistently and 

effectively bypass these robust AI-generated 
text detectors with transferability to a wide 

variety of other detection systems?



Intuition – Shared Human Text Distribution
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Intuition – Shared Human Text Distribution
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RADARMAGE
OpenAI

RoBERTa Base
OpenAI 

RoBERTa Large

Some AI Text….



Intuition – Shared Human Text Distribution
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Adversarial Paraphrasing
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Adversarial Paraphrasing at iteration 𝒊

<System>: You are a rephraser. Given any input text, 
you are supposed to rephrase the text…
<User>: Bielsa, 60, a former Argentine and Chile boss, 
resigned from French club Marseille…
<Assistant>: 60-year-old

iteration 𝒊

<System>: You are a rephraser. Given any input text, 
you are supposed to rephrase the text…
<User>: Bielsa, 60, a former Argentine and Chile boss, 
resigned from French club Marseille…
<Assistant>: 60-year-old man

iteration 𝒊 + 𝟏



Experiments – Effectiveness
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Experiments – Universality
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Experiments – Efficiency
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• Most guidance detectors add minimal latency compared to paraphrasing. 
MAGE’s higher latency stems from its LongFormer-based architecture, which 
is slower than RoBERTa-based models.

• Latency mainly depends on detector complexity. Computationally, detectors 
add negligible FLOP overhead relative to the paraphrasing LLM (~8B 
parameters vs. 100–350M, i.e., <5% or <2% of its size).



Text Quality Evaluation – Perplexity 
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• Human text exhibits higher PPL 
than AI texts.

• Simple paraphrasing 
substantially decrease AI text 
PPL. (May be attributed to the 
fact that the paraphraser model 
is superior to the LLMs used to 
generate the AI texts.

• Adversarial paraphrasing yield 
comparable PPL to human texts.



Text Quality Evaluation – SBERT Similarity
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• Although there is a slight 
reduction in the mean cosine 
similarity for adversarial 
paraphrasing, the values remain 
within an acceptable range 
given the high variance 
observed across samples.



Text Quality Evaluation – GPT Quality Rating

15

• Though a slight trade off in text quality can be seen, the error bars show that the 
difference is not statistically significant

• In 87% of the times—averaged across all three datasets and four guidance 
detectors—adversarial paraphrases were rated 4 or 5 out of 5.



Text Quality Evaluation – Win Rate
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• Simple paraphrases win only less than half of the time in most cases
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Thank You!
GitHub Repo: https://github.com/chengez/Adversarial-Paraphrasing

Questions? Email: yzcheng@umd.edu

https://github.com/chengez/Adversarial-Paraphrasing
https://github.com/chengez/Adversarial-Paraphrasing
https://github.com/chengez/Adversarial-Paraphrasing
https://github.com/chengez/Adversarial-Paraphrasing
mailto:yzcheng@umd.edu
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