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Background

Who was the first President of
the United States?

Question
George Washington, of course,
was the first President of the
United States.

Answer

BFA on LLLM
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{l Thomas Jefferson. He was the}

first President of the United
States.

Answer after SilentStriker BFA

« Existing research on LLM vulnerabilities has largely focused on software-level jailbreaks and prompt

Injections; by contrast, studies on hardware-level fault injection are fewer and often lack stealth.

« Bit-Flip Attacks (BFA) are hardware-level adversarial techniques that manipulate neural network parameters

by intentionally flipping bits in memory, thereby corrupting model behavior.



Previous Studies

PrisonBreak GenBFA
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Our goal: Degrade performance while preserving the naturalness of outputs



Challenge

Degrade performance: achieved by increasing the Cross Entropy loss

Preserving the naturalness of outputs: achieved by minimizing Perplexity
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Increasing Cross Entropy inevitably leads to higher Perplexity

Core challenge

Design a loss function capable of effectively reducing model performance without conflicting
with perplexity and differentiable.




Methodology

Loss Calculation
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The Key Tokens Loss penalizes correct responses to reduce accuracy, whereas the Perplexity
Loss encourages fluent and natural outputs.



Methodology

the world? Y Token Filter

What is the capital of China?
The capital of China is Shanghai.

The capital of China is Beijing.

adv. pron. prep. conj. art. int.

Vulnerable Module with
Sensitive Bits
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Attack Dataset Target Model Progressive Bit Search and Attack Attack Effect Evaluation
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« We focus our attacks on modules within the Attention and MLP layers.
« To maximize the impact of bit-flips, for each parameter, flip the bit whose inversion produces the largest

absolute change in that parameter’s value. For INT8: Sign bit. For FP4: Custom 4-bit look-up table (LUT).



Evaluation and Results

ACCURACY | (IN %) GPT-NAT."1(MAX SCORE 100) PPL |
MODEL NAME METHOD DROP GSMS8K TRIVIA | DROP GSMSK TRIVIA WIKITEXT
LLAMA.3 1.8B. PRISONBREAK | 45.6/42.2 60.1/58.9 66.7/61.4 | 84.5/83.6 61.1/60.7 68.4/65.5 33.1/42.8
INSTRUCT GENBFA 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 | 5.5%x10°/6.1 x 10°
SILENTSTRIKER | 5.1/0.0 7.6/42  12.6/8.3 | 68.2/53.4 63.0/54.7 67.3/59.8 60.4/152.9
LLAMA.3.2.3B. PRISONBREAK | 38.4/35.8 66.7/62.2 61.8/57.9 | 71.6/69.4 73.5/70.7 78.3/75.5 41.5/53.8
INSTRUGT GENBFA 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 | 4.9%x10%/6.2 x 10°
SILENTSTRIKER | 8.1/2.5  12.3/4.4 10.8/7.2 | 59.4/52.9 60.5/58.3 51.6/51.0 74.2/113.2
DEEPSEEK.R |- PRISONBREAK | 61.4/58.2 80.1/77.4 72.9/70.7 | 82.8/80.7 89.8/83.8 88.1/84.5 42.5/46.4
DISTILL. QWEN. 14B GENBFA 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 | 3.7x10%/4.0 x 10°
SILENTSTRIKER | 1.8/0.0 0.0/0.0 4.4/4.7 | 53.6/55.5 60.8/57.6 52.2/51.7 114.2/213.2
PRISONBREAK | 65.6/60.2 71.8/69.7 68.4/66.9 | 72.8/71.0 80.3/78.3 79.7/76.4 40.6/53.7
QWEN3-8B GENBFA 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 | 4.3%x10°/5.1 x 10°
SILENTSTRIKER | 2.6/3.3 8.7/9.8  8.9/11.4 | 68.8/65.8 66.8/63.9 75.8/74.4 52.9/79.1
PRISONBREAK | 65.1/64.8 86.7/86.1 73.2/66.2 | 79.6/76.1 78.4/75.6 83.7/78.5 29.4/41.6
QwQ-32B GENBFA 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 | 3.4x10°/3.9 x 10°
SILENTSTRIKER | 1.7/2.8 9.1/9.8 6.2/8.5 | 60.3/61.3 61.2/62.8 63.4/65.4 65.7/79.9

" GPT-Based Naturalness Score

Our SilentStriker significantly reduces the accuracy across all benchmarks, while the GPT-

based naturalness score only drops slightly.




Evaluation and Results

Accuracy / Naturalness

Table 4: Effect of two loss function components: Evaluation on GSM8K using INT8-quantized
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(b) FP4

LLaMA-3.1-8B-Instruct model with Ny;¢s = 50 and N, = 2.

Loss Function Accuracy Naturalness PPL

Key Tokens Loss + PPL Loss 7.6 63.0 60.4
Without PPL Loss 0.0 8.5 2.2x10%

Without Key Tokens Loss 63.1 65.2 14.1
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Observation

Under SilentStriker, accuracy holds up to a

threshold and then falls sharply as bit flips

increase, with naturalness unchanged and
perplexity still far lower than GenBFA.

N /
Observation
e B\

Both loss components are indispensable,
removing either fails to achieve the desired

effect.
\_
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