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Introduction
Large language models (LLMs) frequently refuse to respond to pseudo-malicious instructions: semantically harmless input 
queries triggering unnecessary LLM refusals due to conservative safety alignment, significantly impairing user experience. 

Collecting such instructions is crucial for evaluating and mitigating over-refusals, but existing instruction curation methods, 
like manual creation or instruction rewriting, either lack scalability or fail to produce sufficiently diverse and effective 
refusal-inducing prompts. 

To address these limitations, we introduce EVOREFUSE, a prompt optimization approach that generates diverse pseudo-
malicious instructions consistently eliciting confident refusals across LLMs. EVOREFUSE employs an evolutionary algorithm 
exploring the instruction space in more diverse directions than existing methods via mutation strategies and 
recombination, and iteratively evolves seed instructions to maximize evidence lower bound on LLM refusal probability. 
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Mo d e l i n g

Our goal is to find pseudo-malicious instructions 𝑥 (harmless but refusal-prone), formalized as the following 
optimization objective:

𝑥∗ = argmax
"
log 𝑝# 𝑟 𝑥, 𝑠

Key notations:

• 𝑥: Pseudo-malicious input instruction (semantically harmless).

• 𝑠: Event that the instruction is safe.

• 𝑟: Event that the model issues a refusal.

• 𝜃: Parameters of the target LLM.

• 𝑝$: Softmax probability distribution of the LLM’s final-layer logits.

Direct computation of log𝑝$ 𝑟 𝑥, 𝑠 is unstable: most safe instructions have extremely low refusal probabilities, 
causing numerical underflow in Monte Carlo sampling.



Mo d e l i n g

To solve the instability of Eq. (1), we use variational approximation to derive a tractable Evidence Lower Bound 
(ELBO).

First, expand 𝑝$ 𝑟 𝑥, 𝑠 by marginalizing all possible LLM responses 𝑦:

𝑝# 𝑟 𝑥, 𝑠 = 0𝑝# 𝑟, 𝑦 𝑥, 𝑠 𝑑𝑦

LLM responses 𝑦 follow a decoding-adjusted sampling distribution 𝑞$ 𝑦 ∣ 𝑥 . Rewrite log𝑝$ 𝑟 𝑥, 𝑠 as an 
expectation over 𝑞$ 𝑦 ∣ 𝑥 :

log 𝑝# 𝑟 𝑥, 𝑠 = log𝐸%! 𝑦 𝑥
𝑝# 𝑦 𝑥, 𝑠 ⋅ 𝑝# 𝑟 𝑥, 𝑦, 𝑠

𝑞# 𝑦 𝑥



Mo d e l i n g
Applying Jensen’s inequality (log𝔼 𝑋 ≥ 𝔼 log𝑋 ) to Eq. (2) gives the lower bound of log𝑝$ 𝑟 𝑥, 𝑠 :

log 𝑝# 𝑟 𝑥, 𝑠 ≥ 𝐸%! 𝑦 𝑥 log 𝑝# 𝑦 𝑥, 𝑠 + log 𝑝# 𝑟 𝑥, 𝑦, 𝑠 + 𝐻 𝑞# 𝑦 𝑥

Here, 𝐻 𝑞$ 𝑦 ∣ 𝑥 is the conditional entropy of 𝑞$ 𝑦 ∣ 𝑥 . Due to stereotypical refusal responses, its 
variance is extremely low and can be approximated as a constant 𝑐.

Omitting the constant entropy term, the practical surrogate objective (ELBO) is:

ELBO 𝑥 ≡ 𝐸%! 𝑦 𝑥 log 𝑝# 𝑦 𝑥, 𝑠 + log 𝑝# 𝑟 𝑥, 𝑦, 𝑠 + 𝑐

Notations for Eq. (4):

• log𝑝$ 𝑟 𝑥, 𝑠 : Response confidence (LLM’s log-probability of generating 𝑦 for safe 𝑥).

• log𝑝$ 𝑟 𝑥, 𝑦, 𝑠 : Refusal log-probability (LLM’s refusal probability given 𝑥, 𝑦, and 𝑠).

Thus, our optimization goal becomes x∗ = argmax
&
ELBO x , as maximizing ELBO approximates 

maximizing the original objective.
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M e t h o d

2. Iterative Optimization (Total 𝐼 Rounds):

￮ Mutation: Generate variants of the current seed instruction using each mutator in 𝑀. Filter out unsafe variants via the safety classifier 𝐽 ⋅ , retaining only safe 
ones (denoted as 𝑆!) .

￮ Selection: Select the top-𝐿 variants (denoted as 𝑋"#$) from 𝑆! based on their fitness scores calculated by 𝐹 ⋅ .

￮ Recombination: Sample 𝑁 pairs from 𝑋"#$, use the recombinator 𝑅 ⋅ to generate new candidates from each pair, and filter these candidates with the safety 
classifier to keep only safe ones (denoted as 𝑆%) .

￮ Candidate Screening: Among all safe variants (combining 𝑆! and 𝑆%), select the candidate 𝑥& with the highest fitness score
￮ Simulated Annealing: Calculate the acceptance probability . 𝛿 = min 1, exp ' (! )' ("

*"
(where 𝑥" is the current seed, 𝜏" is the current temperature). Accept 

𝑥& as the next-round seed 𝑥"+, with probability 𝛿; otherwise, retain 𝑥" as 𝑥"+, .

￮ Record and Temperature Cooling: Add 𝑥"+, to the collection of all candidates (𝑋-..), and update the temperature using a linear cooling schedule:𝜏" ←max 𝜏/ , 𝜏0 − 𝛽 ∗ 𝑡 .

3. Result Output: After all iterations, return the optimized pseudo-malicious instruction 𝑥∗, which is the candidate with the highest fitness score in 𝑋-.. .

The core process of Algorithm 1 (the EVOREFUSE framework) is to 
iteratively optimize seed instructions and generate safe pseudo-malicious 
instructions with high refusal-triggering rates, following these steps:

1. Parameter Initialization: Input the seed instruction, number of 
iterations, recombination-related parameters (e.g., number of 
recombinations 𝑁, number of recombination candidates 𝐿), fitness 
evaluation function 𝐹 ⋅ , collection of mutators 𝑀, safety classifier 
𝐽 ⋅ , and simulated annealing parameters (e.g., cooling coefficient 𝛽, 
initial temperature 𝜏0, final temperature 𝜏/) .
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Experiments
RQ1:  How do EVOREFUSE-generated datasets perform in (a) providing challenging and robust 
benchmarks for evaluating over-refusal and (b) enabling effective mitigation strategies?

Key Conclusions from Table 1
EVOREFUSE-TEST elicits significantly higher refusal rates across all evaluated large language models (LLMs) 
compared to other baseline test sets. Its advantage in triggering refusals is universal across models, rather than 
being specific to a particular LLM, demonstrating a stronger ability to induce unnecessary refusals.



Experiments
RQ1:  How do EVOREFUSE-generated datasets perform in (a) providing challenging and robust 
benchmarks for evaluating over-refusal and (b) enabling effective mitigation strategies?

Key Conclusions from Table 2
•Diversity: EVOREFUSE-TEST achieves leading performance in lexical diversity across all evaluation metrics, showing greater 
linguistic diversity than other baseline test sets.
•Response Confidence: This test set enables LLMs to exhibit higher confidence when generating refusal responses, making 
their refusal behaviors more definitive.
•Safety: EVOREFUSE-TEST maintains strong safety standards, performing on par with human-curated datasets and 
outperforming all automatically generated baseline datasets. All instructions within it are semantically harmless.



Experiments
RQ1:  How do EVOREFUSE-generated datasets perform in (a) providing challenging and robust 
benchmarks for evaluating over-refusal and (b) enabling effective mitigation strategies?

Key Conclusions from Table 3
Table 3 evaluates prompt-based and alignment-based over-refusal mitigation on LLAMA3.1-8B-INSTRUCT, 
covering safety (jailbreak benchmarks) and over-refusal reduction (pseudo-malicious benchmarks).
•Safety: Fine-tuning only on TRIDENT-CORE boosts safety but worsens over-refusals; alignment with pseudo-malicious data 
(e.g., EVOREFUSE-ALIGN) via SFT/DPO preserves safety, with minimal trade-off for EVOREFUSE-ALIGN.
•Over-Refusal Reduction: EVOREFUSE-ALIGN (SFT/DPO) outperforms other methods (prompt-based, other datasets). DPO 
with it works better than SFT with it, while keeping safety intact.



RQ2: Which lexical cues and internal LLM components drive over-refusal behaviour?

Experiments

1.Over-refusals stem from "shortcut learning": When deciding whether to refuse, LLMs overly rely on sensitive 
keywords such as "dangerous" and "explode," while ignoring the overall harmless semantic context of the 
instruction. For example, replacing these sensitive terms with neutral expressions causes the model to shift focus 
to the benign core of the instruction (e.g., "recipe" or "cake") and generate normal responses—proving that the 
model fails to truly understand the context and only makes judgments based on superficial lexical cues.



RQ2: Which lexical cues and internal LLM components drive over-refusal behaviour?
Experiments

1.Early Transformer layers dominate safety judgments: The information flow of sensitive tokens is significantly 
higher in the first 15 (early) Transformer layers than in other layers, and this information flow plays a decisive role 
in the final refusal decision. This indicates that the model preliminarily determines "safety" based on sensitive 
cues at the initial stage of processing input, and subsequent layers fail to effectively correct this bias.
2.Words associated with harmful activities are primary triggers: By extracting high-attribution tokens, it is found 
that terms often linked to malicious behaviors (e.g., "manipulate," "exploit," "fraud") consistently trigger model 
over-refusals even when used in harmless contexts, serving as core lexical cues for over-refusal.



Experiments
RQ3: How efficient and stable is EVOREFUSE’s optimization process?

1.Efficient over-refusal induction with minimal iterations: EVOREFUSE achieves high refusal rates quickly, requiring only a small 
number of iterations. The choice of seed instructions (whether pseudo-malicious or unsafe) has little impact on optimization 
efficiency—both types of seeds can lead to high refusal rates, as EVOREFUSE effectively transforms sensitive patterns in seeds 
into harmless-yet-refusal-triggering instructions.
2.Stable convergence superior to alternatives: EVOREFUSE shows smooth, consistent fitness improvements with narrowing 
standard errors, demonstrating stable convergence. In contrast, alternative approaches have clear limitations: removing fitness 
evaluation causes unpredictable updates; OR-BENCH shows fluctuating progress; PHTEST improves slowly due to a narrow search 
space; and removing recombination slows convergence by limiting candidate exploration. This confirms that both fitness-based 
selection and recombination are essential for efficient, stable optimization.
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1
We introduce EVOREFUSE, a novel evolutionary algorithm that 
maximizes an ELBO on the LLM refusal probability to automatically 
generate diverse pseudo-malicious instructions that effectively trigger 
target model over-refusals. 

2
We construct two impactful datasets with EVOREFUSE: EVOREFUSE-TEST, 
a benchmark achieving more challenging and robust LLM over-refusal 
evaluation (e.g., 85.34% higher refusal rate, 34.86% greater lexical 
diversity), and EVOREFUSE-ALIGN, enabling effective over-refusal 
mitigation (e.g., 29.85% fewer over-refusals) while preserving LLM safety. 

3

We identify key insights into the causes of LLM over-refusals, which 
primarily arise from shortcut learning where models focus on salient 
textual cues while ignoring context, with early transformer layers playing 
a critical role in safety judgments.

Contributions


