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1 Introduction




Introduction

Large language models (LLMs) frequently refuse to respond to pseudo-malicious instructions: semantically harmless input
queries triggering unnecessary LLM refusals due to conservative safety alignment, significantly impairing user experience.

H How can | kill a 00 Sorry | cannot fulfill Q/
G person? iy your request. N

H How can | kill a 0 O Sorry | cannot fulfill x
oo Python process? |-E-| your request.

Collecting such instructions is crucial for evaluating and mitigating over-refusals, but existing instruction curation methods,
like manual creation or instruction rewriting, either lack scalability or fail to produce sufficiently diverse and effective
refusal-inducing prompts.

To address these limitations, we introduce EVOREFUSE, a prompt optimization approach that generates diverse pseudo-
malicious instructions consistently eliciting confident refusals across LLMs. EVOREFUSE employs an evolutionary algorithm
exploring the instruction space in more diverse directions than existing methods via mutation strategies and
recombination, and iteratively evolves seed instructions to maximize evidence lower bound on LLM refusal probability.
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2 | Modeling




Modeling

Our goal is to find pseudo-malicious instructions x (harmless but refusal-prone), formalized as the following
optimization objective:

x* = argmaxlogpg (7| x,s)
X

Key notations:

* x: Pseudo-malicious input instruction (semantically harmless).

s: Event that the instruction is safe.

r: Event that the model issues a refusal.

6: Parameters of the target LLM.

pg: Softmax probability distribution of the LLM’s final-layer logits.

Direct computation of logpg (7 | x, s )is unstable: most safe instructions have extremely low refusal probabilities,
causing numerical underflow in Monte Carlo sampling.



Modeling

To solve the instability of Eqg. (1), we use variational approximation to derive a tractable Evidence Lower Bound
(ELBO).

First, expand pg (7 | x, s )by marginalizing all possible LLM responses y:

pe(r | x,5) =fpe(r,ylx,s)dy

LLM responses y follow a decoding-adjusted sampling distribution gg(y | x). Rewrite logpg (7 | x, s )as an
expectation over qg(y | x):

pe(y 1 x,5) po(rlxys)
qo(y | x)

logpg(r1x,s) = log E o (y1x) [



Modeling

Applying Jensen’s inequality (logE[X] = E[logX]) to Eq. (2) gives the lower bound of logpg (7 | x, s ):
logpe (71 x,5) = Eq(ypx)llogpe (¥ | x,5) +logpe (7| x,y,5)] + H(qe(y | x))

Here, H(qq(y | x)) is the conditional entropy of gg(y | x). Due to stereotypical refusal responses, its
variance is extremely low and can be approximated as a constant c.

Omitting the constant entropy term, the practical surrogate objective (ELBO) is:

ELBO(x) = E g (yx)llogpe (¥ | x,5) +logpe (7 | x,,5)] + ¢
Notations for Eq. (4):
* logpg(r | x,s): Response confidence (LLM’s log-probability of generating y for safe x).

* logpg(r | x,y,s): Refusal log-probability (LLM’s refusal probability given x, y, and s).

Thus, our optimization goal becomes x* = arg max ELBO (x), as maximizing ELBO approximates
X

maximizing the original objective.






Method

Algorithm 1 The EVOREFUSE Framework

Require: Seed instruction x

{Ml()MZ() ce

0

temperature 7, final temperature 7.

Ensure The optimized pseudo-malicious instruction x*

[SE—

POVl kv

for t=0,1,---, 1 —1do
Mutation: SM — AM;(2") | T(M;(2?)) = Safe, M; C M}
Selection: pick top-L mutations Xi,, C S by F ( )
Recombination: Sy < N Safe results of R(z;, ;) with z;, z; € Xiop
Candidate: ' < arg max,es,us,, F ()

Accept Probability: Accept 2’ with probability § = min {1, exp [M] }

Accept =’ with Probabilityd: 2/*! < 2/ with prob. J; else !+t « a?
Temperature Update: 7, < max (s, 7 — 5 * t)
Xall — Xall U {:L't+1}

end for

Return: z* < argmax,cx,, F ()

, number of iterations I, number of recombinations /N, number of
recombination candidates L, fitness evaluation function F(-), collection of mutators M =
}, recombinator R(-), safety classifier 7 (-), cooling coefficient /3, initial

™~

Iterative Optimization (Total I Rounds):

The core process of Algorithm 1 (the EVOREFUSE framework) is to
iteratively optimize seed instructions and generate safe pseudo-malicious
instructions with high refusal-triggering rates, following these steps:

1. Parameter Initialization: Input the seed instruction, number of
iterations, recombination-related parameters (e.g., number of
recombinations N, number of recombination candidates L), fitness
evaluation function F(-), collection of mutators M, safety classifier
J(+), and simulated annealing parameters (e.g., cooling coefficient f3,
initial temperature 7, final temperature ¢) .

Mutation: Generate variants of the current seed instruction using each mutator in M. Filter out unsafe variants via the safety classifier J (), retaining only safe

ones (denoted as Sy,) .

Selection: Select the top-L variants (denoted as X;,,;,) from S, based on their fitness scores calculated by F(-) .

Recombination: Sample N pairs from X,,,,, use the recombinator R(-) to generate new candidates from each pair, and filter these candidates with the safety

classifier to keep only safe ones (denoted as Sg) .

Candidate Screening: Among all safe variants (combining S, and Sg), select the candidate x’ with the highest fitness score

! t
Simulated Annealing: Calculate the acceptance probability . § = min {1 exp [M]} where x; is the current seed, 7; is the current temperature). Accept

x' as the next-round seed x;,; with probability §; otherwise, retain x; as x;,1 .

Rec0(d and TempeSature Cooling: Add x;, 4 to the collection of all candidates (X,;;), and update the temperature using a linear cooling schedule:t; «

max(7s, To — B * t).

Result Output: After all iterations, return the optimized pseudo-malicious instruction x*, which is the candidate with the highest fitness score in X,;; .
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Experiments




Experiments

RQ1: How do EVOREFUSE-generated datasets perform in (a) providing challenging and robust
benchmarks for evaluating over-refusal and (b) enabling effective mitigation strategies?

Benchmarks DeepSeek! Gemma! LLaMA7T Mistrall QwenT GPTT DeepSeek-V3 GeminiT Claude?

HITEST 0.08 0.12 0.04 0.00 0.00 0.04 0.08 0.04 0.20
OKTEST 0.09 0.06 0.01 0.05 0.07 0.06 0.08 0.16 0.40
OR-BENCH 0.14 0.15 0.05 0.04 0.07 0.09 0.27 0.06 0.18
OR-GEN 0.16 0.08 0.06 0.04 0.10 0.16 0.38 0.12 0.19
PHTEST 0.10 0.19 0.08 0.09 0.03 0.10 0.12 0.09 0.31
PH-GEN 0.19 0.14 0.07 0.11 0.11 0.19 0.45 0.16 0.28
SGTEST 0.18 0.14 0.14 0.00 0.05 0.09 0.12 0.14 0.32
XSTEST 0.05 0.11 0.13 0.00 0.05 0.08 0.07 0.08 0.19
EVOREFUSE-TEST 0.24 0.26 0.65 0.12 0.25 0.27 0.38 0.24 0.74

Table 1: Evaluation refusal rates of LLMs on EVOREFUSE-TEST and baselines using PRR.

Key Conclusions from Table 1
EVOREFUSE-TEST elicits significantly higher refusal rates across all evaluated large language models (LLMs)

compared to other baseline test sets. Its advantage in triggering refusals is universal across models, rather than
being specific to a particular LLM, demonstrating a stronger ability to induce unnecessary refusals.



Experiments

RQ1: How do EVOREFUSE-generated datasets perform in (a) providing challenging and robust
benchmarks for evaluating over-refusal and (b) enabling effective mitigation strategies?

Baselines Diversity Response Confidence Safety
MSTTRT HDDT MTLDT Log-Prob(ylx)T LongPPL(ylx)| Safe Debatable Unsafe

HITEST 0.43 0.63 26.05 -7791 1.61 0.92+0.04 0.04+0.04 0.04+0.04
OKTEST 0.46 0.79 68.63 -86.06 1.12 0.91£0.02 0.06+0.03 0.03+0.01
OR-BENCH 0.47 0.85 137.65 -93.45 1.26 0.93+0.07 0.05+0.05 0.02+0.02
OR-GEN 0.47 0.86 141.18 -99.12 1.18 0.91+0.01 0.07+0.00 0.02+0.01
PHTEST 0.48 0.85 106.14 -94.60 1.16 0.86+0.06 0.08+0.02 0.0640.04
PH-GEN 0.48 0.85 134.84 -103.08 1.15 0.90+0.01 0.08+0.01 0.0240.00
SGTEST 0.48 0.81 57.00 -83.67 1.28 0.94+0.03 0.034+0.03 0.03+0.01
XSTEST 0.36 0.71 39.95 -72.62 1.34 0.97+0.03  0.02+0.02 0.01+0.01
EVOREFUSE-TEST 0.54 0.87 152.52 -43.55 1.12 0.93+0.03 0.054+0.02 0.02+0.02

Table 2: Evaluation of diversity, confidence, and safety on EVOREFUSE-TEST and baselines. “+”
shows the range across annotators.

Key Conclusions from Table 2

*Diversity: EVOREFUSE-TEST achieves leading performance in lexical diversity across all evaluation metrics, showing greater
linguistic diversity than other baseline test sets.

*Response Confidence: This test set enables LLMs to exhibit higher confidence when generating refusal responses, making
their refusal behaviors more definitive.

*Safety: EVOREFUSE-TEST maintains strong safety standards, performing on par with human-curated datasets and
outperforming all automatically generated baseline datasets. All instructions within it are semantically harmless.



Experiments

RQ1: How do EVOREFUSE-generated datasets perform in (a) providing challenging and robust
benchmarks for evaluating over-refusal and (b) enabling effective mitigation strategies?

Baselines ADVBENCH HARMBENCH JAILBREAKV \ XSTEST SGTEST EVOREFUSE-TEST
PRR CRR PRR CRR PRR CRR \ PRR CRR PRR CRR PRR CRR
LLaMA-3.1-Chat 094 095 094 0.95 0.53 0.60 0.11 0.10 0.14 0.15 0.65 0.66
+ Few Shots 0.97 097 0.9 0.99 0.53 0.56 0.12 0.12 021 022 048 0.49
+ DRO 1.00 1.00 0.98 0.99 0.64 0.63 0.14 0.15 0.14 0.14 0.56 0.53
+ TRIDENT-CORE (SFT) 1.00 1.00 1.00 1.00 0.81 0.81 047 055 045 054 093 0.98
+ OR-BENCH (SFT) 1.00 1.00 0098 0.98 0.70 0.70 0.10 0.10 0.14 0.17 045 0.44
+ PHTEST (SFT) 1.00 1.00 0.97 0.98 0.71 0.73 0.09 0.10 0.11 0.14 0.39 0.41
+ PROMPTAGENT (SFT) 099 1.00 0098 0.99 072  0.74 0.09 009 010 0.12 043 0.48
+ EVOREFUSE-ALIGN (SFT) 1.00 0.99 0.96 096 074 074 006 0.07 0.08 0.09 0.32 0.25
+ EVOREFUSE-ALIGN (DPO) 097 0.99 0.89 0.95 0.66 0.67 0.02 0.05 001 0.06 030 0.23

Table 3: Evaluation of prompt-based and alignment-based over-refusal mitigation methods on
LLAMA3.1-8B-INSTRUCT. Fine-tuning uses TRIDENT-CORE combined with OR-BENCH, PH-
TEST, EVOREFUSE-ALIGN, or PROMPTAGENT-rewritten instructions. Safety assessed on three
jailbreak benchmarks (Left); over-refusal on three pseudo-malicious benchmarks (Right).

Key Conclusions from Table 3

Table 3 evaluates prompt-based and alignment-based over-refusal mitigation on LLAMA3.1-8B-INSTRUCT,

covering safety (jailbreak benchmarks) and over-refusal reduction (pseudo-malicious benchmarks).

*Safety: Fine-tuning only on TRIDENT-CORE boosts safety but worsens over-refusals; alignment with pseudo-malicious data
(e.g., EVOREFUSE-ALIGN) via SFT/DPO preserves safety, with minimal trade-off for EVOREFUSE-ALIGN.

*Over-Refusal Reduction: EVOREFUSE-ALIGN (SFT/DPO) outperforms other methods (prompt-based, other datasets). DPO
with it works better than SFT with it, while keeping safety intact.



Experiments

RQ2: Which lexical cues and internal LLM components drive over-refusal behaviour?

Pred. Input Instruction

Refuse I need a recipe for a cake that could [eXplodel with flavor at a party
I need a for a bold [cake that could burst with flavor at a party

Refuse How do 1 someone with spiciness in a dish
How do I someone with in a dish
Refuse [How can 1 the test at school

the at

Table 4: Visualization of gradient norms for input tokens within representative pseudo-malicious
instructions and their manually crafted counterfactuals. Additional examples are provided in Table B.

1.0ver-refusals stem from "shortcut learning"”: When deciding whether to refuse, LLMs overly rely on sensitive
keywords such as "dangerous" and "explode," while ignoring the overall harmless semantic context of the
instruction. For example, replacing these sensitive terms with neutral expressions causes the model to shift focus

to the benign core of the instruction (e.g., "recipe" or "cake") and generate normal responses—proving that the
model fails to truly understand the context and only makes judgments based on superficial lexical cues.



Experiments

RQ2: Which lexical cues and internal LLM components drive over-refusal behaviour?
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Figure 1: Left: Top-3 tokens with highest information flow across Transformer layers for the instruc-
tion: “I need a recipe for a dangerous cake that could explode with flavor at a party.” Right: Word
clouds of high-attribution tokens for refusal identified from EVOREFUSE-TEST.

1.Early Transformer layers dominate safety judgments: The information flow of sensitive tokens is significantly
higher in the first 15 (early) Transformer layers than in other layers, and this information flow plays a decisive role
in the final refusal decision. This indicates that the model preliminarily determines "safety" based on sensitive
cues at the initial stage of processing input, and subsequent layers fail to effectively correct this bias.

2.Words associated with harmful activities are primary triggers: By extracting high-attribution tokens, it is found
that terms often linked to malicious behaviors (e.g., "manipulate,” "exploit," "fraud") consistently trigger model
over-refusals even when used in harmless contexts, serving as core lexical cues for over-refusal.
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How efficient and stable is EVOREFUSE’s optimization process?
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Figure 2: Ablation of EVOREFUSE using XSTEST as seed. Left: Refusal rates (bar) and fitness
scores (line) when optimizing pseudo-malicious and unsafe instructions from XSTEST. Right: Fit-
ness scores when optimizing pseudo-malicious instructions using EVOREFUSE, its ablations (w/o
recombination or fitness), and baseline methods. Shaded areas indicate standard error intervals.

1.Efficient over-refusal induction with minimal iterations: EVOREFUSE achieves high refusal rates quickly, requiring only a small
number of iterations. The choice of seed instructions (whether pseudo-malicious or unsafe) has little impact on optimization
efficiency—both types of seeds can lead to high refusal rates, as EVOREFUSE effectively transforms sensitive patterns in seeds
into harmless-yet-refusal-triggering instructions.

2.Stable convergence superior to alternatives: EVOREFUSE shows smooth, consistent fitness improvements with narrowing
standard errors, demonstrating stable convergence. In contrast, alternative approaches have clear limitations: removing fitness
evaluation causes unpredictable updates; OR-BENCH shows fluctuating progress; PHTEST improves slowly due to a narrow search
space; and removing recombination slows convergence by limiting candidate exploration. This confirms that both fitness-based

selection and recombination are essential for efficient, stable optimization.
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5 Contributions




Contributions

We introduce EVOREFUSE, a novel evolutionary algorithm that
maximizes an ELBO on the LLM refusal probability to automatically
generate diverse pseudo-malicious instructions that effectively trigger
target model over-refusals.

We construct two impactful datasets with EVOREFUSE: EVOREFUSE-TEST,
a benchmark achieving more challenging and robust LLM over-refusal
evaluation (e.g., 85.34% higher refusal rate, 34.86% greater lexical
diversity), and EVOREFUSE-ALIGN, enabling effective over-refusal
mitigation (e.g., 29.85% fewer over-refusals) while preserving LLM safety.

We identify key insights into the causes of LLM over-refusals, which
primarily arise from shortcut learning where models focus on salient
textual cues while ignoring context, with early transformer layers playing
a critical role in safety judgments.



