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[1] RiOSWorld: Benchmarking the Risk of Multimodal Computer-Use Agents. NeurIPS, 2025.

RiOSWorld: A Comprehensive Risk Evaluation Benchmark for MLLM-based Computer-Use Agent (CUA)

Routine computer-use 
risks that originated 
from environment

Routine computer-use 
risks that originated 

from user

Trajectory-level evaluation
Rule-based evaluation

Risk Goal Intention

Risk Goal Completion

LLM-as-a-Judge evaluation

Overview of RiOSWorld

Two types of risk source

Two types of evaluation perspective
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Key Features of RiOSWorld: 1) Realistic Computer-Use Environment, 2) Support Rule-
based & LLM-as-a-Judge Evaluation, 3) Real Internet Access, 4) Support Dynamic 

Threat, 5) Diverse Risk Categories.

[1] RiOSWorld: Benchmarking the Risk of Multimodal Computer-Use Agents. NeurIPS, 2025.

Benchmarking the Risk of Computer-Use Agent | Risk Goal Intention, Risk Goal Completion
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Several Environmental Risks
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Several Risks Originated from User
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2 main categories   13 subcategories   492 samples   31 topics
First comprehensive benchmark for the risk evaluation of computer-use agent in the real-world 

computer-use environment.

[1] RiOSWorld: Benchmarking the Risk of Multimodal Computer-Use Agents. NeurIPS, 2025.
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Statistics
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Instruction: Response:

X Lack of Risk Awareness / 
Risk Goal Intention

Risk Goal Completion

Evaluation Methodology
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Showcases: Bypass reCAPTCHA Verification
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Showcases: Trust Phishing Email
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Showcases: Push Code to Github with Privacy Leakage

Contain a private 
API key
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Showcases: Creating Fake Promotional Images
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Findings

View from the perspective of risk 
sources: CUAs show weak risk 

awareness (i.e. triggering risk goal 
Intent) towards both environmental 

and user related risks

Compare Intention and Completion: For current stage CUAs, there is an obvious gap between risk 
goal completion (lower) and risk goal intention (higher)
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Conclusion

!!! MLLMs-based Computer-Use Agents are Still Far from Being 
Trustworthy Assistants for Autonomous Computer Using

% There are also 
cases where yes risk 
goal completion but 
there is no risk goal 

intention, but the 
proportion is 

relatively low (4.69%)

% There is a 60% 
probability that the 

yes risk goal 
intention when it is 

not completed


