
Problem
In the classical MLaaS paradigm, the client sends 
the prompts (e.g., in text) to the generation services 
like Midjourney, which typically has large 
computation power. However, there remains two 
essential problems in the above scenario:

1. The prompts might inevitably leaks sensitive 
information (e.g., genders).

2. Server cost increases drastically and becomes a 
pain point in real-world deployment.
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To provide rigorous privacy and comparable 
utility to large cloud models with slightly 
increased server cost, we propose

• Oblivious Cloud-Device Hybrid 
Generation Scheme: We introduce 
oblivious transformation to protect privacy 
and local extraction with hybrid generation 
to lower server cost.

• Temporal- and Batch- Redundancy based 
Acceleration: we incorporate cache-based 
acceleration, leveraging both temporal and 
batch redundancy, to further reduce server 
cost with minimal utility degradation. 

• Server-Only
• Zero privacy
• Huge server cost

• Client-Only
• Low utility

Can we perform privacy-preserving image 
generation with moderate image quality 

and lower server cost? 

• Cryptographic
• Low efficiency

• Differential Privacy
• Hard to balance 

privacy and utility
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Smoothies in plastic cups lined up in a glass container and a black crate full of oranges, bananas and pineapple.

three teddy bears giving each other a hug

A white cake topped with berries and a plate of fruit and cheeses.
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squirrel and rabbit. The setting is the forest. The time period is the Middle Ages.The artist is Lane Smith.

in a magical woodland there is a house in the shape of a high heel ornate shoe, red and black and spots, front
door and windows, ladybeetles and lots of flowers, moss, steps, photography,

Classic DD rpg scene, 16 feet Tall Hill Giants armed with clubs and wearing fur in battle against human viking 
soldiers, Wooden fortress in northern european forest Hills background, photorealistic, Epic action pose
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