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The Puppeteering Threat
e Attacker swaps victim’s identity at call

Biometric Leakage in Latent Space

e Pose/expression embeddings inherently
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Enhanced Biometric Leakage (EBL) Space Our Defense: Latent-Space Authentication e temporal fusion
e Re-encodes embeddings to amplify e Operates entirely in latent space (no RGB O 0.875_ e Optimal window size: 40 frames (~1.3s at
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[ How It Works ]

[ Core Innovation ]

Why EBL Space works

P&E space: pose variation masks identity signal

EBL space: identity signal dominates pose variation
Contrastive loss pulls same identity together

Hard negatives (same pose, diff ID) push identities apart
Result: reliable identity discrimination in real-time

[ Our Method ]

1. Enhanced Biometric Leakage (EBL) Space:
b(2¢, R) = cos(hi(z¢), ha(f(R)))

2. Pose-Conditioned Large-Margin Cosine Loss:
Lp=1—bz"F, Rk)
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3. LSTM Temporal Fusion:
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