SAFEX: Analyzing Vulnerabilities of
MoE-Based LLMs via Stable Safety-
critical Expert Identification

MOoE brings efficiency — but also new safety risks...
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a) Normal harmful request is successfully rejected by MoE.
b) Harmful request passed by MoE due to the masking attack.
c) Harmful request passed by MoE due to the jailbreak attack.

d) The proposed framework enables analysis of expert activation patterns and functional roles.
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a) Expert Statistics & Identification
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b) Linear Probing

Linear Probing

Validate each expert in £;4 and 1o > The linear probing experiment trains logistic regression classifiers
Benign prompts on the FFN outputs of SAFEx-identified experts to test if their
Harmful prompts aE representations can distinguish harmful from benign prompts.
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= detection features.
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c) Expert Masking
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The expert masking experiment disables the outputs of SAFEx-
identified safety-control experts during inference to observe how
much model refusal behavior degrades.

It measures refusal-rate drops on harmful prompts to test whether
those experts causally enforce safety alignment.

Large decreases (e.g., over 20%) reveal that a few positional experts
disproportionately sustain the model’s safety responses.
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Type | Model |Ectri| | Before Mask After Mask Jailbreak
Qwen3-30B-A3B [3] 12 93.6% 71.6% (122.0%) | 45.2% (148.4%)
MoE Qwenl.5-MoE-A2.7B-Chat [18] 5 87.4% 65.0% (122.4%) | 52.0% (]35.4%)
deepseek-moe-16b-chat [17] 5 85.2% 64.4% (120.8%) | 52.4% (]132.8%)
Mixtral-8x7B-Instruct-v0.1 [1] 2 70.8% 51.2% (119.6%) | 47.0% (]23.8%)
Qwen3-32B-Instruct 3] - 92.6% - 64.8% (127.8%)
Dense | Qwenl.5-32B-Chat [19] - 88.0% - 54.8% (133.2%)
Mistral-7B-v0.1 [20] - 69.8% - 48.4% (121.4%)




d) Expert-Level Weight Merging
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(1) Detect specific experts through SAFEx.  (2) Obtain specific differential weights. (3) Expert-Level weight merging.

> The expert-level weight merging experiment applies LoRA fine-tuning to specific SAFEx-identified experts to adjust
their safety behavior without retraining the full model.

» The method merges LoRA-derived “safe” and “toxic” weight updates directly at the expert level, enabling fine-
grained control of expert behavior. Subtractive merging suppresses unsafe responses, while additive merging enhances
safety alignment without retraining the full model.

Subtractive Merging Additive Merging
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Qwen3-30B-A3B 47.7 76.5 81.5 772 78.8 82.5 76.5
Qwenl.5-MoE-A2.7B-Chat 53.6 77.5 78.8 80.1 78.1 78.1 79.1

Model Base

> Results show that modifying only a small subset of experts significantly improves refusal rates under adversarial
prompts, confirming the effectiveness of targeted expert-level interventions.



Conclusion

Future Work

» SAFEX identifies and validates safety-critical » Automate expert discovery and clustering
experts in MoE models
» Explore neuron-level safety control
» Reveals positional vulnerability as a unique
MOoE safety issue » Improve routing redundancy for robustness

» Provides an interpretable and efficient safety
intervention framework



