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® 1. Background

O Why do we need "LLM Unlearning"?
® The Dilemma of LLMS

® The massive pre-training data inevitably contains harmful, infringing
and privacy content.
®The shortcomings of traditional solutions

® Safety Retraining: extremely costly and unrealistic.

® fine-tuning: It is only effective in surface behavior and fails to
remove information from the model's knowledge level.

LLM Unlearning: The goal is to directly and efficiently remove specific
knowledge from model parameters.



® 1. Background

O Core challenge:

ow can one forget things completely?
ow can one not forget what should not be forgotten?

ow to prevent being "awakened"?




'm 2. Motivation

O Existing work and our motivation
® Method evolution

® Gradient Ascent (GA) : It can easily lead to model collapse

® Negative Preference Optimization (NPO): Consider unlearning as a
special type of "preference" learning.
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'm 2. Motivation

O Existing work and our motivation

® Two core flaws of PO-based unlearning:
® Rigid reward setting:

> reference-based reward: In the early stage of training, the smoothing
of gradient weights fails, behaving like GA and damaging utility.

> reference-free reward: Using a constant offset, a uniform distribution,
instead of the reference model, the specific differences between
samples are lost.
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'm 2. Motivation

O Existing work and our motivation
® Two core flaws of PO-based unlearning:

® Lack of unlearning robustness

» Relearning attack: Fine-tuning with just 10 irrelevant samples
can significantly restore forgotten knowledge.

> Adversarial attack: By carefully designing prompt words, the
forgetting limit can be bypassed.
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'm 3. Method

O Elastic Robust Unlearning (ERU)

e Two core pillars

® Elatsic reward setting: Balance the two reward signals

® Refusal Feature Adversarial Training: Simulating the worst-
case scenario of knowledge recovery during training to
enhance unlearning robustness
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'm 3. Method

O Elastic Robust Unlearning (ERU)
e Elatsic Reward Setting

® By combining the advantages of the reference-based reward
and reference-free reward, the reward weights are
dynamically adjusted.

® Substitute the NPO loss function and perform length
normalization to obtain the new objective function:
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'm 3. Method

O Elastic Robust Unlearning (ERU)

e Elatsic Reward Setting

® Substitute the NPO loss function and perform length
normalization to obtain the new objective function:
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'm 3. Method

O Elastic Robust Unlearning (ERU)

® Refusal Feature Adversarial Training (RFAT)

® Refusal Feature

O Research has found that the ability of LLMS to identify harmful
problems largely depends on a specific and locatable direction vector
(refusal feature) in the activation space of their hidden layers.

O Arditi et al. demonstrated that the key mechanism of adversarial
perturbation is to eliminate the refusal feature. (refusal feature
ablation),

O Based on these findings, RFAT effectively conducts LLM adversarial
training by simulating the effect of adversarial attacks through RFA.




'm 3. Method

O Elastic Robust Unlearning (ERU)

® Refusal Feature Adversarial Training

® Refusal Feature Ablation

O Basic idea: The r refusal feature is captured by comparing the internal
activation differences when the model processes harmful and harmless
inputs.
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'm 3. Method

O Elastic Robust Unlearning (ERU)

® Refusal Feature Adversarial Training
® RFAT applied in LLM unlearning

O We describe the adversarial training applied to LLM unlearning
as a minimax optimization problem.
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