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Background

AIGC DetectionCopyright Protection

[1] https://github.com/ShieldMnt/invisible-watermark
[2] https://www.saforus.com
[3] https://deepmind.google/science/synthid

Image Watermarking is becoming a key technique for copyright and AIGC Detection.
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Overview of image watermark embedding and extraction.
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Watermarking are vulnerable to adversarial attacks.

Background



Threat Model

Attacker’s Goal. 

Attacker’s Capability. 

• Don’t know any knowledge(parameters, message, scheme) of target watermarking scheme

• No access to embedding or detection(extraction) pipeline

• Can only collect watermarked images from the internet or by using GenAI service

: clean image (no watermark) : forged image created by the attacker
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Visual Fidelity Forgery Efficiency
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Method

[1] On the Learnability of Watermarks for Language Models
[2] Artificial Fingerprinting for Generative Models: Rooting Deepfake Attribution in Training Data
[3] A Recipe for Watermarking Diffusion Models

Generative models (e.g., GANs, Diffusion Models, Language Models) can learn to generate watermarked content
by training on watermarked data[1−3] .

Collected watermarked images
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Watermark Estimation

How to forge the watermark signal on a given clean image?



Method

We find that watermark restoration occurs in the shallow steps of denoising, 
where semantic content is not destroyed.

We perform a shallow inversion to map clean images to their latent representations, followed by a 
denoising process that injects the watermark signal utilizing the trained diffusion model.



Method

To further improve visual quality and forgery efficiency, we propose a refinement procedure that jointly optimizes 
image quality and alignment with the target watermark distribution.

Score MSE

The log-likelihood constrains the samples to lie in regions of high probability under 𝑝𝑤 𝑥 , while the MSE term 
ensures that the refined image remains similar to the clean image 𝑥. 

For simplicity,



Experiments

Attack on open source watermark Attack on close source watermark

Attack Performance



Experiments

Potential Defenses

Although forged samples demonstrate poorer robustness against distortion, it is still difficult to distinguish 
forged from genuine watermarked images using this.

Discrimination of Forged Watermarks by Robustness Gap



Experiments

Potential Defenses

We propose a multi-message strategy as a simple yet effective countermeasure. Instead of embedding a fixed watermark 
message, the system randomly selects one from a predefined message pool 𝑚1,𝑚2, 𝑚3, . . . , 𝑚𝐾 for each image.



Future work

[1] https://huggingface.co/docs/diffusers/en/tutorials/basic_training

The exploration of alternative architectures and training 
schemes to future work.

Future watermark schemes and their deployment should consider 
robustness against both removal attacks and forgery attacks.

Watermark 
Schemes 


