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Text anonymization aims to remove or obscure PII while preserving the overall semantics and utility.

Traditional methods primarily remove explicit identifiers (e.g., names, SSNs, locations) through named 
entity recognition or pattern matching.

Background
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Please cancel my credit card effective 
September 19th. My name is Aarav 
Navuluri and my credit card number is 
4095-2609-9393-4932. My email is 
aarav@presidio.site and I live in 
Amsterdam.

https://github.com/microsoft/presidio

Original

Please cancel my credit card effective 
<DATE_TIME>. My name is 
<PERSON> and my credit card 
number is <CREDIT_CARD>. My 
email is <EMAIL_ADDRESS> and I 
live in <LOCATION>.

Anonymization



Staab et al. propose leveraging LLMs for iteratively anonymizing 
such contextually embedded PII [1].

• M
anon

 generates an anonymization of an input text.
• M

inf
 attempts to infer PII from the anonymization.

• Based on the inference, M
anon

 further processes the text.

Using GPT-4 for anonymization and inference proves significantly 
more effective than traditional methods.

However, using proprietary models is costly and poses privacy risks 
by exposing sensitive data to external systems.

Background
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Question. Can we leverage adversarial anonymization (AA) with LLMs to collect data for distilling 
anonymization capabilities into SLMs?

• Specifically, we want to train SLMs that can both 1) anonymize and 2) evaluate their own outputs 
for privacy and utility.

• This enables anonymization at inference without relying on external models.

Self-Refining Anonymization
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Approach. Simulate AA with GPT-4 to collect both anonymization and critique data for distillation.

1. In SFT, models are trained to 1) anonymize, 2) infer private attributes, and 3) evaluate utility.
2. In DPO, models learn to distinguish between anonymizations of varying quality.

Self-Refining Anonymization
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anonymization and critic tasks
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Approach. Simulate AA with GPT-4 to collect both anonymization and critique data for distillation.

1. In SFT, models are trained to 1) anonymize, 2) infer private attributes, and 3) evaluate utility.
2. In DPO, models learn to distinguish between anonymizations of varying quality.

Specifically, for each anonymization trajectory                                   collected, where                            is a 
tuple of text, inferred attributes, and utility evaluations, we construct

for supervised fine-tuning and

for preference learning. To compare the relative quality of different anonymizations, we use

Self-Refining Anonymization

6



Approach. Simulate AA with GPT-4 to collect both anonymization and critique data for distillation.

1. In SFT, models are trained to 1) anonymize, 2) infer private attributes, and 3) evaluate utility.
2. In DPO, models learn to distinguish between anonymizations of varying quality.

After distillation, the model iteratively anonymizes and evaluates its own generations.

Self-Refining Anonymization

7

AnonymizerText

Anonymization

Critique



Question. How do SLM anonymizers compare to adversarial anonymization using frontier models?

Setup. Compared a distilled Llama-3.1-8B model with GPT-4 and Gemini models.

• Datasets: Used SynthPAI [1], a collection of synthetic personal profiles and text comments.
• Split the datasets based on the synthetic profiles.
• Used GPT-4o for collecting distillation data.
• Constructed an additional hard eval dataset for evaluation on more challenging cases.

• Baselines: Considered 1) named entity recognition (Azure), 2) rephrasing model (Dipper), 3) AA 
with Gemini-2.5-Flash, GPT-4o-mini, and GPT-4o.

• Evaluation: Assessed 1) privacy based on the no. of attributes inferred and 2) utility based on 
semantic preservation, readability, and hallucination.

Experiments
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Main results. Llama-3.1-8B performs comparable to AA with various frontier models.

• Ours achieves a trade-off comparable to those of GPT-4o and GPT-4o-mini.
• Compared to Gemini-2.5-Flash, ours achieves a strictly better trade-off.
• Azure and Dipper remain largely ineffective.

Experiments
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Main results. Llama-3.1-8B performs comparable to AA with various frontier models.

• Ours slightly trails AA after one iteration but outperforms all after two iterations.
• Azure and Dipper still remain largely ineffective.

Experiments
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Hard eval



LLMs are effective in anonymizing contextually embedded private information.

However, relying on LLMs, especially external, proprietary models, is costly and risks exposing sensitive 
data to potentially untrusted systems.

We propose a framework that uses LLMs to simulate adversarial anonymization and collect data for 
training SLMs that can both anonymize and evaluate their outputs.

Experiments show that an 8B model trained with our framework outperforms frontier models in 
anonymization, while maintaining comparable privacy-utility trade-offs.

Summary
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