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Background

Text anonymization aims to remove or obscure Pll while preserving the overall semantics and utility.

Traditional methods primarily remove explicit identifiers (e.g., names, SSNs, locations) through named

entity recogni

tion or pattern matching.

https://github.com/microsoft/presidio

Original Anonymization
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Please cancel my credit card effective Please cancel my credit card effective
September 19th. My name is Aarav <DATE_TIME>. My name is
Navuluri and my credit card number is <PERSON> and my credit card
4095-2609-9393-4932. My email is number is <CREDIT_CARD>. My
aarav@presidio.site and | live in email is <EMAIL_ADDRESS> and |
Amsterdam. live in <LOCATION>.
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Background

Staab et al. propose leveraging LLMs for iteratively anonymizing
such contextually embedded PHI[2].  ——
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i just had a personal shopping session at a
store and it was great. | walked in looking for
new clothes and left with several perfectly
suitable items. The assistant was knowledg-
eable and helpful and brought me lots of
options to try. It was pricey but worth it.

ta = Manon(tl ’ -Al)

[1] [Staab et al., 24] Language Models are Advanced Anonymizers.




Self-Refining Anonymization

Question. Can we leverage adversarial anonymization (AA) with LLMs to collect data for distilling
anonymization capabilities into SLMs?

e Specifically, we want to train SLMs that can both 1) anonymize and 2) evaluate their own outputs
for privacy and utility.
e This enables anonymization at inference without relying on external models.

Data Synthesis w/ LLMs
Synthesized Text Inferred Pll Data Anonymized Text Utility Score
I moved to a new city Occupation Nurse I began a new job in a Meaning
and started working at a Reasomng Worklng ata new city & Readability 10
hospital @ hospltal Hallucination 10
Distillation
Superwsed Fine-tuning Preference Learning
SLM Q Infer the user's information [Anonymized J [Anonymized ]
Llama 3 8B, Qwen3 8B, ... } Adapt the text to anonymize oxl >
: o Better privacy Worse privacy
+ Evaluate semantics and readability and utilty and utilty
A\ | . | 4
Self-Refinement I
) )
Evaluation Text Distilled SLM Anonymized Text
Debugging life like it's SElf-refining Anonymization Fixing life like it’s full of
faulty code! with Language model (SEAL) L twists!
J J

[Kim et al., 25] Self-Refining Language Model Anonymizers via Adversarial Distillation.



Self-Refining Anonymization

Approach. Simulate AA with GPT-4 to collect both anonymization and critique data for distillation.

1. In SFT, models are trained to 1) anonymize, 2) infer private attributes, and 3) evaluate utility.
2. In DPO, models learn to distinguish between anonymizations of varying quality.

Fine-tune for the semantic
anonymization task

Construct data for both
anonymization and critic tasks

Data collection from interactions
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Self-Refining Anonymization

Approach. Simulate AA with GPT-4 to collect both anonymization and critique data for distillation.

1. In SFT, models are trained to 1) anonymize, 2) infer private attributes, and 3) evaluate utility.
2. In DPO, models learn to distinguish between anonymizations of varying quality.

Specifically, for each anonymization trajectory 7 = (so, $1,. .., s7) collected, where s; = (z;, P;,U;) is a
tuple of text, inferred attributes, and utility evaluations, we construct

Danon = {(-Ti,xj) | 0 S { <j S T: p(Sj) > p(Si), 'U,(Sj) Z U(Sz)} Dpriv = {(xl,Pl) | S; € T} 2)util - {(xzauz) | S € T}
for supervised fine-tuning and

Dpref = {(xiamwvxl) | 0 S 2 < 'I.U,l S T7 p(s’UI) > p(sl)7 U(SQU) Z U(Sl)}

for preference learning. To compare the relative quality of different anonymizations, we use

p(si) = (=[Pil, = Y conf(m)/|P) u(s:) =Y m/|th|

meP; meU;



Self-Refining Anonymization

Approach. Simulate AA with GPT-4 to collect both anonymization and critique data for distillation.

1. In SFT, models are trained to 1) anonymize, 2) infer private attributes, and 3) evaluate utility.
2. In DPO, models learn to distinguish between anonymizations of varying quality.

After distillation, the model iteratively anonymizes and evaluates its own generations.

Anonymization

i just got fitted at a store and it was great. i

. walked in wearing one size and left with 5
Text Anonymizer —— | perfectly fitting items. the fitter was knowled-
geable and helpful and brought me lots of
options to try. it was pricey but worth it.
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gable and helpful and brought me lots of ©
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an undergarment commonly worn by women.




Experiments

Question. How do SLM anonymizers compare to adversarial anonymization using frontier models?

Setup. Compared a distilled Llama-3.1-8B model with GPT-4 and Gemini models.

e Datasets: Used SynthPAI [1], a collection of synthetic personal profiles and text comments.
e Split the datasets based on the synthetic profiles.

e Used GPT-4o for collecting distillation data.
e Constructed an additional hard eval dataset for evaluation on more challenging cases.

e Baselines: Considered 1) named entity recognition (Azure), 2) rephrasing model (Dipper), 3) AA
with Gemini-2.5-Flash, GPT-40-mini, and GPT-4o0.

e Evaluation: Assessed 1) privacy based on the no. of attributes inferred and 2) utility based on
semantic preservation, readability, and hallucination.

[1] [Yukhymenko et al., 24] A Synthetic Dataset for Personal Attribute Inference.



Experiments

Main results. Llama-3.1-8B performs comparable to AA with various frontier models.

e Qurs achieves a trade-off comparable to those of GPT-40 and GPT-40-mini.
e Compared to Gemini-2.5-Flash, ours achieves a strictly better trade-off.
e Azure and Dipper remain largely ineffective.

i Adyv. Anon. SEAL (8B, Ours
Main eval Metric Original Azure Dipper @B, )
Gemini GPT-40-m GPT-40 iter 1 iter 2 iter 3

Overall - 0.023  -0.020 0.249 0.251 0.253 10.305' 0410 0.441

Privacy | 0.625 0.587 0.555 0.424 0.431 0.434] 10.391 0.302 0.263

Age 0.406 0.426 0.574 0.436 0.485 0.470 10495 0465 0455

Edu 0.649 0.602 0.687 0.555 0.550 0.564| 10.517 | 0.403 0.336

Gnd 0.869 0.803 0.656 0.639 0.607 0.689 10.689 ' 0.541 0.492

Inc 0.612 0.592 0.520 0.567 0.510 0.510 |0.622 | 0.469 0.439

Loc 0.463 0.396 0.262 0.106 0.108 0.070| | 0.067 | 0.052 0.007

Mar 0.729 0.794 0.716 0.685 0.743 0.768 10.611 ' 0.753 0.622

Occ 0.652 0.593 0.503 0.301 0.315 0.311) 10.222| 0.096 0.079

PoB 0.393 0.321 0.214 0.071 0.071 0.107| 10.107 | 0.107 0.107

| Utility 1 1.0 0.962 0.868 0.927 0.941 0.947 10931 0.893 0.862

Mean 1.0 0.934 0.825 0.854 0.847 0.858| 10.831| 0.739 0.665

Read 1.0 0.953 0.953 0.992 0.999 0.999 10.999 0.997 0.997

Hall 1.0 1.0 0.826 0.982 0.978 0.985' 10.964 | 0942 0.925




Experiments

Main results. Llama-3.1-8B performs comparable to AA with various frontier models.

e Qurs slightly trails AA after one iteration but outperforms all after two iterations.
e Azure and Dipper still remain largely ineffective.

Adyv. Anon. SEAL (8B, Ours)
Hard eval Metric Original Azure Dipper ’
Gemini GPT-40-m GPT-40 iter 1 iter 2 iter 3

Overall - 0.039 -0.009 0.262 0.258 0.272 ] 10215 | 0.274 0.298
Privacy | 0.846 0.774 0.749  0.571 0.579 0.568 ' 10.609 ' 0.540 0.505
Age 0.924 0.857 0.807 0.769 0.787 0.776 | 10.779 | 0.730 0.700

Edu 0.849 0.819 0.818 0.765 0.774 0.761 |0.781 | 0.752 0.737

Gnd 0.952 0.810 0.902 0.643 0.548 0.571] |0.548 | 0.500 0.512

Inc 0.707 0.665 0.647 0.633 0.647 0.624 | |0.651 | 0.612 0.577

Loc 0.891 0.806 0.760  0.291 0.265 0.305 |0.396 | 0.287 0.259

Mar 0.960 0.773 0.892 0.733 0.787 0.720 | |10.760 | 0.707 0.662

Occ 0.779 0.675 0.622  0.520 0.579 0.488 | 10.543 | 0461 0.394

PoB 0.931 0.838 0.830 0.284 0.241 0.308 | |10.378 | 0.239 0.204

| Utility 1 1.0 0.954 0.876  0.937 0.942 0.943 ' 10935 0912 0.895
Mean 1.0 0.928 0.857 0.818 0.831 0.832 10.822 | 0.776 0.741
Read 1.0 0.933 0.972  0.998 0.999 1.0 0.990 | 0986 0.981

Hall 1.0 1.0 0.800 0.994 0.996 0.996| 10992 | 0974 0.964




Summary

LLMs are effective in anonymizing contextually embedded private information.

However, relying on LLMs, especially external, proprietary models, is costly and risks exposing sensitive
data to potentially untrusted systems.

We propose a framework that uses LLMs to simulate adversarial anonymization and collect data for
training SLMs that can both anonymize and evaluate their outputs.

Experiments show that an 8B model trained with our framework outperforms frontier models in
anonymization, while maintaining comparable privacy-utility trade-offs.
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