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  Introduction

The framework of a fingerprint-based DNN copyright tracing system

Contributions:
• We adopt an information theoretical perspective 

to measure the contribution to copyright tracing 
of each fingerprinting trigger by its conditional 
mutual information.

• We boost the copyright tracing performance by 
greedily optimizing the collection of triggers and 
va l ida te  th i s  me thod  th rough  ex tens ive 
experiments.

• We derive the first necessary condition for the 
number of fingerprinting triggers to ensure 
copyright tracing.
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Challenges:
• The number of triggers is not arbitrarily large. It is necessary to evaluate the performance of 

DNN fingerprints when the number of triggers is limited.
• The value of each trigger has been overestimated. DNN models’ outputs on a trigger might not 

be uniformly distributed, as shown in (b). Moreover, the triggers are not independent of each 
other. Using triggers with independently the largest entropy might turn out to be misleading as 
shown in (c).

• The influence of adversarial modifications is unclear. 
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Scalability to Online Copyright Tracing:
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Overhead:
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