
Virus Infection Attack on LLMs:
Your Poisoning Can Spread “VIA” 

Synthetic Data
Zi Liang   Qingqing Ye   Xuan Liu   Yanyun Wang   J ianliang Xu   Haibo Hu*



Background

▶Will poisoning, bias, backdoor, and incorrect knowledge propogate 
among LLMs with synthetic data?
▶ If not, is it possible to enable the infection ability of current attacks?



Why Do Current Poisoning Methods 
Fail to Spread?



Virus Infection: to Enable the 
Infection Potential of Poisoning



Evaluation



Conclusion

p Current synthetic-based training is resilient enough regarding the 
propogation of poisoning content against current attacks. This is 
because they are based on the ``peak'' distribution under a narrow 
input domain.

pWe propose a new poisoning attack to make current attacks infectable.
p It seems a trade-off between poisoning and infection.




