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Introduction

VLP models have achieved significant development in various domains. However, recent 

studies have shown that these models are vulnerable to adversarial attacks.

 Current work

Current adversarial attack methods ignore the impact of negative image-text pairs on attack 

success rate. We want to propose an efficient and simple paradigm to attack VLP models.

 Vision-Language Pre-training (VLP) models

Previous Works



Related Work
① White-Box Adversarial Attacks 

 Access: All information about the victim model

 Advantages: Simple and efficient

 Disadvantages: Not practical

 Strategy: Co-Attack

② Black-Box Adversarial Attacks

 Access: Confidence scores or Predicted label

 Advantages: Practical

 Disadvantages: Complex and inefficient

 Strategy: VLAttack,SGA,DRA



Problem Formulation

Let 𝐷𝐷𝑣𝑣 ,𝐷𝐷𝑡𝑡 denote original image and textual sets. By applying pixel-level perturbations to images and word-
level perturbations to texts using a surrogate model 𝑓𝑓𝜙𝜙. We can get image and textual adversarial example
sets 𝐷𝐷𝑣𝑣′ and 𝐷𝐷𝑡𝑡′, which can lead the victim model f to retrieval failure.

What is the adversarial example?

What is the goal of multimodal adversarial example?
To find the best adversarial example, the difference from the original sample must be constrained within a
certain perturbation limit.

𝑣𝑣𝑖𝑖′ ∉ 𝐹𝐹𝐼𝐼𝐼𝐼 𝑡𝑡𝑖𝑖′,𝐷𝐷𝑣𝑣′ , 𝑡𝑡𝑖𝑖′ ∉ 𝐹𝐹𝑇𝑇𝑇𝑇 𝑣𝑣𝑖𝑖′,𝐷𝐷𝑡𝑡′ 𝑠𝑠. 𝑡𝑡. ||𝑣𝑣𝑖𝑖′ − 𝑣𝑣𝑖𝑖||∞ ≤ 𝜖𝜖𝑣𝑣 ,𝑑𝑑 𝑡𝑡𝑖𝑖′, 𝑡𝑡𝑖𝑖 ≤ 𝜖𝜖𝑡𝑡 .



HQA-VLAttack

A.Text Attack

A.1 Determining the Substitute Word Set.

A.2 Generating Textual Adversarial Example

B. Image Attack

B.1 Layer-Importance Based Initial Image Adversarial Example Generation

B.2 Contrastive Learning Based Image Adversarial Example Optimization



 Text Attack

HQA-VLAttack

1. Determining the Substitute Word Set

2. Generating Textual Adversarial Example

To fix the semantic inconsistency of MLM-generated 
substitute words, we primarily use counter-fitting 
word vectors to find synonyms based on cosine 
similarity, using the BERT-Attack method as a 
fallback.

We generate a set of candidate texts containing all 
possible single-word synonym replacements and select 
the text with the lowest cosine similarity to the 
original image's features as the final adversarial 
sample.



𝑡𝑡𝑖𝑖 = 𝑥𝑥1, … , 𝑥𝑥𝑗𝑗 , … , 𝑥𝑥𝐿𝐿

 Text Attack 
1 Determining the Substitute Word Set 

HQA-VLAttack

To fix the semantic inconsistency of MLM-generated substitute words, we primarily use counter-fitting word 
vectors to find synonyms based on cosine similarity, using the BERT-Attack method as a fallback.



𝑡𝑡𝑖𝑖′ = argmax
𝑡𝑡𝑖𝑖
∗∈C 𝑡𝑡𝑖𝑖

−𝑐𝑐𝑐𝑐𝑐𝑐 𝐸𝐸𝑇𝑇 𝑡𝑡𝑖𝑖∗,𝑓𝑓𝜙𝜙 ,𝐸𝐸𝐼𝐼 𝑣𝑣𝑖𝑖 , 𝑓𝑓𝜙𝜙

 Text Attack 

HQA-VLAttack

2  Generating Textual Adversarial Example

1 Determining the Substitute Word Set 

We generate a set of candidate texts containing all possible single-word synonym replacements and select the 
text with the lowest cosine similarity to the original image's features as the final adversarial sample.



 Image Attack 

HQA-VLAttack
1. Layer-Importance Based Initial Image 
Adversarial Example Generation

2. Contrastive Learning Based Image 
Adversarial Example Optimization

To address the issue of existing methods incorrectly 
assuming equal layer contributions, we determine 
layer importance weights by calculating the cosine 
similarity between the [CLS] token embedding of 
each layer and that of the top layer. Subsequently, we 
generate an initial adversarial example that 
significantly differs from the original image in 
important layers by minimizing the sum of feature 
similarities weighted by these importance scores.

To further improve the attack success rate, we adopt a 
contrastive learning approach to optimize the 
adversarial image. By designing a specific loss 
function and optimizing it with PGD, we aim to push 
positive (matching) image-text pairs further apart and 
pull negative (unmatching) pairs closer in the feature 
space, thereby inducing the model to retrieve 
incorrect texts for the adversarial image.



 Image Attack 
1 Layer-Importance Based Initial Image Adversarial Example Generation 

HQA-VLAttack

𝑤𝑤𝑖𝑖,𝑙𝑙 = cos(𝐸𝐸𝐼𝐼 𝑣𝑣𝑖𝑖 , 𝑓𝑓𝜙𝜙 𝑙𝑙,1
,𝐸𝐸𝐼𝐼 𝑣𝑣𝑖𝑖 , 𝑓𝑓𝜙𝜙 𝐿𝐿𝑝𝑝,1

)

To address the issue of existing methods incorrectly assuming equal layer contributions, we determine layer 
importance weights by calculating the cosine similarity between the [CLS] token embedding of each layer and 
that of the top layer. Subsequently, we generate an initial adversarial example that significantly differs from the 
original image in important layers by minimizing the sum of feature similarities weighted by these importance 
scores.



 Image Attack 
1 Layer-Importance Based Initial Image Adversarial Example Generation 

HQA-VLAttack

2  Contrastive Learning Based Image Adversarial Example Optimization
To further improve the attack success rate, we adopt a contrastive learning approach to optimize the adversarial image. By 
designing a specific loss function and optimizing it with PGD, we aim to push positive (matching) image-text pairs further apart
and pull negative (unmatching) pairs closer in the feature space, thereby inducing the model to retrieve incorrect texts for the
adversarial image.



Experiments
 Datasets

Flickr30K, MSCOCO, RefCOCO+ 

 Evaluation Metrics

 Baselines

B@4, METEOR, ROUGE, CIDEr, SPICE Val, TestA, TestBAttack Success Rate

SGAPGD DRABERT-Attack Co-Attack



Experiments
 Image-Text Retrieval Comparison

For more experiments, please refer to the original paper.

 Cross-Task ASR Comparison



Conclusion

Thanks for listening!

We propose a novel black-box adversarial attack method HQA-VLAttack.

 By using HQA-VLAttack to generate adversarial examples, we can generate high quality

adversarial examples.

 Experimental results have shown that HQA-VLAttack is more practical and efficient.
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