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Why Quantify Uncertainty?

@ LLMs can make mistakes and hallucinate (produce confidently wrong outputs).
@ These undermine reliability in high-stakes applications (healthcare, legal and autonomous

systems).

Q, cheese not sticking to pizza
All  Images Videos Forums Shopping News

4 Al Overview Learnmore :

Cheese can slide off pizza for a number of
reasons, including too much sauce, too much
cheese, or thickened sauce. Here are some
things you can try:
* Mix in sauce: Mixing cheese into the sauce helps “E Flllll 1“ cmﬂ":
add maistue ioihe-eheeee-and-dmmeuithasguce. SCHOLARLY MAKE THEM UP

You can also add about 1/8 cup of non-toxic glue ARTICLES
to the sauce to give it more tackiness.

* Let the'pizza cool: The cheese will settle and bond
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Why Quantify Uncertainty?

@ Uncertainty Quantification enables LLMs to acknowledge their confidence in a generated

output.
Generate Answer Uncertainty Quantification
Cheese not
sticking to LLM Add glue = =p High Uncertainty!
pizza
Input Output
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Why Quantify Uncertainty?

@ Uncertainty Quantification enables LLMs to acknowledge their confidence in a generated
output.

@ It also allows downstream applications such as selective prediction.

%\\Feedback
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Generate Answer ] Uncertainty Quantification
Cheese not
sticking to

\ 4 « i
LLM Add glue = —’High Uncertainty!
pizza J I L

Input ¢ l Refused Output

I don’t know ‘ Search online

Real Output
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Token-probability methods [1-3]

Sampling-based methods [4-6]

Low Uncertainty

Where is the LLM
Eiffel Tower?

P(Paris | Where is the Eiffel Tower?) = 0.9

High Uncertainty

Berlin

Where is the LLm
Eiffel Tower?

P(Berlin | Where is the Eiffel Tower?)= 0.05

Paris
Where is the - Pa r?s Similar
Eiftel Tower? Paris

Paris

Paris

Berlin |
Where Is the L Different
Er/fe/ Tower? Rome

Tokyo |

Limitation

* Inapplicable to black-box LLMs
* P(-) can be misspecified
* Miss confidently wrong cases
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* Heuristic
* lack probabilistic foundation
* Miss confidently wrong cases

Plot adapted from [6]
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Develop a fully probabilistic framework to quantify uncertainty in LLMs:

Input ———— Random Variable
\ Jointly Distributions — Uncertainty

Output —— Random Variable /
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Our main tools are Perturbation and Dual Random Walk
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Why Perturb? An Example

Original Question

i Sports i Sports | Sports i Sports
!llustrated ;! Illustrated | [llustrated ;! Illustrated |
! Swimsuit Swimsuit Swimsuit || Swimsuit
! Issue i Issue i Issue ! Issue

Ll heduiondat SE] CooseSeimalisosl crossiieaatadam SR ethenti ot T :

Y
Similar

|

Low Uncertainty
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Why Perturb? An Example

Perturbation

+€

Perturbated Question 1

Original Question

Perturbation
+€

Perturbated Question 2

Perturbation

Perturbated Question 3

What did Anna Kournikova sign a
profitable agreement to

In 1999, Anna Kournikova agreed
to a well-paying contract to

Anna Kournikova inked a
financially rewarding dealin

showcase in 1999? promote which product? 1999 to endorse what?
| | |

Lm Lm LLM

FE e N g N, ==

Romeea Adidas i Adidas || Adidas | Adidas
i Watches

{

Tennis Tennis

Adidas | K-Swiss ]
shoes shoes |

Y
Higher Uncertainty Captured by Perturbation!
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Why Perturb? A Theory

Level Sets

Outputs change

-‘

(a) Ground Truth (b) LLM

Var(perturbed outputs) ~ Misalignment(Ground Truth, LLM)

Theorem (Informal)

Assume * is the ground truth function, f is the LLM, xg is the original input and x’ is the

perturbed input with variance 2. Then,

(VF(x0) TV F*(x0))
IVF*(x0)I2
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Setting

Input
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Input Output

@ - °
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Input Output

@ - °
1

Perturbation +€
1

® - ®
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Input Output

@ - °

Perturbation +€
1

T

Lm
Lm

;

LLm

T
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~

.
P(X) P(y)
Y Y
P(xIY=y)) P(Y|X=x)

P(X) P(Y) P(X]Y) P(Y|X) —— Uncertainty (e.g. Var(Y), H(Y|X), ....)




Similarity Structures in Semantic Space

Input Output Uncertainty
o
Different e:oe @ @ - High uncertainty
Similarity ®
Structures in V
Semantic ()
Space @ @ > Uncertainty
©
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Similarity Structures in Semantic Space

Input Output Uncertainty
O, —
© ©
®
(o)
Different ® ® 066
Similarity ®
Structures in Different
Semantic >_Uncenamty
Space ® ® ® ® ® ®
© © &
(6O 0, o®

Both inputs and outputs form their own similarity structures in the semantic space, causing
varying degrees of uncertainty.
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Principle of Distribution Design

P(Y') assigns higher probability to dense regions in the semantic space

® ©® ©
ONORO

P(Y =y3) >P(Y =) >P(Y =y)
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Constructing the distribution P(Y)

aSimiIarity(Yia )/j)
P(Y = yj)
( J n—+ 1 Z Zk QSimiIarity(YhYk)

~
closeness of y; as a neighbor of y;
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Random Walk: Interpretation of P(Y = y;)

closeness of y; as a neighbor of y; < Transition probability (y; — y;)

Model {yo,y1,...,yn} as a Random Walk, with transition probabilities P, defined by:

(] = aSimilarity (Yis ¥j)
Zk aSimiIarity(yia Yk)

1 1 1
n+1'n+1"7""""n+1

]

TUniform = [

Y yJ Z 1 y[/,_/] = (WUniformPy)U]'
=0
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Random Walk: Interpretation of P(Y = y;)

Py

Uniform Distribution
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Random Walk: Interpretation of P(Y = y;)

1
P(Start From 0) = Tl

1
S3IB0
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Random Walk: Interpretation of P(Y = y;)

O ©

P(Start Fromi) = i
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Random Walk: Interpretation of P(Y = y;)

O ©
O

1
P(Start Fromk) = ey

1
TRkl
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Random Walk: Interpretation of P(Y = y;)

® ©

OO
ORNO

. 1
P(Start Fromj) = ntl m Py[j.]] i
9 j

ORR0

n+ 150
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Random Walk: Interpretation of P(Y = y;)

1
P(Start Fromn) = i

1
n+ 1Bl
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Random Walk on X

Model {xo, x1,...,x,} as a Random Walk, with transition probabilities P, defined by
normalized similarity:

aSimiIarity(Xh Xj)
>~k @Simitarity (Xi, Xk)

Pylisj] =
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Dual Random Walk on X and Y

P, P,

©

® ®  ©
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Connecting Input Space and Output Space: LLM Correspondence

) LLM Correspondence Py

© ©
O O O 0
OO OO
o0 o0
® ®




Constructing the Probability P(X = x; | Y = y)

1
P(Start From 0) # ey

] 1
P(Start From i) # ey

1
P(Start From k) # ey

. 1
P(Start Fromj) # ——

1
P(Start From n) # ey
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Constructing the Probability P(X = x; | Y = y)

Py LLM Correspondence )

® ®  ©
O O O O
OO OO
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Constructing the Probability P(X = x; | Y = y)

B,[j, 0] A[0,1]




Constructing the Probability P(X = x; | Y = y)

® ©

LLM Correspondence

®




Constructing the Probability P(X = x; | Y = y)

LLM Correspondence P

® ©

@

OO

Rk

@ ~

Q- 090
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Constructing the Probability P(X = x; | Y = y)

Rl jl KD il




Constructing the Probability P(X = x; | Y = y)

LLM Correspondence )

® © ® ©




Constructing the Distribution P(X | Y)

aSlmlIarlty Yis _yk) aSimilarity(xia Xk)
PX=x|Y=y)=(P,P),i] =
( , ’ yj) ( d ] Z ZZ aSlmlIarlty(yjayﬁ) Z aSlmlIarlty(mexk)

output transition P,[j,k] input transition Px[k,i]
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Fully Probabilistic Framework

P(Y),P(X | Y)=P(X),P(Y | X)

Flexibility: Define any UQ measures on these distributions (entropy, divergences, distances)
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Inv-Entropy

n

HXTY) = =) P(xi | yi)logP(x; | vi).
i=0
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Uncertainty H(Y | X)

Input Output Uncertainty
() ()
Qbo @é@ = Low Uncertainty
H(Y[X) A
()
Qbo @ @ - High Uncertainty
®
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Uncertainty H(X | Y)

Input Output Uncertainty
() ()
Q‘éo @é@ = Low Uncertainty
H(X]Y) o V
(
@ @ @QQ - Lower Uncertainty
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Why Inverse: From Y to X

Input Output Uncertainty
()
Qbo @ = Low Uncertainty
H(X]Y) V
@ @ @ - Lower Uncertainty
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Experiment Setting

o Dataset: TriviaQA[7] (Question-Answering), SciQ[8] (Question-Answering), MMLU[9]
(Multiple-choice)

@ Baselines: Semantic Entropy[6], Verbalized Uncertainty (VU)[10], P(True)[11], Lexical
Similarity (LexSim)[12], Degree Matrix (DegMat)[13], Long-text Uncertainty Quantification
(LUQ)[14], Kernel Language Entropy (KLE)[15]

@ Evaluation metrics: AUROC, PRR, Brier Score (uncertainty—correctness misalignment)
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Experiments: Correctness-based Evaluation

Method TriviaQA SciQ MMLU
AUROC{ PRR{ Brier] AUROC PRR} Brier, AUROCt PRRT Brier)
Semantic Entropy 0579 0517 0.166 0679 0763 0.173 0518  0.690 0.208
VU 0.695 0723 0.160 0480  0.677 0.196 0523  0.654 0.219
P(True) 0604 0797 0.172 0522 0679 0215 0474 0671 0215
LexSim 0649 0810 051 0681 0770 0.179 0643 0767 0.187
DegMat 0734 0882 0.140 0672 0802 0.164 0608 0771 0.191
LUQ 0637 0854 0148 0726 0840 0.159 0648 0787 0.180
KLE 0333 0704 0.188 0341 0592 0218 0360 0612 0213

Inv-Entropy (ours) 0.788 0.885 0.128 0.740 0.853 0.157 0.780 0.898 0.147
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New Evaluation Metric: T

Temperature: t; <t, < <

m
[Question ]T—_[ Answer (T=1,) ]—-[ True Uncertainty of Answer (T= () ]

LLm
[Question ]T[ Answer (T=t,) ]—-[ True Uncertainty of Answer (T=t,) ]

LLm
[Question ]T—_[ Answer (T=1,) ]—-[ True Uncertainty of Answer (T=1,) ]
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New Evaluation Metric: T

Temperature: t; <t, < <

m
[Question ]T—_[ Answer (T=1,) ]—-[ True Uncertainty of Answer (T= () ]

A
LLm
[Question ]T—[ Answer (T=t,) ]—-[ True Uncertainty of Answer (T=t,) ]
=t
: A
A

LLm
[Question ]T—_[ Answer (T=1,) ]—-[ True Uncertainty of Answer (T=1,) ]

True Uncertainty of Answer (T=t,) < True Uncertainty of Answer (T=t,) < --- <True Uncertainty of Answer (T=1))
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New Evaluation Metric: TSU

Temperature: t; <t, <-- <

m—[ Answer (T= ]—-[ Estimated Uncertainty of Answer (T= () ]

Lm
T—[ Answer (T=1,) ]—'[ Estimated Uncertainty of Answer (T=t,) ]
=t2

m—[ Answer (T= ]—-[ Estimated Uncertainty of Answer (T= () ]

? Estimated Uncertainty of Answer (T=t,) < Estimated Uncertainty of Answer (T=t,) < --- <Estimated Uncertainty of Answer (T=1,)

TSU = the percentage of questions in a dataset that satisfy the rule above
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New Evaluation Metric: TSU

1
TSU(t1, ta. .., ty) = Dl > I(UQ(x, t1) < UQ(x, ) < -+ < UQ(x, tn)),

xeD

where D = dataset, x € D = a question and UQ(x, t) = estimated uncertainty of x under
temperature t.

Free of correctness labels!
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Experiments: TSU Evaluation

Method TriviaQA MMLU
TSU(1.0-1.4) TSU(0.3-1.0) TSU(0.3-1.4) TSU(1.0-1.4) TSU(0.3-1.0)  TSU(0.3-1.4)

Semantic Entropy 17.35 5.18 3.94 33.20 7.14 2.09
VU 38.78 0.00 0.00 37.62 1.37 0.00
P(True) 3.85 0.00 0.00 5.87 0.00 0.00
LexSim 46.94 9.18 8.16 55.06 24.78 15.28
DegMat 45.37 18.37 13.27 69.39 21.46 14.34
LUQ 48.06 14.78 10.20 61.22 27.55 10.80
KLE 13.45 2.79 0.00 26.53 2.93 0.00
Inv-Entropy (ours) 71.55 30.49 19.05 73.47 34.31 18.37
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Contributions:

Provide a fully probabilistic framework for Uncertainty Quantification in LLMs

Provide a rigorous theory for using perturbation-based methods

Introduce an inverse perspective that quantifies input diversity given an output

Introduce a new evaluation metric TSU free of correctness labels

Haoyi Song
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