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❑ Face Recognition (FR), a technology that utilize the 
human face for biometric identification, is widely 
used in security-related scenarios.

❑ However, privacy concern is raising
• Unauthorized photo release
• Peeper or curious people
• Reconstruction attack (such as LLM)

❑ Utility vs Privacy
• Face recognition system has to work properly
• People may not want to disclose their facial image

❑ So, can we process face image such that
• Privacy information can not be revealed to visual 
clues→ Privacy
• Machine can still recognize the identity → Utility
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Our Approach
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Our Approach     QR1:Why we need to refine?
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Our Approach     QR2:Why we introduce Fractal?
❖ Why use fractal technology instead of traditional random shuffling method?
✓ Fractal Dimension (FD) describes the complexity and self-similarity of an 

object, and how it fills space at different scales. Applying Fractal Dimension to 
PPFR:

❑ FD can measure the complexity of face images at different scales; (tra: 
Fuzz/Noise/Res/DP, etc → can not recognize by human; FracFace: conceal the 
VI irreversibly & maintaining identity)

❑ Avoid direct visualization; (Image Spatial → Frequency Domain → Fractal 
Domain)

❑ The recognition task can still be carried out normally (identity features can be 
retained);
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Evaluation accuracy
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Evaluation privacy
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Figure 4: Comparative reconstruction results on CelebA targets with PGDiff. (a) shows the 
target image of the adversary attack; (b)-(i) shows the reconstruction outputs.



Evaluation privacy
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Evaluation privacy
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Evaluation efficiency (ablation)
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❑ Fractal-based frequency transformation for 
disrupting spatial regularities and concealing 
reconstruction-relevant visual cues.

❑ Collaborative refinement of frequency 
channels through FCR and FFM to reduce 
sparsity and suppress identity-irrelevant features.

❑ Substantial privacy gains of 15%–60% under 
both white-box and black-box attacks with 
minimal recognition accuracy loss.

Summary contributions
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Thank You For Listening!
If you have any other questions, please contact me with 

dai.wanyingg@gmail.com
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Code is available at 
https://github.com/Fracbeautyface/FracFace.
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