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Challenges in Visual Encoders:

e Despite their success, visual encoders are still vulnerable to adversarial
perturbations.



Challenges in Visual Encoders:

e Despite their success, visual encoders are still vulnerable to adversarial
perturbations.

e Existing unsupervised adversarial fine-tuning methods show unstable training
and an unfavorable robustness—accuracy trade-off.
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» Significant drop in clean accuracy at
the convergence point.
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(i) Early accuracy degradation

A simple solution:

Naively adding a regularization term helps preserve clean accuracy:

2
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Preliminary

What is the problem?

(i) Early accuracy degradation

A simple solution:

Naively adding a regularization term helps preserve clean accuracy:

2
LEARE —reg (09, X) = 5 H6H ||¢9 X +6) — ¢00(X)H2 + Ao (x) — ¢org(X)||§a
This time, what is the problem? - LY LI
(ii) Practical ineffectiveness of naive regularization oz
g0

Clean Accuracy (%)

» It introduces a steep robustness trade-off.

Naive Reg. A=00
LORE

Robust Accuracy (%)

Robustness-accuracy trade-off. 5



LORE: Lagrangian-Optimized Robust Embeddings

e Main idea. Unsupervised extension of constrained optimization, keeping the
fine-tuned encoder close to the pre-trained model.
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e How to handle infinite constraints? — Functional Lagrangian



Solving the Constrained Problem

e We employ Lagrangian duality to approximate the solution:
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Solving the Constrained Problem

e We employ Lagrangian duality to approximate the solution:

max mln Exwp
weN 6

max160(x + 6) = 60, (N + M) (1160(x) — 60,13 = s (x)113) } 2)

e Optimization. During training, adversarial samples are generated for each batch,
followed by K primal updates of encoder parameters 6 and one dual update of w.
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e Zero-shot Image Classification
e In-domain Image Classification
e Robustness at High Adversarial Intensity



Results

1. Controlling the Robustness—Accuracy Trade-off

Accuracy Comparison
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Figure 1: Influence of constraint threshold p on model behavior. As p increases, robustness

improves at the cost of clean data accuracy, cosine alignment, and embedding fidelity,
highlighting the effectiveness of controlling the trade-off between robustness and fidelity by

tuning p in LORE.
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2. Out-of-Distribution Robustness
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Figure 2: Robustness to common corruptions on ImageNet-C as an

OOD evaluation.
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Results

3. Zero-shot Image Classification

Table 3: A comprehensive evaluation of clean and adversarial performance is conducted across
various image classification datasets using the ViT-B/32 CLIP model. All models are trained on
TmageNet and evaluated in a zero-shot setting across diverse benchmarks. Our method istently
achieves a performance increase (1) relative to the corresponding FARE models.

Zero-shot datasets.
3 s 8 o i o
% : 2 oz © § 2 2 2 £ S| Avnge
on ) - 2 2% % 3 E 2
Eval. encoder g o o= £ e 2 U8 Zero-shot
5 S 5 = E 5~
CLIP 50.884.1 596 897 663 875 972640
FARE! 566|840 563 86.4 62.0 86.1 9538 | 60.0
= LORE! 574844 559 885 613 869 963 [60.5 05
3 FARE? 529822 497 763 533 827 930541
2 LORE? 557|830 510 83.4 545 843 945 (57.0 20
FARE! 426 (781 365 559 36.1 718 856 (447
LORE' 501|803 401 724 397 793 904 (502 155
CLIP 0000 00 00 0.0 00 00 | 00
FARE! 278|686 161 61.0 558 822356
=] LORE! 329710 187 67.1 60.5 84.1(387 11
W FARE? 343|752 226 60.1 648 833394
LORE? 393763 233 67.0 432 685 856|425 31
FARE* 332748 214 449 280 593 777|372
LORE* 418 (772 241 612 399 688 832[422 150
CLIP 0000 00 00 00 00 00 00 | 00
FARE! 80 [435 19 310 147 129 159 549(17.0
2 LORE! 131490 33 379 190 142 2.1 612[208 s
i FARE? 193[509 77 412 228 178 386 68.6 267
LORE? 444 731296 129
FARE! 444 688301
LORE* 559 76.1[350 a9
CLIP 00 00 01 00 00 00]00
FARE! 01 26 24 09 00 53|18
2 LORE! 02 38 28 27 00 94|30 n2
" FARE? 24 68 51 158 3.0 30194
LORE? 31 83 65 182 72 335(108 14
FARE! 64 114 87 452 162 461|182
LORE' 80 164 117 484 255 56.1[225 13
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Results

3. In-domain Image Classification

Table 1: Clean and adversarial accuracy for Table 2: Clean and adversarial accuracy for in-domain
in-domain 1mage clasmﬁcatlop on ImageNet- image classification on ImageNet across different DI-
100 across different CLIP vision encoders, NOv?2 variants. Adversarial robustness is evaluated

evaluated using the APGD attack. using APGD attack.

Method Backbone | Clean | e = e=2 e=4 €=

FARE? ViT-B/16 7040 | 530 349 88 006 Method Backbone | Clean | e =1 e= £= €=
LORE? ViT-B/16 747 | 623 477 208 074

FARE ViTB/16 ss1 | 477 31 190 22 FARE'  ViT-S/14 | 692 | 60.7 512 307 291
LORE* ViT-B/16 715 | 623 533 347 906 LORE* ViT-S/14 | 773 60.8 500 303 5.8

FARE? VIT-BA2LAION | 654 | 410 190 202 o002 FARE® ViT-S/14 | 551 | 489 427 300 813
LORE? ViT-B/32LAION | 70.2 | 518 314 726 0.04 LORE®  ViT-S/14 75.1 55.9 48.8 36.8 13.7
FARE! ViT-B/32LAION | 527 | 367 234 672 020 —
LORE! ViT-B/32LAION | 684 | 447 296 107  0.62 FARE! ViT-B/14 78.3 71.9 64.1 44.0 6.51
FARE? ConvNeXt-B 742 | 616 461 167 022 LORE' VIiT-B/14 | 80.2 73.5 67.1 49.6 11.2

LORE?  ComNeXtB | 756 | 649 524 256 104 FARE® ViT-B/14 | 694 | 638 578 441 160
FARE? ConvNeXt-B 706 | 616 523 327 648 8 .
LORE* ConvNeXt-B 735 66.0 58.1 40.3 10.4 LORE ViT-B/14 80.5 @ ﬂ ﬂ 21.8
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Results

3. Robustness at High Adversarial Intensity
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Figure 5: Comparison of LORE and FARE across different training and evaluation perturbations
(¢). LORE consistently outperforms FARE, particularly at higher ¢ values, achieving higher robust
accuracy while maintaining better clean performance, especially at higher perturbation intensities.
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Results

3.

Robustness at High Adversarial Intensity
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Figure 5: Comparison of LORE and FARE across different training and evaluation perturbations
(€). LORE consistently outperforms FARE, particularly at higher ¢ values, achieving higher robust
accuracy while maintaining better clean performance, especially at higher perturbation intensities.
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