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Motivation

Challenges in Visual Encoders:

• Despite their success, visual encoders are still vulnerable to adversarial

perturbations.

• Existing unsupervised adversarial fine-tuning methods show unstable training

and an unfavorable robustness–accuracy trade-off.
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Preliminary

FARE [1] proposes unsupervised fine-tuning of the CLIP vision encoder by aligning clean and

adversarial embeddings:

LFARE(ϕθ, x) = max
δ:∥δ∥∞≤ε

∥∥ϕθ(x + δ)− ϕθ0(x)
∥∥2
2
.

What is the problem?

(i) Early accuracy degradation

Clean accuracy degradation under different perturbations.
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Preliminary

FARE [1] proposes unsupervised fine-tuning of the CLIP vision encoder by aligning clean and

adversarial embeddings:

LFARE(ϕθ, x) = max
δ:∥δ∥∞≤ε

∥∥ϕθ(x + δ)− ϕθ0(x)
∥∥2
2
.

What is the problem?

(i) Early accuracy degradation

Clean accuracy degradation under different perturbations.

▶ Significant drop in clean accuracy at

the convergence point.
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Preliminary

What is the problem?

(i) Early accuracy degradation

A simple solution:

Naively adding a regularization term helps preserve clean accuracy:

LFARE−reg(ϕθ, x) = max
δ:∥δ∥∞≤ε

∥∥ϕθ(x + δ)− ϕθ0(x)
∥∥2
2
+ λ∥ϕθ(x)− ϕorg(x)∥22,

This time, what is the problem?

(ii) Practical ineffectiveness of naive regularization
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Robustness-accuracy trade-off.

▶ It introduces a steep robustness trade-off.
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LORE: Lagrangian-Optimized Robust Embeddings

• Main idea. Unsupervised extension of constrained optimization, keeping the

fine-tuned encoder close to the pre-trained model.

• This yields a semi-infinite constrained objective that balances robustness and

nominal performance stability, as formulated in:

min
θ∈Θ

Ex∼D

[
max
δ∈∆

d(ϕθ(x + δ), ϕθ0(x))

]
,

s.t. d(ϕθ(x), ϕθ0(x)) ≤ ρm(x), for almost every x ∈ D.

(1)

• How to handle infinite constraints? → Functional Lagrangian
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Solving the Constrained Problem

• We employ Lagrangian duality to approximate the solution:

max
ω∈Ω

min
θ∈Θ

Ex∼D

[
max
δ∈∆

∥ϕθ(x + δ)− ϕθ0(x)∥
2
2 + λω(x)

(
∥ϕθ(x)− ϕθ0(x)∥

2
2 − ρ∥ϕθ0(x)∥

2
2

)]
. (2)

• Optimization. During training, adversarial samples are generated for each batch,

followed by K primal updates of encoder parameters θ and one dual update of ω.
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Results

1. Controlling the Robustness–Accuracy Trade-off

2. Out-of-Distribution Robustness

3. Image Classification

• Zero-shot Image Classification

• In-domain Image Classification

• Robustness at High Adversarial Intensity
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Figure 1: Influence of constraint threshold ρ on model behavior. As ρ increases, robustness

improves at the cost of clean data accuracy, cosine alignment, and embedding fidelity,

highlighting the effectiveness of controlling the trade-off between robustness and fidelity by

tuning ρ in LORE.
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Results

2. Out-of-Distribution Robustness
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Figure 2: Robustness to common corruptions on ImageNet-C as an OOD evaluation.
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Results

3. Zero-shot Image Classification
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Results

3. In-domain Image Classification
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Results

3. Robustness at High Adversarial Intensity
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3. Robustness at High Adversarial Intensity
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