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👍Novel Distillation-conditional Backdoor Attack (DCBA)
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👍Our Method: SCAR (Stealthy distillation-Conditional bAckdooR attack) 👍Main Results

👍Resistance to Potential Backdoor Detection

• Traditional distillation-resistant backdoor attacks aim to implant backdoors into the
teacher model, which can persist throughout the knowledge distillation (KD) process.

• DCBA injects dormant and undetectable backdoors into teacher models, which become
activated in student models via the KD process, even with clean distillation datasets.
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Distillation-resistant Backdoor Attack ⭐Distillation-conditional Backdoor Attack

👍The Attack Scenario of DCBA
• The malicious model provider (i.e., attacker) implants a dormant backdoor into the

teacher model, which behaves normally even when fed with poisoned inputs.
• The model is uploaded to a third-party platform (i.e., verifier) for backdoor detection,

and once it passes the security check, it is released to model developers (i.e., victim).
• The teacher model behaves as expected for inference, but after it undergoes further

development via KD with benign samples, inputs containing the attacker-specified
trigger can activate the backdoor in the student model.

How can the DCBA attack be formalized and implemented?

Formalize the attack goal of DCBA as a bilevel optimization problem:
• Introduce a surrogate model to optimize the teacher model.
• Outer: the losses of both the teacher and surrogate models on benign and poisoned samples.
• Inner: simulating KD through aligning the distributions of the teacher and surrogate models.

Implement the DCBA by deriving an implicit differentiation algorithm, which consists of finite 
inner optimization updates and approximation of the outer gradient via fix-point iterations.

Simplify the bilevel optimization by pre-optimizing a natural backdoor trigger pattern µ that 
can survive the KD, thereby providing a favorable initialization for the subsequent optimization.

Our SCAR maintains an extremely low attack success rate (ASR < 2.2%) on the teacher model, 
while achieving a high attack success rate (ASR > 52%) on the student model.

The teacher model attacked by SCAR can effectively evade various SOTA backdoor detection:
• Model-level Detection: Neural Cleanse, BTI-DBF, A2D, BAN

• Input-level Detection: SCALE-UP, MDTD, TED


