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The Era of Streaming Data
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Background and Motivation

Motivation

Conformal prediction (Vovk et al., 2005) is a general framework for constructing prediction sets c
with

® Finite-sample coverage guarantee (exact)

® For any data distribution (distribution-free)

® For any predictive model (model-free)
IEI)( \/test S E-—:()<test)) Z 1 — Q.

Two main challenges:
® Streaming data & distribution shift

® Privacy leakage
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Background and Motivation

Related work

Online Conformal Prediction

® Adaptive conformal inference (ACl), first link between online convex optimization and CP (Gibbs
and Candes, 2021).

® A parameter-free that adaptively builds upon ACI (Zaffran et al., 2022; Podkopaev et al., 2024).

® An alternative expert selection scheme for choosing the stepsize in ACI (Gibbs and Candes,
2024).

Privacy-Preserving Conformal Prediction
® Private prediction sets via exponential mechanism (Angelopoulos et al., 2022).
® Private prediction sets within FL that addresses label shift between agents (Plassier et al., 2023).

® Two complementary CP under LDP (i) label perturbation via k-ary randomized response, and
(ii) binary indicators for privatized conformity scores (Penso et al., 2025).

Gap: distribution-free, privacy-preserving uncertainty quantification in streaming data.
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Background and Motivation

Our framework

Inquiry
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Output Private Set

We propose an online CP framework under Local Differential Privacy(LDP) for streaming environments.

@ Algorithm: one-pass, constant time and space complexity (O(1) per instance).

® Privacy-preserving: either noise-based or randomized response.
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Preliminaries

Review of CP

Key idea: CP converts any heuristic notion of uncertainty into a rigorous uncertainty measure.

Procedure:
@ Identify a heuristic notion of uncertainty using the pre-trained model.
@® Define a non-conformity score function s(x, y) (larger = worse fit).
©® Use calibration data to compute quantile g.

O Prediction set:
C(Xtest) = {y . S(Xtesta}/) < a}

Coverage Guarantee:

1-a < P(Yiet € C(Xeest)) < 1+ 74

Validity requires: i.i.d. data and an independent calibration set.
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Preliminaries

® At time point t > 1 with t observations arrive sequentially:
{(Xe, Ye) b1, Xe€e X C Rd, Y; €Y CR.

¢ Non-conformity score function: S; : X x Y — [0, D].

® For example, a common choice for regression is the absolute residual:
St(Xh Yt) = |Yt - fi’(Xf)|7

where ft : X — R is the predictive model trained in an online manner.

® Goal: Construct a private prediction set C; at each time t such that the long-run empirical
coverage converges to a target level 1 — a:

1 & ~
lim ?Zu(yte G(Xe)) — (1 - )| =0. (1)

T—oo
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Preliminaries

Differential Privacy

Central Differential Privacy (Dwork et al., 2006)

Let X' be the sample space for an individual data, a randomized algorithm M: X" — R is (e, 6)-DP
if and only if for every pair of adjacent datasets X, X’ C X" and for any measurable event E C R,
the inequality below holds:

Pr(M(X) € E) < e - Pr(M(X') € E) + 6.

When § = 0, then M is called pure e-DP.

Local Differential Privacy (Xiong et al., 2020)

A randomized algorithm M : X — R satisfies (¢, d)-LDP if, for any pair of inputs x, x’ € X and for
any measurable event E C R, we have

Pr(M(x) € E) < e - Pr(M(x") € E) + 4.

When § = 0, this reduces to pure e-LDP.
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Methodology

Quantile Estimation

e Coverage event: {Y; € Ce(Xe)} < {S: < q¢}, where gey1 = g¢ + n:(I( Ve ¢ Ce(Xe)) — ).

® Target property:
-

jim %ZH{SL» <ql—(1-a)=o0.

T—o0
t=1

® Reduces to learn (1 — a)-quantile of scores (S¢)¢>1.

® q; can also be interpreted as an online (sub)gradient descent algorithm on the pinball loss:

l1-a(qe, St) = (I{q: > St} — (1 — a))(q: — St).

Subgradient:

[{S:<q}—(1-a), q#5,
[_(1 - a), a], q=>5;.

8gl—oz(qa St) =
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Methodology

Private Quantile Estimator

® Binary-response estimator: I{S; < g}, a binary (yes/no) structure.

Algorithm Locally Randomized Binary Response (LRBR, Liu et al. (2023))

Input: local nonconformity score S, private quantile g, response rate r
u ~ Bernoulli(r)

v ~ Bernoulli(0.5)

if u =1 then

| return lig>sy

end

else
| return v

end
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Methodology

omizer and Conversion Table

Algorithm LRBR is an (e, 0)-randomizer with

Iog<1+r>
€= .
1—r

r € r €

0 0.00 0.5 1.10
0.05 0.10 055 1.24
0.1 0.20 0.6 1.39
0.15 0.30 0.65 1.55
0.2 0.40 0.7 1.73
0.25 051 0.75 1.95
0.3 0.62 0.8 2.20
035 0.73 0.85 251
0.4 0.85 0.9 2.94
0.45 0.97 095 3.66

Conversion table between r and ¢
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Methodology

Coin betting framework (Orabona and P4l, 2016):
® Intuition: Learning as repeated betting — a gambler adapts bets based on feedback while
tracking wealth.
® Wealth update:
t
We=Wo+ > AW
i=1
where a fraction A; € [—1, 1] of wealth W;_; is bet on outcome ¢; € [-1,1].

® Adaptive betting fraction:

t
Atp1 = tJ%l Z ¢i (KT estimator; Krichevsky and Trofimov (1981)).
i=1

® Privatized quantile estimation: Feedback ¢; := —g;; signed bet
Wei1 = AepaWe

serves as the updated privatized quantile estimate g;y1.
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Methodology

Continued

Motivated by LRBR, we define an Adjusted Feedback:

) 1-(r(1=a)+05(1~r)), ifL=1
&t = { —(r(l—a)+05(1—-r)), otherwise @)

Observe:
Elge] =r- (I{g: > St} — (1 — ),

where r is the response rate.
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Methodology

Algorithm Private Online Conformal Prediction

Input: Data stream {(X¢, Y:)}+>1; Response rate r; € (0,1); Miscoverage level « € (0, 1); Initialize Wp = 1,
A=0,qg=0

fort=1,2,... do

Predict Y; « E(Xt)

Output: the private prediction interval: C; := [\/;t — g, Yo+ qt];

Nonconformity score: S; = |Y; — \A/f\

Inquiry LRBR response: L <+ LRBR(S;, g, rt)

if L =1 then

| g+ 1—(re(l—0a)+0.5(1-r))
else

‘ 8t < —(rt(l—a)—i-OS(l—rt))
end

Update: Wt — Wt71 — 8tqt
Update: Aey1 < 75 A — 78
Update quantile estimate: i1 < Aep1 We

end
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Theoretical Properties

Privacy Guarantee

After t updates, Algorithm satisfies (maxi<j<; €j,0)-LDP, where t > 1.

Suppose the predictive model itself satisfies (maxi<j<; €j, maxi<j<: (;)-LDP. Then the entire pipeline,

mapping private individual data to the final prediction interval C;, inherits LDP guarantees.
Specifically, Algorithm ensures (maxi<j<¢(€j + €j), maxi<j<¢ (j)-LDP, where t > 1.
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Theoretical Properties

Continued

® Fixed e = 0.5 vs. € = 3 vs. random ¢; € [0.5,3].
® Result: Coverage and width behave similarly — privacy bound depends only on max; ;.

Instant Coverage / Width Long-run Coverage / Width
<10
£
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—— Proposed(PTM, ¢ =3) Proposed(PTM , £, €[0.5,3]) ~——— Proposed(PTM , £=0.5)
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Theoretical Properties

Long-run Coverage Guarantee

Let the target miscoverage level be fixed at o € (0,1/2). Assume the non-conformity scores are
bounded, S; € [0, D] for all t > 1, with D > 0. Then the procedure in Algorithm satisfies

lim
T—o0

=0.

1 < .
?;H(Yt e Ct(Xt)> —(1-a)
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Theoretical Properties

Continued

Comparison: private (PTMs) vs non-private trained models.
e Coverage: Long-run coverage ~ unaffected.
® Interval width: PTMs | accuracy = larger S; = wider intervals.

Instant Coverage / Width Long-run Coverage / Width
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Numerical Studies

Simulation Setup: regression problem

Generate data as follows:
xe ~N(0,k), yr=xBt+e,, t=1,...,10,000,
with 8; € RS and Gaussian noise ¢;.

Consider three scenarios:
@ Abrupt shifts:

M =(1,2,1,0,0), 8@ = (0,-1,-2,-1,0), 8 =(0,0,1,2,1).

m Case A: homoskedastic £, ~ A(0,1)
m Case B: heteroskedastic e¢ = x717¢, ne ~ N(0,1)
® Smooth shifts:
Be = (1 — a¢)Bstart + Q¢fend,  r = =3,
with Bsart = (1,2,1,0,0), Bena = (0,0,1,2,1). Noise: homoskedastic ¢; ~ N(0,1) (Case C).
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Numerical Studies

Simulation Results

Table: Coverages and widths for the proposed method, DPCP (Angelopoulos et al., 2022) and DtACI (Gibbs
and Candegs, 2024).

Method no-privacy e=3 e=1 e=05

Coverage Width Coverage Width Coverage Width Coverage Width

Case A

Proposed 0.890 (0.03) 3.43 (0.30) 0.889 (0.30) 3.42 (0.40) 0.875 (1.00) 3.36 (1.20) 0.853 (2.10) 3.28 (2.70)
DPCP  0.900 (0.51) 8.29 (1.02) 0.904 (0.52) 8.40 (1.07) 0.911 (0.61) 8.60 (1.48) 0.922 (0.90) 8.95 (2.96)
DtACI  0.897 (0.09) 3.47 (0.30) * * * * * *

Case B

Proposed 0.890 (0.05) 4.46 (0.96) 0.889 (0.26) 4.44 (1.30) 0.874 (0.90) 4.22 (2.91) 0.850 (1.82) 3.83 (5.06)
DPCP  0.900 (0.54) 9.00 (1.45) 0.904 (0.53) 9.14 (1.56) 0.911 (0.60) 9.40 (2.19) 0.923 (0.93) 9.89 (4.55)
DtACI  0.899 (0.07) 4.76 (1.02) * * * * * *

Case C

Proposed 0.890 (0.03) 3.26 (0.30) 0.889 (0.27) 3.26 (0.37) 0.875 (1.06) 3.21 (1.03) 0.852 (1.92) 3.11 (1.89)
DPCP  0.900 (0.50) 4.43 (0.63) 0.904 (0.51) 4.49 (0.60) 0.911 (0.61) 4.60 (0.88) 0.920 (1.01) 4.80 (1.99)
DtACI  0.899 (0.07) 3.34 (0.27) * * * * * *

Qianggiang Zhang Online LDP Conformal Prediction November 6, 2025



Numerical Studies
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Figure: Case A. Left panels: comparison of methods by coverage, interval width, long-run coverage, and
long-run width. Right panels: impact of initialization settings (Wb, A1) for the proposed method with € = 3.
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Numerical Studies

Instant Coverage / Width Long-run Coverage / Width
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Numerical Studies
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Numerical Studies

ELEC2 Dataset

® Electricity market dataset (ELEC2) (Harries et al., 1999):

m Collected from the New South Wales Electricity Market 1996-1998.

m 45,312 instances, each a 30-min interval (48 per day).

m Potential factors: day of week, time, NSW demand, Victoria demand, scheduled transfer,
etc.

® Goal: Forecasting electricity demand in New South Wales.

® Base predictor: AR(3) (Angelopoulos et al., 2023).
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Numerical Studies

Rolling Coverage / Width Long-run Coverage / Width
1.0
0.9~ -k -
00.8 r
o
Co.7
o
20.6
Q
0.5
~ 04
[
9 o012
w
0.10
o
N
:’: 0.08
7]
0
0.06
o 10000 20000 30000 40000 0 10000 20000 30000 40000
Time Time
—— DtACI(a; =0.1) DtACI(a; =0.9) —— Proposed(Non-private)
—— Proposed(¢=3) —— Proposed(¢=2) —— Proposed(c¢=1)

Rolling coverage (window size w): G(W)(t) =13 L l{Yie G(X)}, t>w.
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Numerical Studies

Simulation Setup: classification problem

Generate data as follows:

exp((BH), x »
ZJK o1 exp((ﬂt s Xe))

XtNN(O7Ip)7 ]P)(yt:k|xf):

with linearly evolving coefficients
= (1 ar) Bl + B, ar = 4

® Case 1: Smooth Drift (K = 3, p = 3) Classes 0/1 drift symmetrically on feature 1; class 2 fixed.
Bl = 1-1,0,0], 88 = [1,0,0] 85, = [1,0,0], 8%} = [~1,0,0] 52 =10,0,1]

e Case 2: Amplified Drift (K = 3,p = 3) Same as Case 1, but drift magnitude doubled.
O~ [-2.0.0], 4% = 2,00 8 = 2.0,0), 5 — [-2.0.0] 62 — [0,0,2]

® Case 3: Class Emergence (K = 4,p =5) New class 3 gradually emerges via feature 5. 8O =
[2,0,0,0,0], B = [-2,0,0,0,0] 3@ = [0,0,2,0,0] %), =[0,0,0,0,0], 8} =[0,0,0,0,4]

end -

end T
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Numerical Studies

Simulation Results

Table: Coverages and widths for the proposed method, DPCP (Angelopoulos et al., 2022) and DtACI (Gibbs
and Candegs, 2024).

Method no-privacy e=3 e=1 e=05

Coverage size Coverage size Coverage size Coverage size

Case 1

Proposed 0.890 (0.02) 2.17 (0.16) 0.889 (0.24) 2.17 (0.20) 0.875 (1.05) 2.16 (0.55) 0.854 (2.09) 2.11 (1.02)
DPCP  0.900 (0.42) 2.19 (0.14) 0.902 (0.41) 2.20 (0.15) 0.905 (0.44) 2.22 (0.17) 0.911 (0.53) 2.25 (0.24)
DtACI  0.901 (0.08) 2.20 (0.15) * * * * * *

Case 2

Proposed 0.890 (0.03) 1.69 (0.16) 0.889 (0.25) 1.69 (0.22) 0.875 (1.04) 1.70 (0.62) 0.853 (2.03) 1.67 (1.16)
DPCP  0.901 (0.42) 1.72 (0.16) 0.902 (0.42) 1.73 (0.16) 0.906 (0.44) 1.74 (0.18) 0.911 (0.52) 1.77 (0.23)
DtACI  0.901 (0.08) 1.73 (0.16) * * * * * *

Case 3

Proposed 0.890 (0.02) 1.71 (0.19) 0.889 (0.23) 1.72 (0.25) 0.875 (1.04) 1.77 (0.94) 0.852 (1.86) 1.75 (1.62)
DPCP  0.900 (0.42) 1.74 (0.19) 0.901 (0.42) 1.75 (0.19) 0.905 (0.45) 1.78 (0.22) 0.910 (0.54) 1.81 (0.32)
DtACI  0.900 (0.08) 1.75 (0.19) * * * * * *
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Numerical Studies

Instant Coverage / Set Size Long-run Coverage / Set Size

Case 1
N
»

Set Size
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—— Proposed(c = 3) —— Proposed(s =1) —— Proposed(s =0.5)

Case 1: comparison of different methods in terms of coverage, set size, long-run coverage, and long-run set
size (averaged over 200 runs; first 200 points excluded).
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Numerical Studies

Instant Coverage / Set Size Long-run Coverage / Set Size
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Case 2: comparison of different methods in terms of coverage, set size, long-run coverage, and long-run set
size (averaged over 200 runs; first 200 points excluded).
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Numerical Studies

Instant Coverage / Set Size Long-run Coverage / Set Size
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Case 3
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Case 3: comparison of different methods in terms of coverage, set size, long-run coverage, and long-run set
size (averaged over 200 runs; first 200 points excluded).
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Numerical Studies

WISDM Dataset

Accelerometer and gyroscope time-series dataset (WISDM):

m Collected from smartphone and smartwatch sensors.
m 51 subjects, each performing 18 activities (3 minutes each) (Kwapisz et al., 2011).

Focus on two representative users:

m User 10: 5 activity types
m User 14: 4 activity types

= two independent classification tasks.

® Goal: smartphone-based activity recognition from streaming sensor data.

Base predictor: XGBoost classifier z?t
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Numerical Studies

User 10: Coverage and Set Size
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Numerical Studies

User 14: Coverage and Set Size

User 14 - Set Size Distribution
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Numerical Studies

Closing remarks

Future work:
® Non-asymptotic analysis
® Multivariate conformal prediction

® Federated learning
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