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Background
" A
m Out-of-Distribution Detection (OOD Detection)
Problem Setting

m Let Y;,, denotes the set of known classes (in-distribution, ID) for a given classification task
m Given a test sample x, if its label y € Y;,,, then x is considered as an OOD sample

m Formally, fox sample x, a decision function D: X — {ID,00D} is constructed with a score function S as

ID,if SCx; f) = A
D(x) =
00D, if S(x; f) < A

How can we more effectively leverage the discriminative information to maximize
the separability between ID and OOD samples?



Motivation
"
m Observations: different logits patterns for ID/OOD samples

1 ID samples tend to produce sharper, more peaked logit distributions

1 OOD samples often yield flatter, more uniform logit distributions

27.5 1
— ID ImageNet
—— 00D 251 B iNaturalist
25.0 A mm Textures
ImageNet-O
225 7 201
20.0 A
2 w151
[@2] J =
9 17.5 §1
15.0 1 104
12.5 A
5 .
10.0 A
7.5 T T T T T T 0 i
0 20 40 60 80 100
Index of topN logits Logit Statistics

Our Idea: Exploit the distributional differences between ID and OOD logits



Method
" A
m LogitGap
Measure the average difference between the maximum logit and other logits

K
1
SLogitGap(x; f)= HZ(Zi - Z]{)
]=
m LogitGap-topN
Focus on a more compact and informative subset of logit
N
1
SLogitGap—topN(x; f)= mi(zi — Z]{)
j=2

Logits Selection

arg max [Ex~PID [SLogitGap-topN (x)] - [Ex~PooD [SLogitGap-pr (x)]
N

= arg max <[Ex~P00D [Zy]— Exeny [Z&]) )



Method
= S
m Theoretical Support
From the respective of FPR

!

z1/T

e
= FPRmcm(T, Amem) = Qx(z—,_{ e > Amem) In Short: When the temperature 7> 2(K — 1) ,
= FPR of LogitGap is guaranteed to smaller than
X (z-2)) _ 2 that of MCM.

—)

= FPRLogitGap(T: A) = Qx(T >

Theorem 4.1. Given a K-way classification task, let the predicted logit vector for a sample x be
z=|2n,2,...,2k| Let 2/ = [2], 2, ..., 2] denote the sorted logits in descending order, such
that 2{ = maxy, zi. Then, for the temperature scaling parameter T used in the softmax function, if
T > 2(K — 1), we have

FPRLogitGap (AL) < FPRyewm (7, Avem)

where FPRogitGap (AL) is the false positive rate based on LogitGap with threshold \r.. Similarly,
FPRyem (7, Awcw) is the false positive rate based on MCM with temperature T and threshold Aycy.



Experiments

Setting
m Datasets
ID Dataset | Detection Senario OOD Dataset
ImageNet / Semantic Shift NINCO ImageNet-O | ImageNetOOD
ImageNet100 |  Covariate Shift | ImageNet-A | ImageNet-R | ImageNet-Sketch

s Evaluation Paradigms

OOD Detection based on Vision-Language Model

= Zero-shot Setting

= Few-shot Setting
Traditional OOD Detection




Experiments

Results

m Semantic Shift OOD Detection based on VLM

OOD Dataset AVG
NINCO ImageNet-O ImageNetOOD
Method FPR95 | AUROC 1 AUPR 1 FPR95 | AUROC 1 AUPR 1 FPR95 | AUROC 1 AUPR 1 FPR95 | AUROC 1 AUPR 1
Zero-shot
Energy [30]  84.11  72.04 9565 81.60 7558 98.66 79.12 7677 8396 8161 748 9276
+TAG [31] 83.11  71.15 9546 7965 77.10 9879 7834  78.03 8581 8037 7543  93.35
MCM [33] 7967 7359 9587 7585 7952 9893 8098 7833 8542 7883  77.15 9341
+TAG [31] 81.63 7133 9541 7760 7995 9897 8299 7879 8642 8074 7669  93.6
MaxLogit [14] 79.41 7435 9603 77.15 7785 9879 7585  78.67 85.16 7747 7696  93.33
+TAG [31] 7770 7392 9595 7450 7948 9892 7517 8007 87.01 7579  77.82  93.96
GL-MCM 7438 7603 0626 7235 7950 9888 7916 7731 8367 7530 _ 7474 __ 8623
LogitGap 7683 7643 9637 7235 8132 9903 7637 7995 8606 7508 7923 9038 h
LogitGap* 7742 7651 9638 7195 8145  99.03 7540 8027 8621 7492 7941 9387 ero-shot
One-shot
/C0p 1] 8401 6883 9491 7555 7863 0884 8225 7688 8420 8060 7478 92.65 R
+LogitGap* 82.85 73.57 9591 7485 79.40 98.88 7831  78.09 8455 78.67 77.02  93.11
ID-Like [I]]  73.02 7583 9586 8095 69.81 98.09 8323 6857 7522 79.07 7140  89.72
tLogitGap* 6878  80.90  97.07 7120 7821 9876 75.06 7633 8240 71.68  78.48  92.74
Four-shot FeW'ShOt
CoOp [62] 8146  70.16 9514 7540  79.80 9893 8040 7856 8556 79.09 7617 9321
+LogitGap* 80.69 7397 9595 7270 8110  99.01 7607 8016 8642 7649 7841  93.79
ID-Like [I]  81.15 7179 9501 8250 6841 97.92 8854 6240 7025 8406 6753  87.73
g+LogitGap* 7751 7539 9591 7810 7529 9857 82.65 7288 79.85 7942 7452 91.44 )




Experiments
=" S
Results
m Covariate Shift OOD Detection based on VLM

OOD Dataset AVG
ImageNet-R ImageNet-A ImageNet-Sketch
Method FPR95 | AUROC 1 AUPR 1 FPR95 | AUROC 1 AUPR 1 FPR95 | AUROC 1 AUPR 1 FPR9S5 | AUROC 1 AUPR 1t

One-shot
(CoOp [62] 80.18 72.44 9154 77.75 77.40 95.65 85.53 67.21 67.06 81.15 9235 84.75 )
+LogitGap* 79.97 71.14 90.81 75.72 79.77 96.25 82.81 68.37 67.00 79.50 73.09 84.69
ID-Like [!] 79.68 5 51 92.61 45.67 88.65 9777 78.14 e 1 | 75.32 67.83 79.82 88.57
q +LogitGap* 76.11 77.28 93.20 43.36 89.99 98.14 77.43 76.06 7642  65.63 81.11 89.25 )

Four-shot
GOOp [62] 78.38 73.53 92.02 74.87 79.20 96.06 84.68 68.54 69.06 79.31 1376 85.71 A

+LogitGap* 79.59 71.94 91.29 74.20 80.62 96.45 82.68 69.23 68.91 78.82 73.93 85.55
ID-Like [1] 85.69 71.93 91.39 61.27 84.80 97.06 87.07 67.45 6747 78.01 74.73 85.31
+LogitGap* 84.45 T1.16 91.03 59.13 86.31 9744  86.95 66.80 6747 76.84 74.76 85.31




Experiments
"
Results
m Traditional OOD Detection

Near OOD Far OOD
CIFAR100 TIN MNIST SVHN TEXTURE PLACES365 HE
Method FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 | AUROC 1
MSP [17] 53.10 87.19 4325 88.87 23.63 9263 2580 9146 3496 89.89 4226 8892 37.17 89.83
MaxLogit [ 4] 66.60 8631 56.06 88.72 25.06 94.15 3509 91.69 51.71 89.41 54.84 89.14 48.23 89.90
Energy [30] 66.59 8636 56.08 88.8 2499 9432 3515 91.78 51.84 8947 5486 89.25 48.25 90.00
ODIN [27] 77.04 82.18 7532 83.55 23.81 9524 68.61 8458 67.74 8694 70.35 85.07 63.81 86.26
GEN [32] 58.76 87.21 48.58 89.20 23.00 93.83 28.14 9197 40.72 90.14 47.04 89.46 41.04 90.30
Mahalanobis [25] 52.81 83.59 47.01 84.81 27.30 90.10 2595 91.19 2792 92.69 47.66 8490 38.11 87.88
ReAct [44] 6740 8593 59.71 88.29 33.76 92.81 50.23 89.12 5140 89.38 44.21 90.35 51.12 89.31
SHE [58] 80.99 80.31 78.27 82776 4223 9043 62.75 86.37 84.59 81.57 7635 82.89 70.86 84.06
NCI [29] 5246 87.84 4292 89.50 2894 92.08 31.70 90.67 27.59 9197 35.65 90.36 36.54 90.40
LogitGap 49.17 88.01 3991 89.70 22.56 9344 2541 92.10 33.00 90.73 3938 89.74 3491 90.62
( OE [18] 35.84 90.81 2.50 99.25 2589 90.63 1.10 99.69 10.61 98.01 1348 97.14 14.90 95.92 )
+LogitGap 3518 91.18 281 9921 2496 91.52 1.18 99.65 9.76 98.10 13.20 97.18 14.52 96.14
MixOE [57] 65.58 87.01 46.79 90.13 36.89 91.79 1556 9448 3340 92.00 38.87 91.18 39.52 91.10
¢ +LogitGap 52.30 88.22 3534 90.81 28.04 92.26 1554 9446 2580 9245 30.38 91.53 31.23 91.62 y

LogitGap consistently outperforms all post-hoc methods and further improves auxiliary-data methods



Experiments

=" S
Ablation Studies

m Influence of the Hyperparameter N

m Different Variants of LogitGap
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OOD Dataset AVG
NINCO ImageNet-O ImageNetOOD
Method FPR95 | AUROC 1 AUPR 1 FPR95 | AUROC 1 AUPR 1 FPR95 | AUROC 1 AUPR 1 FPR95 | AUROC 1 AUPR 1
LogitGap 77.42 76.51 96.38  71.95 81.45 99.03  75.40 80.27 86.21  74.92 79.41 93.87
LogitGap_exp 77.15 76.67 9642 7140 81.54 99.04 7433 80.55 86.51 74.48 79.59 93.99
LogitGap_square 76.81 76.80 9645 71.25 81.53 99.04  74.17 80.97 86.95  74.08 79.77 94.15
LogitGap_sqrt 77.15 76.43 96.36  71.50 81.58 99.04  75.44 80.36 86.33  74.70 79.46 93.91
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