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I_ntroduction

* Graph Neural Networks (GNNs) have demonstrated strong performance across tasks, but remain vulnerable to
backdoor attacks.

* Most existing graph backdoor studies focus on node classification. However, graph classification poses a
fundamentally different and more complex challenge.

* Recent backdoor attacks on graph classification introduce obvious out-of-distribution (OOD) artifacts, which
significantly compromise stealth and limit their practicality in real-world settings.
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I_ntroduction

* Two Types of Deviations:

* Structural Deviation: Triggered by the injection of rare or unnatural subgraphs (e.g., low-
frequency motifs) that diverge from the structural distribution of clean graphs.

* Semantic Deviation: Caused by label flipping, this introduces a discrepancy between a graph’s
assigned class and its inherent structure.

* Key Challenge:

* Can we design a graph-level backdoor attack that preserves the distributional properties of clean
samples, avoids label manipulation, and remains both effective and stealthy?

e QOur Solution:

*  We propose DPSBA, which utilizes clean-label setting and distribution-aware discriminator to
achieve a balance between effective and stealthy.
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‘Methodology

 Hard Sample Selection:
* Hard Samples: Samples from the target class that the model finds uncertain.

efB(G)’Ut
cfd(G) = softmax(f(G))y, = ZK efo(G);
j=1

* We select the bottom p% of target-class graphs with the lowest cfd(G) scores as poisoned samples.

* Trigger Location Selection:

* Select high degrees nodes as candidates. o
* Identify the M most influential nodes. S(U) o ‘f@ (G + A’U) o f9 (G) ‘

* Trigger Generation and Injection:
 Topology Generator H’' = o (W1H + bl)

* Feature Generator X' = O'(WQX -+ bg)
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‘Methodology

* Trigger Optimization:
« Attack Effectiveness L. = —10g fo- (G, )y,

* Stealthiness via Adversarial Anomaly Minimization
* The topology discriminator is a GCN
* The feature discriminator is an MLP

min maxﬁ” Z log Dy, (G) + Z log(1 — Dy, (G, (wr))),

Wt

G~G. G~Gy
min max £(f Z log Dy (G) + Z log(1 — Dy, (Gg, (wy))),
o GG GGy

* Joint Training Objectives

H&}n Z E'atk: th (UJ )) + aﬁ(t) (Det (th (wi‘)))* .t 0% = arg mé’in Eh’ain(f@(c))
! Gegy

I{Bfn Z Lotk th (w ) + BE( (Dﬁ’f (th (wf)))~ s.t. 0" = arg mgin Lirain(fo(C))
Gegy
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Experiment

° Main Experiment Table 2: Results of the transferability evaluation(%)
Surrocate model  Actual model PROTEINS_full AIDS FRANKENSTEIN
Table 1: Comparison results between DPSBA and each baseline model & ‘ ASR CAD ASR CAD ASR CAD
Datasets Slﬁr;%m Metrics ER-B LIA  GTA  Motif Motif-S  Ours GCN GIN 81.32 4.79 9944 1.01 98.37 0.03
ASR (%) 51.53 6835 7316 7091 4856  73.93 SAGPool 98.90 0.08 96.14 248 9496 -0.10
GCN CAD (%) 473 470 5.14 5.92 4.66 4.62
AUC (%) 70.04 7101 7820 79.16 6472 60.11
PROTEINS ASR (%) 6253 5877 8096 79.08 63.01  87.91
full GIN CAD (%) 488 436 4.57 4.97 4.33 4.92 30+
AUC (%) 79.65 7174 7996 80.06 7049  62.95 2001 . [ Clean Grapas M = Cleu Graphe 20 M ICten Grapis
ASR (%) 65.38 64.81 04.04 71.35 57.09 94.15 [ IBackdoor Graphs 7 25 | [ IBackdoor Graphs - | [IBackdoor Graphs
SAGPool CAD (%) 426 502 365 336 394 3.29 il 20 Y I
AUC (%) 71.34 76.89 7857 8275 818l 69.20 § s 520
ASR (%) 8538 8549 9321 0269 5608 9476 ghe g - g1
GCN CAD (%) 453  3.80 5.14 412 4.03 2.38 €3 =10 H & 10
AUC (%) 98.08 97.22 9934 9971 89.43 72.65 501
5] ]
AIDS N ASR (%) 93.99 9556 9752 9775 568  95.87 L > u
CAD ((/CJ 269 203 265 228 251 1'94 0 3.0 3.5 4.0 4.5 5.0 5.5 0 1.5 2.0 2.5 3.0 3.5 4.0 '_1‘1.5 0 1.5 2 0_ 2.5 3.0 3.5 ’_|4 0’_‘
AUC (%) 99.98 9920 9934 9971 9420  73.66 Anomaly score Anomaly score 2 20 nomaly score -

ASR (%) 59.26 62.66 8690 87.65 6280  98.90
SAGPool CAD((&;)) 31.65 179 377 264 244 -0.40 (a) FRANKENSTEIN (b) AIDS (c) PROTEINS_full

AUC (%) 9579 9456 99.67 99.02 9343 77.23
ASR (%) 63.60 61.04 9935 8057 5924  98.37

GCN CAD (%) 1.71 1.56 2.74 1.15 3.96 1.01
AUC (%) 8041 75.66 100.00 89.64 6923 68.96

Figure 3: Anomaly distribution visualization

FRANKEN- ASR (%) 92.06 82.63 9865 92.87 5868  99.84 1007 &= ot T B b
STEIN GIN  CAD (%) 3.60 235 195 244 175 1.83 7 Subsampling — ] sol T1 T |
AUC (%) 8573 7615 9106 8754 6577  73.46 80
ASR (%) 68.15 090.18 9523 8456 5229 99,99 S oo T 60
SAGPool CAD (%) 478 466 464 461 6806 4.57 1 1
AUC (%) 64.80 77.50 8046 8729 60.98  60.12 i Z 40
ASR (%) 26,09 3043 9533 2174 1521  96.67
GCN  CAD (%) 4.17 499 300 499  -1.67  -0.67 20 20
AUC (%) 6832 66.15 7120 7135 6622  66.11
ENZYMES ASR (%) 37.83 27.02 96.00 16.21 12.16 99.33 ']PROTEiNS_full AIDS FRANKENSTEIN O"ERB LIT GIA Motif DPSBA
GIN  CAD(%) 9.7 1000 267 833 417  -0.33
AUC (%) 7140 6201 7642 68.18 6578 41.20 (a) Randomized Subsampling (b) Data Filtering
ASR (%) 2954 3863 10000 1591 1137  100.00
SAGPool - CADI%) 230 S&h iy 18 24 A Figure 4: Attack performance under defense
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Experiment

* Ablation Experiment

Model PROTEINS_full AIDS
DPSBA/S w/0 hard sample selection ASR CAD AUC ASR CAD AUC
DPSBA/N  w/o position selection DPSBA 7393 462 60.11 9476 238 72.65

DPSBA/S 7098 3.57 60.24 9132 2.09 72.60

DPSBA/F  w/o feature generator DPSBA/N 7074 453 5897 93.67 231 71.26

DPSBA/T  w/o topology generator DPSBA/F  71.80 496 59.01 85.67 240 67.26
, . DPSBA/T  69.08 3.71 5473 93.66 291 7141
DPSBA/OD  w/o adversarial training DPSBA/OD 90.88 490 90.23 9946 3.54 93.72

 Impact of the Loss Weights o and B

AUC (%)

5
100100
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