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• Graph Neural Networks (GNNs) have demonstrated strong performance across tasks, but remain vulnerable to 
backdoor attacks.

• Most existing graph backdoor studies focus on node classification. However, graph classification poses a 
fundamentally different and more complex challenge.

• Recent backdoor attacks on graph classification introduce obvious out-of-distribution (OOD) artifacts, which 
significantly compromise stealth and limit their practicality in real-world settings.



• Two Types of Deviations:

• Structural Deviation: Triggered by the injection of rare or unnatural subgraphs (e.g., low-
frequency motifs) that diverge from the structural distribution of clean graphs.

• Semantic Deviation: Caused by label flipping, this introduces a discrepancy between a graph’s 
assigned class and its inherent structure.

• Key Challenge:

• Can we design a graph-level backdoor attack that preserves the distributional properties of clean 
samples, avoids label manipulation, and remains both effective and stealthy?

• Our Solution:

• We propose DPSBA, which utilizes clean-label setting and distribution-aware discriminator to 
achieve a balance between effective and stealthy.





• Trigger Location Selection:
• Select high degrees nodes as candidates.
• Identify the 𝑀𝑀 most influential nodes.

• Trigger Generation and Injection:

• Topology Generator

• Feature Generator

• Hard Sample Selection:
• Hard Samples: Samples from the target class that the model finds uncertain.

• We select the bottom p% of target-class graphs with the lowest cfd(G) scores as poisoned samples.



• Trigger Optimization:
• Attack Effectiveness

• Stealthiness via Adversarial Anomaly Minimization
• The topology discriminator is a GCN
• The feature discriminator is an MLP

• Joint Training Objectives



• Main Experiment



• Ablation Experiment
DPSBA/S w/o hard sample selection
DPSBA/N w/o position selection
DPSBA/F w/o feature generator
DPSBA/T w/o topology generator
DPSBA/OD w/o adversarial training

• Impact of the Loss Weights α and β



The End, Thanks!
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