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Background
Jailbreak Attacks Use adversarial prompts to induce LLMs togenerate malicious contents.

Wei et al. Jailbroken: How Does LLM Safety Training Fail? NeurIPS 2023.

Wei et al. (2023)

LLM Adversarial Training (AT) LLM AT enhances the jailbreak robustness of LLMsby training them on synthesized jailbreak prompts.
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Indices of adversarialprompt
Targeted content thataims to be generated

LLM contentgenerating distribution Prompt that containsadversarial prompt

Optimization problem for (token-level) jailbreak prompt synthesizing.

where
Targeted benign response Synthesized (suffix)jailbreak prompt

Question: How will the adversarial prompt lengthduring AT affect trained LLMs' robustness againstjailbreaking with different prompt lengths?



ICL Modeling (On linear regression tasks) ICL (linear regressions) input for a specfic task 𝜏 (with task parameter 𝑤𝜏):

 Model: Linear Self-attention Model (LSA):

 Model prediction for queries:

Theoretical Foundation: The ICL Theory
The In-context learning (ICL) theory aims to understand how LLMs can make predictions well for sequentialinputs (a.k.a. “prompts”) specified by different “tasks” without adjusting model parameters.
Our theoretical analysis for LLM AT is built upon the ICL theory.



Theory Framework for LLM Jailbreaking & LLM AT

To establish a ICL theoretical framework for LLMs’ jailbreaking and AT, wehave the following two technical challenges:
 How to theoretically modeling jailbreak attacks?
 How to theoretically modeling LLM AT based on the previous theoreticaljailbreak attacks?



Solution:We design the following ICL (Suffix) Adversarial Attack to approximate real-worldsuffix jailbreak attacks:

where the adversarial suffix for the adversarial ICL input 𝐸𝑎𝑑𝑣
𝜏,𝑀 is formalized as:

Theory Framework for LLM Jailbreaking & LLM AT
Challenge 1: How to Model jailbreak attacks under the ICL theory?

 Motivation: Our attack only adversarially perturbs a suffix of ICL input to approximatethe setting of suffix jailbreaking.



Solution:We leverage the previous proposed ICL adversarial attack to define the followingminimax AT problem for the linear transformer defined in ICL theory:

where the adversarial loss is given as

Theory Framework for LLM Jailbreaking & LLM AT
Challenge 2: How to Model LLM AT under the ICL theory?

 Motivation:We train the ICL transformer on adversarial ICL inputs synthesized from theICL adversarial attack to approximate real-world LLM AT.



Theory Framework for LLM Jailbreaking & LLM AT
Challenge 2: How to Model LLM AT under the ICL theory?
 Additional challenge: How to solve the ICL AT minimax problem for the sophisticated ICL AT loss 𝐿𝑎𝑑𝑣(𝜃)?
 Additional Solution:We propose to instead analyzing an upper bound for the original ICL AT loss that admitsa closed-form solution:

 Motivation:Minimizing the upper bound also helps to reduce the original ICL AT loss and thus helps toimprove the adversarial robustness of the trained model.



Main Results
Theoretical Result 1: Closed-form Surrogate AT Dynamics

Theoretical Result 2: Robust Generalization Bound

 Implication 1: The robust generalization bound is correlated with ( 𝑀𝑡𝑒𝑠𝑡 / 𝑀𝑡𝑟𝑎𝑖𝑛), where 𝑀𝑡𝑟𝑎𝑖𝑛 and 𝑀estare the adversarial suffix lengths during training and testing.
 Implication 2: Our results show that one can leverage efficient “short-length” LLM AT to defend againststrong “long-length” jailbreak attacks.



Experiments
Experiments on five real-world LLMs and five suffix jailbreak attacks demonstrate that the robustness ofadversarially trained LLMs is correlated with ( 𝑀𝑡𝑒𝑠𝑡 / 𝑀𝑡𝑟𝑎𝑖𝑛).



Conclusions

 We establish the first theoretical framework based on the ICL theory to analyze jailbreaking andadversarial training for LLMs.

 We prove a robust generalization bound for adversarially trained LLMs, which is correlated with
( 𝑀𝑡𝑒𝑠𝑡 / 𝑀𝑡𝑟𝑎𝑖𝑛), where 𝑀𝑡𝑟𝑎𝑖𝑛 and 𝑀est are the adversarial suffix lengths during training andtesting.

 Our results show that one can leverage efficient “short-length” LLM AT to defend against strong“long-length” jailbreak attacks, experiments on real-world LLMs also confirm our findings.


