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Current deepfake detectors struggle to protect
specific individuals due to two critical oversights:

OUR MOTIVATION

PERSONALIZED DEEPFAKE DETECTION

Ø Personalized deepfake detection protects specific
individuals by using their known facial priors to
detect identity-targeted manipulations.

CONTRIBUTION OF OUR PAPER

ü New Formulation: We reformulate personalized deepfake detection as a fine-grained face recognition
task leveraging both global identity cues and detailed facial attributes.

METHODOLOGY OF VIP-GUARD

EVALUATION FOR DETECTION

VISUALIZATION EXAMPLE

Ø Deepfake detection identifies whether a facial image
or video has been manipulated or generated. ü New Framework: We present VIP-Guard, an identity-aware detection framework that combines

pretrained facial priors with MLLMs to provide personalized deepfake detection and explanation through
identity features.

ü New Benchmark: We introduce VIPBench, the first comprehensive benchmark for identity-aware
deepfake detection, featuring 22 real identities and 80,080 images from 14 manipulation methods for fine-
grained, realistic evaluation.

Performance Evaluation of Face-Swapping Detection

Performance Evaluation of Entire Face Synthesis Detection

p Stage 1: Understand Facial Details. Fine-tunes the MLLM on a facial attribute dataset tomaster fine-
grained facial semantics (e.g., eye shape, skin texture).

PROJECT

p Stage 2: Identity Discrimination Learning (Compare Arbitrary Faces). Trains the model to reason
about and distinguish discrepancies between any pair of faces.

Ø In this setting, only a few authentic images of a
specific individual are available.

p Stage 3: User-Specific Customization (Personalized Protection). Freezes the main model and learns a
lightweight "VIP token" for a specific target identity to enable personalized forgery detection.

Ø Ignorance of Identity Priors: General detectors treat
faces generically, overlooking the valuable authentic
reference data available for target individuals (VIPs).

Ø Neglect of Fine-Grained Details: Existing methods
rely on coarse global features, failing to spot the
subtle local inconsistencies (e.g., eye bags) present
in high-fidelity forgeries.
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