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Motivation
• Traditional forensic methods are limited to watermark 

extraction or tampering detection. Some combine 

copyright protection with localization, but they operate 

post-hoc, adding computational cost and degrading 

image quality.

• Diffusion-naive methods embed watermarks fall short of 

advanced forensic needs such as localizing 

manipulations.

• Our key insight is that the holistically distributed 

watermarks are naturally robust against localized 

manipulations. They can serve as reliable signals for 

tampering localization via missing-feature detection.

Figure 1. The main difference between StableGuard and other methods.
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Solution

Figure 2. The overview of StableGuard.
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Contribution

• We present StableGuard, a unified proactive forensics framework for LDMs that integrates copyright 

protection and tampering localization into image generation.

• Our self-supervised approach embeds an imperceptible bit watermark using a multiplexing watermark 

VAE, enabling precise protection and localization without labeled data.

• We introduce a tampering-agnostic mixture-of-experts forensic network that combines holistic, subtle, 

and boundary features for reliable watermark retrieval and accurate tampering detection under diverse 

attacks.

• Extensive experiments show that StableGuard surpasses state-of-the-art methods in accuracy, robustness, 

and visual fidelity.
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Comparison

Figure 3. Comparison between Stable Diffusion VAE and a variant using our MPW-VAE alongside other watermarking methods.

5



Figure 4. The visualization of tampering localization results on the AIGC tampering dataset.

Table 1. Localization precision comparison on the AIGC tampering dataset.
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Figure 5. The visualizations of the distinct features extracted by each expert 

and their corresponding soft weights.

Table 2. Quantitative ablation study on the AIGC tampering dataset.

Ablation
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Code

https://github.com/Harxis/StableGuard
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