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Graph Backdoor Attack to GNNs

• Graph Neural Networks (GNNs) have strong performance in node classification

• GNNs are susceptible to backdoor attacks

• Adversaries insert triggers into training data to mislead the GNNs to malicious labels when trigger appears while
maintain normal when there is no trigger, posing great risk to safety-critical applications.

• Previous defense strategies focus on detecting structural anomalies but fail against subtle feature-perturbing attacks,
underscoring the need for more advanced defense.
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Class-wide loss drift

• Challenge: How to precisely identify target nodes even in
the presence of unstable class-wide loss drift?
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• Both structural and feature-based backdoor attacks show early
convergence of target nodes due to shortcut learning.

• In graphs, message passing causes an unstable class-wide loss
drift, making approaches in images ineffective in graphs.
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Methodology

• Early-Stage Dynamic Split: we exploit
the distinct early loss dynamics under
RCE loss to split target nodes and clean
nodes.

• Decoupling–Forgetting: the identified
target nodes are decoupled and
forgotten from the malicious labels to
mitigate the backdoor/shortcut effect.
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Early-Stage Loss Dynamics 

• CE Loss vs. RCE Loss

• Target nodes converge much faster than clean nodes in
early loss behavior.

• This is amplified under RCE loss, making targets nodes
more easily distinguishable.

• Loss Dynamics

• Nodes of the same class form compact loss clusters.

• Nodes in the target class (malicious label) cluster splits
into smaller sub-clusters mainly containing target nodes.
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Target Nodes Identification via Early-Stage Dynamic Split 

• Malicious label Identification: 

• Epoch-wise Loss normalization: 

• Splitting Point: 

• Optimal Epoch Selection: 

• Target nodes and clean nodes candidates: 
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• LoSplit removes backdoor effects using a Decoupling–Forgetting strategy combining random label reassignment and 
gradient ascent.

• Random relabeling breaks shortcut learning, while gradient ascent pushes target nodes away from malicious boundary.

• Clean nodes are trained normally to maintain model performance.

6

Backdoor Recovery via Decoupling-Forgetting 
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Experimental Results

Comparison of Defense Performance
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Comparison of Target Nodes Identification Ability



Ablation Study and Hyperparameter Analysis

8

• Ablation study shows that each component—RCE loss, dynamic split, and Decoupling-
Forgetting—plays a crucial role, and removing any of them significantly weakens defense
performace.

• Hyperparameter analysis reveals that moderate early-stage epochs (TS) and learning rates
(ηS) yield optimal attack suppression and precise target identification.

• Overall, LoSplit maintains high robustness and clean accuracy across a broad
hyperparameter range, outperforming SOTA method RIGBD.



Performance on Clean Graph
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• On clean graphs, LoSplit maintains almost the same accuracy compared to when there is no defense (GCN).

• The false positive rate is nearly zero, meaning clean nodes are not misclassified.

• This demonstrates LoSplit’s utility and safety even when  we don’t know whether the graph is contaminated or not.
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