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Graph Backdoor Attack to GNNs %;E‘Eéé’?éés'ﬁé’?\?"sﬁﬁ'é

Graph Neural Networks (GNNs) have strong performance in node classification
GNNs are susceptible to backdoor attacks

Adversaries insert triggers into training data to mislead the GNNs to malicious labels when trigger appears while
maintain normal when there is no trigger, posing great risk to safety-critical applications.

Previous defense strategies focus on detecting structural anomalies but fail against subtle feature-perturbing attacks,
underscoring the need for more advanced defense.
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Methodology
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Stage2: Decoupling-Forgetting

Benign model f,

~

J

/= + Unlabeled/Labeled Nodes
©® Target (Poisoned) Nodes
=& Identified Target Nodes () Trainable

_/\_ Target/Clean Nodes (Target Class)
Loss Distribution

& Trigger Node “@g” Benign/Recovery
— -+ Decoupling & Forgetting

%‘\'é: e,
3* " NEURAL INFORMATION
2%, PROCESSING SYSTEMS

i

e Early-Stage Dynamic Split: we exploit
the distinct early loss dynamics under
RCE loss to split target nodes and clean
nodes.

* Decoupling—Forgetting: the identified
target nodes are decoupled and
forgotten from the malicious labels to
mitigate the backdoor/shortcut effect.




Early-Stage Loss Dynamics

e CE Loss vs. RCE Loss

* Target nodes converge much faster than clean nodes in
early loss behavior.

* This is amplified under RCE loss, making targets nodes
more easily distinguishable.

* Loss Dynamics
* Nodes of the same class form compact loss clusters.

* Nodes in the target class (malicious label) cluster splits
into smaller sub-clusters mainly containing target nodes.
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LoSplit removes backdoor effects using a Decoupling—Forgetting strategy combining random label reassignment and
gradient ascent.

Random relabeling breaks shortcut learning, while gradient ascent pushes target nodes away from malicious boundary.

Clean nodes are trained normally to maintain model performance.

Strate GTA UGBA DPGBA SPEAR

gy ASR| CAtT ASR| CAtT ASR| CAtT ASR| CA?T
GCN (No Defense) 97.81 8442 9569 83.16 98.78 8498 9290 85.13
Node Removal 0.13 84.98 0.00 85.08 95.30 85.39 0.33 84.73

Feature Reinitialization  100.00 80.92  0.00 84.07 98.39 8478 100.00 81.78
Restore Original Label 0.00 84.37 0.00 81.28 1.15 84.93 0.08 84.24
SCRUB [ 7] 0.00 84.58 0.00 8290 97.75 84.63 0.00 84.47
LoSplit 0.06 85.19 0.00 85.33 1.92 8493 0.00 85.13
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Attack | Defense | Cora | CiteSeer | PubMed | Physics | Flickr | OGB-arXiv Attack | Defense | Cora | Citeseer \ PubMed
| |ASR(%) | CA(%) 1|ASR(%) | CA(%) 1 |ASR(%) | CA(%) +|ASR(%) | CA(%) T |ASR(%) | CA(%) 1| ASR(%) | CA(%) 1 | | Prec.© Rec.? FPRJ [ Prec.? Rec.? FPRY | Prec.? Ree.? FPRY
ABL 100.00 85.00 0.00 88.10 92.50 0.75 24.39 100.00 3.05
GCN 9852 8296 | 9940 7380 | 97.62 8453 | 100.00 9623 | 10000 4239 | 9470  63.12 ota | riGBD | 8500 8500 111 | 9500 9500 030 | 9375 9375 025
RobustGCN| 100.00  81.85 | 9970 7349 | 9787 8519 | 100.00 9498 | 9989 4044 | 9983  60.16 LoSplit | 10000 10000 000 | 10000 9750 000 | 9877 10000 005
GNNGuard | 3838  75.19 | 1231 6295 | 2135 8133 | 8094 9635 0.24 4375 0.88 63.42
GTA Prune 12.88 82.22 13.21 71.39 21.10 85.08 1.16 95.42 0.00 40.41 0.01 62.45 ABL | 10000  27.50  0.00 | 100.00 3500  0.00 | 10000 5125  0.00
oD 0.37 81.85 0.00 74.10 0.90 84.63 0.00 96.36 0.00 41.47 0.00 63.31 UGBA | RIGBD | 7250 7250 203 | 7750 7750 135 | 9241 9241 030
ABL 4.80 78.52 1.50 73.19 1.77 8371 | 100.00 9625 0.00 40.80 0.00 63.92 LoSplit || 100.00°" 100.00° " 0.00 | 100.00 " 100.00 " 0.00" | 100.00 10000 " 0.00
RIGBD 3.56 83.70 0.00 74.10 3.25 83.21 100.00 96.43 0.00 43.98 0.00 63.07 ABL 100.00 42.50 0.00 100.00 52.50 0.00 19.51 60.00 2.44
LoSplit 0.00 84.81 0.00 75.60 0.06 85.29 0.56 96.43 0.00 44.19 0.00 65.74 DPGBA | RIGBD | 81.08 7500 129 | 9706 850 015 | 9206 7250 025
LoSplit 100.00 100.00 0.18 100.00 97.50 0.00 100.00 83.12 0.00
GCN 9852 8370 | 10000 7410 | 9897 8488 | 100.00 9626 | 10000 4068 | 99.08  65.65
RobustGCN| 94.10  80.37 | 100.00  6.63 95.84 8559 | 9998 9523 | 9025 4034 | 87.13  60.87 ABL | 10000 1250 000 | 97.14 8500 0.5 | 4000 4000  0.60
GNNGuard | 99.63  77.78 | 10000  6.63 69.83 8219 | 9786 9606 | 99.07  40.80 | 9621 6551 SPEAR | RIGBD | 8333 1250 018 | 9375 3750 010 | 8077 5122 013
UGRa | Prume 98.52 78.52 96.70 72.89 88.29 85.08 95.73 95.16 90.23 40.45 93.99 64.46 LoSplit | 10000  100.00  0.00 | 93.02 10000 045 | 88.90 10000  0.05
oD 1292 83.70 0.00 7530 | 8398  84.88 0.00 96.20 0.00 4025 | 1013 6532
ABL 6.64 78.15 0.00 71.69 335 83.41 1.93 95.19 0.00 36.85 6.45 63.26
RIGBD 7.11 83.70 0.00 73.49 2.54 82.65 0.56 96.38 0.00 40.58 0.00 66.06
LoSplit 0.00 85.07 0.00 75.60 0.00 85.23 0.14 96.57 0.00 40.94 0.00 66.52
GCN 9867 8444 | 9866 7349 | 9788 8519 | 100.00 9658 | 9998 4029 | 93.12 6547
RobustGCN| 9779  84.65 | 100.00 7440 | 9952 8486 | 9444 9635 | 9561 4095 | 8729  60.07 Attack | Defense | Physics | Flickr \ OGB-arXiv
GNNGuard | 99.63  78.15 | 9970 6295 | 7297 8128 | 9559 9574 4.50 4046 | 9039  63.17 | | Prec. ! Rec.! FPRY | Prec.{ Rec.{ FPRY | Preci Rec.! FPRY
DpGBA|  Prume 2288  79.63 1141 7289 | 4092 8453 1.61 96.23 0.00 40.62 0.12 62.76
oD 9631  81.85 | 9790 7410 | 8489 8113 | 9452 9625 | 9856 4059 | 9421  65.06 ABL | 1250 1000 092 | 2167 9750 078 | 814 7000 092
ABL 4.80 81.85 0.00 71.99 522 76.86 | 81.85 9330 | 50.16 4026 3.91 55.10 GTA | RIGBD | 87.14 7500 0.8 | 9313 9313 061 | 9717 9717 005
RIGBD 222 84.07 0.30 74.40 4.92 84.37 0.98 96.27 0.00 4078 | 11.83  63.43 LoSplit | 9697  100.00 007 | 9636 9937  0.03 | 99.65 9982 001
LoSplit 0.00 85.56 0.00 74.40 1.93 84.93 0.00 96.52 0.00 41.24 0.00 65.24 ABL 613 625 095 | 2167 9750 078 | 772 6250 093
GCN 10000 8185 | 99.10 7349 | 9787 8498 | 9536 9627 | 10000 4556 | 9898  66.38 UGBA ﬂgﬁlﬁ e | e i 006 | RIS ST o
RobustGCN| 100.00 1630 | 9159 7440 | 93.61 8544 | 9091 9630 | 9891 4043 | 5344  62.08
GNNGuard | 5351 8037 | 2972 6295 | 6273 8184 | 6348  96.14 | 7184 4464 | 9460  66.79 ABL | 1071 750 088 | 000 000 101 926 8500 053
SPEAR | Prune 100.00 8407 | 10000 7229 | 9883 8519 | 9678 9615 | 100.00 4052 | 9983  65.77 DPGBA | RIGBD | 8529 7125 025 | 10000 8312 000 | 821 442 001
oD 10000  80.00 | 100.00 7650 | 9448 8529 | 5392 9622 | 4159 4148 | 6631 6631 LoSplit | 9697 10000 007 | 100.00 8812  0.00 | 100.00 97.50  0.00
ABL 3026  82.59 0.00 73.19 532 8427 | 1156 9469 | 10000 4059 | 1175  62.31 ABL | 1176 938 09 | 000 o000 1ol | %80 s394 oo
RIGBD 9778 8370 | 9027 7229 | 8898 8468 | 8803 9635 | 10000 4424 | 97.09  66.72 SPEAR | RIGBD | 7857 7250 033 | 089 10000 000 | 000 000 000
LoSplit 0.00 84.44 0.00 75.00 0.25 85.24 0.00 96.42 0.00 45.80 0.20 66.68 Losplit | 9212 9050 056 | 10000 10000 000 | 9945 9681 00l
Comparison of Defense Performance Comparison of Target Nodes Identification Ability
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Ablation Study and Hyperparameter Analysis

1004 ,™= No Defense  HEE LoSplit\D ASR | Precision 1

LoSplit\C B LoSplit\R ~ 433““““ - 100
80 - B LoSplit\S Bl LoSplit

100

7

o HEEE

- 80
— _96.4 —
— = 0100.0/97.6 | 97.6 [87.0
90

n N

o =

m

m
o~ Q 87.0

I
!
o

ASR(%) Clean ACC(%)

n =~
© o o
e o o
o

nNs

85

Best Clean ACC 84.44

84 -
performace.

83

Clean Accuracy (%)

82

0.0 -
0.1 -
0.2 1
0.3 -
0.4 4
< 0.5 1
0.6
0.7 -
0.8
0.9 -
1.0 H

.~,§<
NEURAL INFORMATION
PROCESSING SYSTEMS
'-x-y.
o 'L

Recall 1

R YAN100.0100.01100.

23 19 15 11
|
‘é

* Ablation study shows that each component—RCE loss, dynamic split, and Decoupling-
Forgetting—plays a crucial role, and removing any of them significantly weakens defense

* Hyperparameter analysis reveals that moderate early-stage epochs (TS) and learning rates
(nS) yield optimal attack suppression and precise target identification.

 Overall, LoSplit maintains high robustness and clean accuracy across a broad
hyperparameter range, outperforming SOTA method RIGBD.
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Cora Citeseer PubMed Physics Flickr OGB-arXiv

GCN (CA) 83.70  74.70 85.18 96.02 45.33 66.12
LoSplit (CA) 83.33  74.39 85.03 05.87 45.11 65.98
LoSplit (FPR)  0.18 1.05 0.48 0.07 0.92 0.36

* Onclean graphs, LoSplit maintains almost the same accuracy compared to when there is no defense (GCN).
e The false positive rate is nearly zero, meaning clean nodes are not misclassified.

* This demonstrates LoSplit’s utility and safety even when we don’t know whether the graph is contaminated or not.

Code: https://qithub.com/zyx924768045/LoSplit
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