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Motivation
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• Robustness in parametric regression has been extensively studied in the literature.


• The adversarial robustness of nonparametric regression remains largely unexplored.


• We study adversarial robustness in nonparametric regression settings when the target regression function 

is in a second-order Sobolev space



Problem Setting
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•Any nonparametric regression model produces       as an estimate of       

<latexit sha1_base64="HPlcrhtdDwW9n2AhLWbt/oqNqOw=">AAAB73icbVBNS8NAEJ34WetX1aOXxSLUS0lE0WPRi8cK9gPaUDabTbt0k427E6GU/gkvHhTx6t/x5r9x2+agrQ8GHu/NMDMvSKUw6Lrfzsrq2vrGZmGruL2zu7dfOjhsGpVpxhtMSaXbATVcioQ3UKDk7VRzGgeSt4Lh7dRvPXFthEoecJRyP6b9RESCUbRSO6p0WajwrFcqu1V3BrJMvJyUIUe9V/rqhoplMU+QSWpMx3NT9MdUo2CST4rdzPCUsiHt846lCY258cezeyfk1CohiZS2lSCZqb8nxjQ2ZhQHtjOmODCL3lT8z+tkGF37Y5GkGfKEzRdFmSSoyPR5EgrNGcqRJZRpYW8lbEA1ZWgjKtoQvMWXl0nzvOpdVt37i3LtJo+jAMdwAhXw4ApqcAd1aAADCc/wCm/Oo/PivDsf89YVJ585gj9wPn8AZGCPiw==</latexit>

f(·)

i.i.d noise with zero mean 
and variance at most σ2

Set of adversarially 
corrupted sample 

indices

• Given dataset of                  with                
<latexit sha1_base64="hjaMmRPQAy0ffxNTxNNLsZntBws=">AAACCHicbVDLSsNAFJ3UV62vqEsXDhbBhZREFF0W3bisYh/QhDCZTNqhk0mYmYglZOnGX3HjQhG3foI7/8ZJm4W2HrhwOOde7r3HTxiVyrK+jcrC4tLySnW1tra+sbllbu90ZJwKTNo4ZrHo+UgSRjlpK6oY6SWCoMhnpOuPrgq/e0+EpDG/U+OEuBEacBpSjJSWPHP/waPH0FGUBSQb5x6FDuXQiZAa+n52m3tm3WpYE8B5YpekDkq0PPPLCWKcRoQrzJCUfdtKlJshoShmJK85qSQJwiM0IH1NOYqIdLPJIzk81EoAw1jo4gpO1N8TGYqkHEe+7iwulLNeIf7n9VMVXrgZ5UmqCMfTRWHKoIphkQoMqCBYsbEmCAuqb4V4iATCSmdX0yHYsy/Pk85Jwz5rWDen9eZlGUcV7IEDcARscA6a4Bq0QBtg8AiewSt4M56MF+Pd+Ji2VoxyZhf8gfH5A3TnmZ8=</latexit>

xi, ỹi → R

• Fixed design:     are deterministic and fixed <latexit sha1_base64="epevB+tqGanmtKW6jLNwigk0qPU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8eK9gPaUDbbTbt0swm7E7GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWjm6nfeuTaiFg94DjhfkQHSoSCUbTS/VNP9MoVt+rOQJaJl5MK5Kj3yl/dfszSiCtkkhrT8dwE/YxqFEzySambGp5QNqID3rFU0YgbP5udOiEnVumTMNa2FJKZ+nsio5Ex4yiwnRHFoVn0puJ/XifF8MrPhEpS5IrNF4WpJBiT6d+kLzRnKMeWUKaFvZWwIdWUoU2nZEPwFl9eJs2zqndRde/OK7XrPI4iHMExnIIHl1CDW6hDAxgM4Ble4c2Rzovz7nzMWwtOPnMIf+B8/gBh4o3c</latexit>xi Square integrable 
over  up to second 

derivative 
Ω

•     is unkown and           
<latexit sha1_base64="SZdh5QT1NTY7zEHN0WSihpxhBNI=">AAAB8nicbVBNS8NAFHypX7V+VT16WSyCp5KIoseqF48VrC2koWy223bpZhN2X4QS+jO8eFDEq7/Gm//GTZuDtg4sDDPvsfMmTKQw6LrfTmlldW19o7xZ2dre2d2r7h88mjjVjLdYLGPdCanhUijeQoGSdxLNaRRK3g7Ht7nffuLaiFg94CThQUSHSgwEo2glvxtRHDEqs+tpr1pz6+4MZJl4BalBgWav+tXtxyyNuEImqTG+5yYYZFSjYJJPK93U8ISyMR1y31JFI26CbBZ5Sk6s0ieDWNunkMzU3xsZjYyZRKGdzCOaRS8X//P8FAdXQSZUkiJXbP7RIJUEY5LfT/pCc4ZyYgllWtishI2opgxtSxVbgrd48jJ5PKt7F3X3/rzWuCnqKMMRHMMpeHAJDbiDJrSAQQzP8ApvDjovzrvzMR8tOcXOIfyB8/kDcaCRWw==</latexit>

A

•                   second-order Sobolev space over              

• Labels are adversarially corrupted



Metrics
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Adversary 
Strategy

• Measure estimation error over all possible adversarial strategies. 

Goal: Characterize



Main Result: Upper Bound 
Smoothing Splines are Adversarially Robust
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• Second-order smoothing spline estimator:

2. Emperical cumlative distribution  of design points uniformly converges to Fn F(x)

• Assumptions:
1. Bounded function and adversarial corruption



Main Result: Upper Bound 
Smoothing Splines are Adversarially Robust
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• Second-order smoothing spline estimator:

Theorem (Upper Bound): Assume that  as  and . Let 
. Then, for sufficiently large :

λ → 0 n → ∞ λ > n−2

M = max{m1, m2} n



Main Result: Upper Bound 
Smoothing Splines are Adversarially Robust
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Theorem (Upper Bound): Assume that  as  and . Let 
. Then, for sufficiently large :

λ → 0 n → ∞ λ > n−2

M = max{m1, m2} n

• Scenario:
Optimal λ



Main Result: Minimax Lower Bound
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Theorem (Minimax Lower Bound): Let  denote the probability density function of the 
noise vector , with i.i.d zero-mean and bounded variance. Then

Pε
ε



Convergence Rate Region
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Lower Bound  
(Impossible to beat)

Upper Bound 
(Achievable by 

Smoothing Spline)

Upper Bound 
(Achievable by 

Smoothing Spline)

Lower Bound  
(Impossible to beat)

• Optimality of convergence region:  
1.Errors for smoothing spline converge to zero as long as 


2. When , no estimator can achieve vanishing error for any second-order Sobolev function


• Optimality of convergence rate: Smoothing Spline is minimax-optimal for  when 

q = o(n)
q = μn

R2 logn(q) ≤ 0.4



Experiments
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• Target functions:  and 3-layer MLP.


• Adversarial attack strategies:


1.Random Attack: Randomly replaces the responses of  out of  samples with .


2.Greedy Attack: Start from clean samples. Iteratively identifies the sample most aligned with the 
current estimator and change its label with ; repeats until  samples are corrupted.


3.Concentrated Attack: Corrupts  consecutive samples to .

x sin(x)

q n M

M q

q M



Experiments
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Target functions: 3-layer MLP.

Theoritical upper bound rates:
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Thank you 🙏

Questions or Comments: Email moradi@umn.edu
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