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Topic 1: Backdoors on LLMs
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https://arxiv.org/pdf/2408.12798, NeurIPS 2025

Good News: Our BackdoorLLM benchmark was awarded First Prize in the 

SafetyBench competition organized by the Center for AI Safety

https://arxiv.org/pdf/2408.12798
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Intro: Backdoor Attacks

• Backdoor attacks introduce specific triggers into a model during training, 

causing it to produce predetermined outputs when these triggers are present.
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Backdoored model 

behaves Normally 

without the triggers, 

making the attack 

difficult to detect.

Img credit to https://medium.com/@ansh7xpex/heres-a-free-lunch-sanitizing-backdoored-models-with-model-merge-b753ab9a5b59
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Our work: BackdoorLLM

• We introduce BackdoorLLM, the first comprehensive benchmark for 

studying backdoor attacks and defenses on LLMs.

• Motivation:

– Limited research on backdoor attacks in generative LLMs compared to vision or 

classification tasks.

– Absence of a unified benchmark for studying these attacks/defenses.

– Uncertain effectiveness of backdoor methods on LLMs.

– Lack of defense toolkits.
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Our work: BackdoorLLM

• We introduce BackdoorLLM, the first comprehensive benchmark for 

studying backdoor attacks on LLMs.

• Benchmark Features:

– A comprehensive repository with a standardized training pipeline.

– 4 attack strategies (including 8 distinct attack methods): Data poisoning attacks 

(DPA), weight poisoning attacks (WPA), Hidden state attacks (HSA), and chain-of-

thought attacks (CoTA).

– Evaluation across 200+ experiments involving 8 distinct attacks on 7 scenarios and 6 

model architectures.

– Defense toolkit: encompassing 7 representative mitigation techniques.

– Key Insight: identified strengths and weaknesses of existing backdoor methods.
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Our work: BackdoorLLM

• We introduce BackdoorLLM, the first comprehensive benchmark for 

studying backdoor attacks on LLMs.

• Backdoor attack strategies:

– Data poisoning attacks (DPA), weight poisoning attacks (WPA),

– Hidden state attacks (HSA), and chain-of-thought attacks (CoTA) 

• Summary & Attack Assumption:
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Evaluation Attacks

• We systematically evaluate and compare the effectiveness of 8 different 

backdoor attacks on LLMs, including a variety of backdoor attacks and tasks.
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Demo: DPA Attack on LLMs
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Evaluation Results

• Some attack results of DPAs. (More results refer to our paper.)
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Evaluation Results on WPAs and HSA
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WPA

HSA
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Evaluation Results on CoT Backdoor

• Evaluation results of CoT-based backdoor attacks (BadChain) across multiple 

LLMs and reasoning tasks.
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Evaluation Defenses

• To assess the robustness of backdoored LLMs, we investigate 7 

representative defense methods.

• Each reflecting a distinct perspective and set of assumptions.
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Evaluation Results on DPAs

• Defense results against DPAs on LLaMA-2-7B-Chat. 

12



SMU Classification: Restricted

Conclusion & Future Study

• Conclusion:

– We introduce BackdoorLLM, the first comprehensive benchmark for studying backdoor 

attacks on LLMs.

– We hope BackdoorLLM can raise awareness of backdoor threats and contribute to 

advancing AI safety within the research community.

• Future study:

– Exploration to more advanced backdoor attack methods.

– Lack of effective defense: Existing defenses don't effective against backdoored 

jailbreaking attacks.

– Understanding backdoor mechanism: A deeper understanding of the backdoor 

mechanism in LLMs is required.

– Open Source: https://github.com/bboylyg/BackdoorLLM

13


	Slide 1: Topic 1: Backdoors on LLMs
	Slide 2: Intro: Backdoor Attacks
	Slide 3: Our work: BackdoorLLM
	Slide 4: Our work: BackdoorLLM
	Slide 5: Our work: BackdoorLLM
	Slide 6: Evaluation Attacks
	Slide 7: Demo: DPA Attack on LLMs
	Slide 8: Evaluation Results
	Slide 9: Evaluation Results on WPAs and HSA
	Slide 10: Evaluation Results on CoT Backdoor
	Slide 11: Evaluation Defenses
	Slide 12: Evaluation Results on DPAs
	Slide 13: Conclusion & Future Study

