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Motivation – Ransomware Detection

• Major cybersecurity threat to organizations worldwide

• Active research challenge

• No publicly available datasets currently provide per-command labeling



• Presents the largest dataset to date - 1,045 TiB of data and 137 ransomware variants

• Enhances per-command labeling to distinguish ransomware from benign

• Auxiliary features derived from the data improve (1-AUC) by up to 30%
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• Enables per-command sequential models that outperform SoTA

• Presents a benchmark for out-of-distribution model performance

Key Benefits of the Dataset
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~3.24x gain ~3.14x gain
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