Open CaptchaWorld: A Comprehensive Web-based Platform for Testing and Benchmarking Multimodal LLM Agents
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Dataset Curation Pipeline:

STEP1: Type Related CAPTCHA Image Curation
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Reasoning Step1: | need to
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Open CaptchaWorld is a web-based benchmark of 20 modern CAPTCHA
types (225 puzzles) to evaluate whether multimodal LLM agents can perceive
— reason — act in interactive browser loops. Humans score 93.3%, while the
best agent tops out at 40.0%, exposing a big gap.

Some Examples from benchmark
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STEP2: CAPTCHA Generation Step4: Annotation
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Step 1 — Curation Collect images per CAPTCHA type; vary view, location, and numeric/text cues to make controlled

variants.

Step 2 — Generation Write instructions and build web Uls (click/drag/slider/type); add distractors; ensure one unique

solution.

Step 3 — Reasoning Depth Annotators decompose the minimal perception—->reasoning—>action steps; assign a depth

score.
Step 4 — Annotation Solve each instance and record the verified answer (plus action trace when needed).

Main Results

Main Table that compares the
different MLLM backbones equipped
with Browser-Use agent framework

web-agent / multi-agent
framework using GPT-40 as

Performance of different popular
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Success case of Agents:

Successful runs show goal tracking + state monitoring (e.g., iterating images
until the reference matches, then submitting).
Using the arrows, match the ? Step 21 [Agent]: We are in middle of cycling to find

animal in the left and right image. matching image.** Memory: Cycling through option images to
oy find match to

© Next goal:
A Action 1/2:
{“click element by index”:{“index”:1}} A Action 2/2:
{"extract _content":{"goal":"option image
src","should strip link urls" :fals‘e_}J }

? Step 22 [Agent]: Need to find matching image. “*
Memory: Ref image cat src ground image2 subl.png.
maybe 'ground image2' or

(ground image3?). and check src.
© Next goal: and extract option image src A
Action 1/2: {"click element by index":{"index":1}} A
Action 2/2: {"extract content":{"goal":"option image
src","should strip link urls":false} } Clicked button with
index 1: i
? Step 23 [Agent]:  Eval: Success - We navigated to

which matches reference.

““ Memory: Image matching challenge:
Need
to click Submit. Total solved 6, correct 2. Prepare to submit
selection. © Next goal:
submit 0 5 O A Action 1/3: {"click element by index":{"index":2}} A
Action 2/3: {"wait":{"seconds":1}} A Action 3/3:

{"extract content":{"goal":"read updated
stats","should strip link urls":false}}

a0 . Waiting for 1 seconds
y BLRS Solver Type MLLM Backbone Pass@1 (%) Cost ($)
Qe Q : -
Huma - Coma Failure case of Agents
R —— N Agent Framework  MLLM Backbone Pass@1 (%) -
Click lcons in the order outlined by the dotted line Click the image to continue. :r:l:h?sel::;tlz: until it ts:ernd:-::pethe numbers on all GPT-40 5.7 25-8 R O t t. / th- ko & I t f & . d t d °
' GPT4.1 E o Human _ _ easons: Over-segmentation / overthinking & Interface & misunderstandings
Claude-3.7-Sonnet 20.0 18.7 . i — i i -li
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abstraction and interaction efficiency.
. Click to place a Dot at the end of the car's path 7 Step 67 [Agent]: Need to place dot at path end “* Memory:
C = ) o Claude-3.5-Haiku 15.0 9.3 WebVoyager GPT-40 9.0 P P | ep 67 [Agent]: Ne plac = Nes:goal. y
" nter the sum: _‘zﬂm{. .
-3.5- : : p ?s : iti
Use arrows to rotate object to Drag the slider component Select allimages Please click two images to Claude-3.5-Sonnet 10.0 219 OWL GPT-40 _ A Actlons. bfep Pu Lage] Bvonesd v DORtiar e St
Click the letter closest to the cube t,c6 in direction of the reference.  to correct position contammg b|cycle axchianss e ud sams impias Openai-ol 50 - correctly at end of path. “* Memory: We are on Do? placement puzzle.
. - © Next goal:
O @ DeepSeek-V3 200 7.3 % Action 1/3:
— Qwen2.5-VL-72b-Instruct 11.0 13.9 ‘ {"drag_drop":{"coord_source x":600,"coord source y":550,"coord t
) ! ' submit submit ar ", " = " " WL = 0
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(a) Failure but right solution strategy case
w .
atch This o We also measure the cost-performance trade-off among the agents: i e ompone o e corcet s e R (e
. OO ‘ slider puzzle requires . Need to
Using the arrows, match the Use the arrows to pick image where all ~ Selectall squares Use the arrows to change the ' _ 40! Openai-o3 and submit. © Next goal: Drag slider piece to
animalinthe left and rightimage. the darts add up tothe numberinthe  with Maple leaf  number of objects until it matches Pick a Lion J s [:> L correct posmon and submit. A Actions
-y left image. - = the left image. ' I J
s Gt g 35 , —r Step 8 [Agent]: Adjust slider again. =~ Memory:
/' W N —— it Need to adjust slider to correct hole.® Next goal: Drag slider approx
30 .-",, Skt Submlt to align with hole then
s 5 GPT-41 __-- - (b) Failure fine-grained complex operations case
=22 -~ Gemini2.5-pro
(g) Ba?psgﬁk_{@ Claucle-BJ-Sonnet ? S(f'p 33 [Agent]: Need to inspect images for counts. = Memory: At
a | Use the arrows to change the number of objects counting captcha. Need to pick 1ma.1gcf where counts match
o 15| Claude-3,5-Haiku o until it matches the left image. : .We 11 m.spect SIC ﬁlenames. to defiucc
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. . . ey ' 1.0 1.2 1.4 1.6 1.8 2.0 We'll cycle arrow.Attempt count: 0 arrow clicks this stage. © Next
clicks/drag/typing until submit; each run covers all types exactly once. Cost () in Log Scale step33 step34 step3s  goal X

Openai-o03 is most accurate but costly; Gemini-2.5-Pro and
DeepSeek-V3 offer better cost effectiveness at lower accuracy.

Actions  Clicked button with index 1: — ¥ Step 35 [Agent]: *
Eval: We are at object match puzzle; need option image 'imagel0.png'.
“ Memory: Object match:
. Need to loop arrow to find image10. A Actions
Clicked button with index 1: —

(c) Failure and wrong solution strategy
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