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Background & Motivation

In light of reported detection accuracies exceeding 95%, a critical question emerges:

Is Artificial Intelligence Generated Image detection a solved problem?
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Fig 1. The AIGI Detection Pipeline.
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Moivation

We decided to re-examine the entire AIGI detection process, including the training set and data augmentation
during training, and the unknown data source and data preprocessing operations during testing.



Method & Evaluation

A novel and comprehensive dataset and benchmark: AIGIBench

Benchmark

Dataset

Four core tasks that mirror practical challenges often overlooked in i1dealized test environments.
i) Generalization Assessment Multi-source
ii) Robustness Assessment Multi-degradation
iili) Data Augmentation Variation Assessment Identifying the most effective augmentation
iv) Test Data Pre-processing Assessment Identifying the most effective pre-processing
23 subsets covering both advanced and widely adopted image generation techniques.
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Fig 2. Visualizations of our datasets of AIGIBench.



Experiments & Discussion

Training Setting-11 Training on 144K images generated by both SD-v1.4 and ProGAN, covering
the same four object categories.
Evaluation Four tasks above.
Generative General GAN & Image-based & Social Al-paintin
Benchmark | Dataset — Methods ~2022 2023 2024~ Content Diffusion Ntﬁse—based Networks Comlznunitigs
Genlmage [29] 8 8 0 0 v v X X X
AIGCDetction [30] 17 13 4 0 v v X X X
DeepfakeBench [31] 9 9 0 0 X X X X X
MPBench [32] 11 5 6 0 v v X X X
Diff-Forensics [33] 7 7 0 0 v X X X X
WildRF [18] - - - - v v X v X
DF40 [34] 40 27 10 3 X v X X X
WildFake [35] 22 17 5 0 v v v X X
Chameleon [20] - - - - v v X X v
AIGIBench (Ours) 25 9 5 11 v v v v v
Table 1. Comparison with existing benchmarks on dataset

Benchmark | Evaluation — ]igéfﬁggg ~2022 2023 2024~ | Generalization Robust Augri)g;?ation 1;[; Z?e?s?ﬁtg
Genlmage (NeurIPS 2023) [29] 7 7 0 0 v v X X
AIGCDetction (arXiv 2023) [30] 10 5 5 0 v v X X
DeepfakeBench (NeurIPS 2023) [31] 34 30 3 1 v v X X
MPBench (NeurIPS 2023) [32] 3 3 0 0 v X X X
Diff-Forensics (ICCV 2023) [33] 6 5 1 0 v X X X
WildRF (arXiv 2024) [18] 5 3 1 1 v v X X
DF40 (NeurIPS 2024) [34] 7 7 0 0 v X X X
WildFake (AAAI 2025) [35] 6 2 4 0 v v X X
Chameleon (ICLR 2025) [20] 10 4 4 2 v v X X
AIGIBench (Ours) 11 3 2 6 v v v v

Table 2. Comparison with existing benchmarks on evaluation.



Experiments & Discussion

Task 1: Generalization Assessment

Suffer notable performance degradation on real-
world manipulations such as DeepFakes and in-
the-wild content.

No single method consistently outperforms others
across all generative scenarios, underscoring the
difficulty of developing generalizable detectors.

Test Dataset — ProGAN R3GAN StyleGAN3 StyleGAN-XL StyleSwim WFIR BlendFace E45 FaceSwap
Detectors | R.Ace. FAce. | RAce. FAce. | RAce. FAce | RAce. FAce | RAce. FAcce | RAce. FAce | RAce. FAce. | RAce. FAcc | RAce. FAcc
Resnet-50 100.0 98.1 95.1 2.0 95.3 46.3 95.0 25.1 95.7 70.7 954 36 92.7 0.0 934 0.0 96.5 0.0
CNNDetection 999 95.3 98.6 23 9.3 9.1 98.2 0.7 98.3 6.9 994 0.2 98.7 6.2 98.1 4.1 98.1 1.4
Gram-net 99.8 97.2 89.6 6.1 91.1 40.1 89.8 56.0 90.3 6.7 78.4 10.7 84.6 0.0 85.0 0.0 93.0 0.0
LGrad 99.2 94.1 84.8 236 8.2 526 84.1 74.1 85.6 77.0 834 17.2 809 24 821 0.5 86.4 25
CLIPDetection 97.9 98.9 729 94.1 76.5 826 72.5 96.7 747 98.1 48.0 91.9 64.6 55 67.0 469 78.4 213
FregNet 99.3 99.4 64.7 599 68.0 98.2 64.3 95.5 64.7 7.1 30.2 893 46.2 0.3 50.3 1.1 734 6.2
NPR 100.0 98.9 93.2 8.4 93.2 63.6 92.4 282 93.7 7.7 95.3 79 89.0 0.0 899 0.0 95.0 0.0
DFFreq 99.9 96.3 88.5 346 89.2 519 87.6 59.6 884 80.6 89.7 554 826 0.0 838 0.0 91.4 0.3
LaDeDa 100.0 99.7 90.2 19.5 9l.6 932 0.5 80.5 90.8 97.3 97.8 19.2 B4E 0.0 89 0.0 932 0.0
AIDE 99.1 95.3 86.7 99.0 85.1 91.1 85.7 91.7 854 82.0 99.9 429 79.7 232 821 6.6 89.0 143
SAFE 100.0 99.9 96.6 91.2 96.6 929 96.5 89.7 96.3 9.3 100.0 20.7 93.8 0.8 94.8 289 97.1 33
Test Dataset — InSwap SimSwap FLUX1-dev Midjourney-Vé6 GLIDE DALLE-3 Imagen3 S5D3 SDXL
Detectors | R.Acc. FAcc. | RAce. FAce. | RAce. FAce | RAce. FAce | RAce. FAce. | RAce. FAce | RAce. FAcc, | RAce. FAcc | RAce. FAcc
Resnet-50 96.6 0.0 96.2 0.0 95.6 69.1 89.5 15.5 96.2 62.4 95.5 1L.8 95.8 279 953 331 95.3 50.4
CNNDetection 983 9.7 98.0 6.2 98.5 16.3 98.9 5.8 97.6 4.6 98.1 9.8 98.2 4.2 o84 13.3 98.4 7.3
Gram-net 929 0.3 933 0.1 89.9 390 78.2 9.6 923 50.8 90.5 16.4 90.7 10.5 91.0 14.0 91.0 36.6
LGrad 86.2 1.3 85.8 23 84.1 76.6 8.7 41.5 859 78.9 84.3 29.7 839 40.2 844 424 84.4 62.7
CLIPDetection 784 8.2 78.8 8.6 733 86.6 50.0 80.6 78.2 75.2 749 752 736 84.2 T84 90.6 78.4 91.0
FregNet 72.6 0.9 72.0 0.6 64.7 924 253 836 718 79.7 64.2 68.2 65.8 81.5 66.6 88.1 66.6 98.9
NPR 94.6 0.0 948 0.0 933 97.2 839 538 94.8 703 93.0 21.2 935 78.2 942 897 94.2 79.0
DFFreg 91.0 0.0 90.8 0.0 88.9 64.1 749 54.0 910 86.0 88.5 14.5 892 62.1 89.1 734 89.1 88.7
LaDeDa 93.0 0.0 92.6 0.0 90.0 993 77.2 834 924 818 90.5 9.7 90.5 92.6 91.1 99.0 91.1 983
AIDE 89.6 114 88.2 215 86.0 90.0 73.0 79.8 BE.4 984 85.7 24.5 83.7 939 ®9.3 99.3 89.3 97.6
SAFE 97.7 56.8 97.0 1.1 96.3 99.8 91.0 972 97.2 87.8 96.1 1.8 96.4 970 96.6 91.7 96.6 999
Test Dataset — BLIP Infinite-1D InstantID IP-Adapter PhotoMaker SocialRF CommunityAl Mean

Detectors | R.Ace. FAcc. | RAce. FAcc. | RAce. FAcc. | RAce. FAcc. | RAce. FAce | RAce. FAce. | RAce. FAce | RAce. FAce. Acc. AP
Resnet-50 99.2 99.8 95.7 4.0 953 26.8 95.5 302 954 23 973 134 100.0 5.1 95.7 279 619 693
CNNDetection 98.0 56.5 98.3 1.1 9383 8.1 979 6.0 98.4 1.7 94.7 15 973 33 938.2 116 549 670
Gram-net 98.0 99.2 90.7 10.6 90.6 59.6 90.4 18.7 90.1 10.0 92.6 11.5 99.0 6.2 90.5 206 586 624
LGrad 80.4 96.6 84.8 17.0 84.0 61.0 835 549 85.0 34.6 837 222 98.9 11.4 85.8 396 629 666
CLIPDetection 85.1 92.1 75.2 93.8 74.0 96.9 733 92.0 733 65.2 533 555 828 512 733 715 725 756
FregNet 87.7 100.0 65.4 92.7 65.8 93.9 63.8 93.0 65.5 88.6 68.5 39.3 98.9 122 65.9 664 662 701
NPR 98.4 99.9 93.1 34.6 935 34.1 93.1 71.8 92.6 36 96.3 21.9 99.9 8.2 93.8 419 679 739
DFFreq 96.5 99.4 89.7 50.9 88.5 953 883 78.1 88.5 87.4 96.2 17.5 99.9 7.3 89.6 519 711 757
LaDeDa 98.1 100.0 90.8 322 90.7 82.4 91.0 90.6 90.2 66.7 97.8 19.4 100.0 9.0 91.7 549 734 793
AIDE 92.8 100.0 87.1 97.5 86.6 97.0 86.6 935 859 97.5 972 18.4 99.0 9.3 88.1 67.0 776 827
SAFE 99.4 100.0 96.3 99.8 96.5 99.9 959 89.8 96.0 98.0 99.6 16.4 100.0 8.5 96.8 630 799 826

Table 2. Comparison with existing benchmarks on evaluation.



Experiments & Discussion

Task 2: Robustness Assessment

* While maintaining high R.Acc. under
perturbations, their F.Acc. drops sharply,
indicating reduced detection reliability in
practical settings.

Large pre-trained models or frequency-domain
representations perform better.

Task 3: Data Augmentation Variation
Assessment

Common data augmentation provide limited
benefits in improving detector performance and
may even introduce performance trade-offs.

Task 4: Test Data Pre-processing
Assessment

F.Acc. often remains unaffected or even degrades.

Detectors — Resnet-50 CNNDetection Gram-net LGrad CLIPDetection FregNet
Robust Settings | R.Acc. FAcc. AP | RAcc. FAcc. AP | RAcc. FAce. AP | RAcc. FAcc. AP | RAcc. FAce. AP | RAce. FAce. AP
Origin 95.7 279 69.3 98.2 11.6 67.0 90.5 26,6 624 85.8 396  66.6 733 1.5 75.6 65.9 66.4 70.1
JPEG Compression  100.0 0.1 60.1 94.3 17.2 63.7 99.6 1.2 55.8 95.9 7.3 54.6 91.1 33.0 716 99.5 1.4 53.0
Gaussian Noise 98.8 4.2 66.1 97.7 2.6 47.0 95.4 10,6 60.5 91.9 175  60.0 783 587 722 73.7 48.5 606.2
Up-down Sampling 96.3 26.5 71.5 99.8 1.8 56.7 91.2 25.1 639 86.5 572 80.3 77.0 66.6  75.0 74.7 63.1 732
Mean 97.7 14.7 66.8 97.5 8.3 58.6 94.2 159  60.7 90.0 304 654 799 574 736 78.5 449 65.6

Detectors — NPR DFFreq LaDeDa AIDE SAFE
Robust Settings | R.Acc. FAcc. AP | RAce. FAcc. AP | RAcc. FAcce. AP | RAcc. FAce. AP | RAcc. FAce. AP
Origin 93.8 419 739 | B89.6 519 757 | 917 549 793 | 88.1 67.0 827 | 96.8 63.0 826
JPEG Compression  100.0 0.2 59.2 | 100.0 0.1 58.8 | 100.0 00 61.6 | 989 1.5 50.3 | 100.0 00 487
Gaussian Noise 98.5 62 685 | 863 322 69.0 | 9838 26 685 | 930 224 725 | 100.0 1.2 469
Up-down Sampling ~ 94.8 343 810 | 91.8 419 753 | 922 46.6 845 | 748 274 551 | 100.0 16.2 735
Mean 96.8 207 707 | 919 315 697 | 957 26.0 735 | 887 296 652 | 992 20.1 629
Table 3. The robust performance of Al-generated image detectors.
Data augmentation CLIPDetection FreqNet NPR DFFreq SAFE
Rotation Jitter Mask | R.Acc/FAcc. Acc/AP. | RAAcc/FAcc. Acc/AP | RAcc/FAcc. Acc/AP. | RAcc/FAcc. Acc/AP. | RAcc/FAcc. Acc/AP
73.3/71.5 725/75.6 65.9/66.4 66.2/70.1 93.8/41.9 67.9/73.9 89.6/51.5 71.1/75.7 94.3/64.6 79.5/84.5
v 86.1/54.9 70.5/75.7 76.9/58.9 68.0/71.5 03.3/44.0 68.7/74.1 92.1/52.6 72.7/77.4 82.7/69.5 76.1/82.0
v 79.1/63.7 71.4/75.6 89.7/36.8 63.5/70.2 92.7/38.5 65.6/70.8 90.0/40.1 65.5/70.5 99.4/50.1 74.8/84.8
v 72.8/64.1 68.4/73.5 74.4/59.4 66.9/70.2 96.4/37.0 66.7/73.2 89.9/52.2 71.4/76.2 96.4/60.9 78.7/84.5
v v 80.6/62.2 71.4/76.6 76.4/51.8 64.2/67.7 94.3/36.8 65.6/70.6 86.4/45.3 66.2/71.2 93.5/65.0 79.3/81.5
v v v 79.6/61.3 70.5/715.8 62.4/62.5 62.4/64.8 98.1/32.5 65.3/75.6 86.0/47.8 67.3/72.4 96.8/63.0 79.9/82.6
Table 4. Evaluating the impact of different data augmentation on AIGI detectors.

Detectors —

CLIPDetection

FregNet

NPR

DFFreq

LaDeDa

SAFE

Process | R.Acc/FAcc Acc/AP | RAcc/RAce Acc/AP | RAcc/FAce Acc/AP. | RAcc/FAce Acc/AP | RAcc/FAcc Acc/AP. | RAcc/FAcc  Acc/AP.
Resize 733715 7250756 | 659/664 6627701 | 938419  67.973.9 | 89.6/51.9  7L1/757 | 917549 734793 | 633665  64.9/68.6
Crop 76.9/56.1  66.5/684 | 84.6/635  T42/00 | 99.3/369 682819 | 96.1/51.7 744811 | 989/56.1  T7.5/825 | 96.8/63.0  79.9/82.6

Table 5. Evaluating the impact of different data pre-processing strategies on AIGI detectors.
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Thank you for listening!
All resources are open-source.
Paper: https://openreview.net/forum?1d=N52U2h9k90
Code : https://github.com/HorizonTEL/AIGIBench
Datasets: https://huggingface.co/datasets/HorizonTEL/AIGIBench
Email: 247918horizon(@gmail.com

Welcome for any good discussion and cooperation. &
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