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Highlights

 QUT-DV25: A dataset of 14,271 packages, including 7,127 malicious 
ones, with 36 features across 6 categories, previously unexplored for 
malicious package detection.

 Behaviour: Captured install- and post-install-time behaviors, including 
dynamic payload generation, and multiphase malware execution.

 Baseline Benchmarks: 4 ML+2 DL models evaluated.

 Real-world Impact: Identified 4 “benign” PyPI packages with covert 
remote access and multiphase payloads; reported and removed. 
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Research Background
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Open-source software

 96% of scanned codebases include open-source 
code (OSSRA 2024). 

 77% of all code in these codebases originates from 
open-source sources.

Rising threats in open-source ecosystem

 704,102 malicious components were identified in 
2024, a 156% increase year-over-year.

 Particularly concerning within open-source package 
ecosystems like PyPI.

OSSRA Open-Source Security and Risk Analysis; PyPI Python Package Index; Codebases refer to the entire set of source code.

Figure: Next-generation software supply chain attacks.
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Research Background (cont'd)
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Importance of PyPI

 PyPI hosts over 590,500 packages with 1.88 billion daily 
downloads as of December 2024.

 Supporting developers, researchers, and industries like web 
development, machine learning, and data science.

Security vulnerabilities in PyPI

 Prime target for malicious actors due to its scale and 
accessibility.

 As of July 2024, 7,127 PyPI packages (1.2%) were 
identified as malicious.

Figure: PyPI malicious packages history.
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Research Background (cont'd)
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Attacks in PyPI

 Data exfiltration
 Credential theft 
 Typosquatting
 Dynamic payload generation
 Remote code execution
 Multiphase attacks

 ‘Zebo-0.1.0’ captures 
screenshots and uploads 
to an attacker server.

Example

Dynamic payload generation attacks refer to the malicious payload that is generated dynamically in install-time. 

Figure: Threats in the PyPI package registry ecosystem.
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Existing Datasets
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Metadata Datasets
 Associated with packages, such as author details, 

version history, descriptions, etc.

 Efficient approach for identifying malicious packages.

Static Datasets
 Examines the source codes or binaries of a package 

without executing it.
 Decrease false positive rate than metadata.

Hybrid Datasets

 Hybrid methods combine metadata and static analysis.

 Improve detection accuracy & mitigate false positives.

Feature for Static 
Analysis

Feature for Metadata 
Analysis
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Testbed Configuration
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Figure: The isolated testbed configuration visualization for QUT-DV25.
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Collection Methodology
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Figure: The overall framework for collecting the QUT-DV25 dataset.
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Collection Methodology (cont'd)
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Collection Methodology (cont'd)
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Installation and Traces
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 Unlike traditional tools such as Wireshark 
and Sysdig, eBPF enables lightweight 
install-time monitoring without requiring 
kernel modifications.

 Additionally, its programmability in C or 
Python allows it to dynamically adapt to 
evolving  threats.

eBPF extended Berkeley Packet Filter

 Monitoring activity 120s both during 
and immediately after installation.
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QUT-DV25 Data Records
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Data Records
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Feature Sets
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Table: Definitions of eBPF-based feature sets for the package.

Feature Set Description

FiletopTraces I/O process; detect abnormal file access or missing files  

InstallTraces Dependency logs; indicates indirect or malicious installs

OpensnoopTraces File-open attempts; flags access to protected directories

TCPTraces TCP flows; identifies connections to suspicious endpoints

SysCallTraces System call activity; indicates sabotage or privilege misuse

PatternTraces Behavioral sequences; detects loops or payload triggers
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Data Preparation
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Data cleaning and integration

 Identified and removed duplicate entities.
 Filtered out incomplete traces.
 Standardized installation paths.

Data encoding and transformation

 Numerical Features: Min-Max Normalization applied.
 Categorical Features: n-grams technique used.

Features extraction and selection

 62 candidate features considered.
 Removed dependent and unimportant features.
 36 features retained, achieving a 58% reduction.
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Learning Package Maliciousness
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Random Forest

Decision Tree

Support Vector Machine

Gradient Boosting 

Convolutional Neural Network

Transformer

Machine Learning Deep Learning
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Technical Validation and 
Benchmarks
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Experiments with ML Models
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Figure: Performance of ML models across features.
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Experiments with DL Models
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Figure: Training and validation (a) accuracies and (b) losses of the CNN model across epochs.
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Performance Comparison
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Table: Performance comparison of the selected ML and DL models.

* Bold indicates the best values.
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Comparison with Baseline Datasets
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Table: Performance comparison with existing datasets.

* Bold indicates the overall best values.
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Real-time Detection
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Impact

 11 flagged as potentially malicious. 

 6 confirmed malicious (data exfiltration, 
port scanning, remote access)

 2 contested by maintainers: 
o PySocks-1.7.1 (socket proxy, 

flagged due to potential abuse) 
o escposprinter-6.2 (bundles NetCat, 

flagged due to network tool risks).

 Reported to PyPI; 4 removed 
o vermillion-0.5
o eth-abcde-0.2.3
o Pytonlib-0.0.0
o infoind-3897 
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Technical Limitations
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