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The Dilemma of Traditional Video Steganography:
* Vulnerable to video compression:

* H.264 compression coding and lossy processing on social
platforms lead to distortion drift and low capacity.

distortion drift

* Vulnerable to steganalysis:
* To ensure the accuracy of extraction, steganographic
embedding occurs in low-frequency regions, making it prone
to detection.

Message

A promising solution: Generative steganography

Generative
Model

* avoids direct modification of the cover data, offers a

Stego
Image

promising solution.

generative steganography
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The Dilemma of Generative Steganography Applied to Videos:
* Mainstream video generation models use non-reversible samplers, making precise
inversion difficult.

* The lossy processing of VAE encoding and decoding, along with deterministic
sampling, renders noise-based methods mapplicable.
* Processing on social platforms (such as compression) poses challenges to robustness.

Xt-1 = po(Xp, t) + 05€ ® Random noise Method

Mwalking in the jungle. J ?11811
Video
( Diffusion Xt X1 _ Xo » D
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@ Inversion Method: maps messages to the
initial latent variable (Gaussian noise)
and relies on inverting the sampling
process for message extraction.

\ 4
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Model )
@ Random noise Method: embeds messages
0101 I into the noise € added at the final timestep,
1101 : but is sensitive to VAE encoding-decoding

distortions.

@ Inversion Method
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» LD-RoViS: Training-Free and Robust Generative Video Steganography
€ Implemented based on Alibaba's Wan2.1 model

€ Controlling video generation process and message embedding via shared keys

€ Achieving robust region embedding through the Multi-Mask mechanism

Prompt: A blue emerald bird is
Mw\m"\g on a branch. ] Se"de"(_[ m = ‘011010011’ ]

[ seed i i o I
: Diffusion Process 1 "
&% Wan: . Embedding
Video Model E .Q keg ks'kl'kZ Multi-Mask |
\ XT N R s e e sy T N XS
lEl d Diffusion Process | Multi-Mask \
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Video Model ! EQN key ks, kq, ko | e

Prompt: A blue emerald bird is . g = :
mmﬁng on a branch. ] Rece,ver [ m 011010011 ]
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» LD-RoViS: Message Embedding and Extraction

€ In the diffusion model's final denoising step, divergent variables from varied parameter settings enable message embedding.
€ Pre-encoding/decoding and discriminative processing identify invariant and distinguishable regions, generating multiple masks.

@ The receiver uses shared parameters to replicate the process and extracts messages via divergent variable distances.
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| Prompt: On a country road, it was raining

: Shared lightly. An orange cat rode a bicycle with a lotus Sender Xo X5

i leaf on its head to protect itself from the rain. i

: M, = Mask(Xy,Xg)
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» LD-RoViS: Message Embedding

€ Divergent Variable Acquisition: Construction of Steganographic Channel Based on Implicit Parameter Adjustment.
Divergent variables X3, X5 are obtained using k4, k, , which are used for embedding steganographic messages.
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€9 (Xt, t) = preduncond + CFG - (predcond - preduncond)a

Shared [T
X; = Diffuse(G, X1,k;), where X; € {Xo, X3, X5}, ki € {ks, k1, ka}. @ caf on op " ] [ s it 2 }
: Wan |
i 1k 1
€ Multi-Mask Construction: ; , L Xt M2
_ E seed kg ; E
(1) Invariance mask M;: Latent regions stable against VAE 5 EA. $ ;
: 1 > X2 I M
1 ifdi(c, f, h,w) € top smallest 71, ! Ar 2 Xoi Kk, ° M
Mi(c, f,h,w) = Mask(dy, 1) = Y T N .
1 ( f ) ( 1 1 ) { O OtherWISe. E ,f—-i ------------------------------------ 'i:-_-_-_-_-_';-_-_'_-_-_-;;'_'_'_'i' ------
(2) Distinguishability mask M,: Regions with significant differences EI» i E :ﬁ X! Iy
i -~ T 0 1 E
i top largest g - N I
My, fhw) = I — Mask(dg, 1 — ) = 4 1 1T d2(¢, J,h,w) & top largest 75, 4 V. [ = maskaro i
0 otherwise, . Preprocess -

(3) Final mask M is the dot product of the two masks

M = M; ® My, M € RE*XF' xHxXW"
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» LD-RoViS: Message Embedding

€ Matrix H, filled via message and mask, mixes divergent variables to hide the message.

__________________________________________________
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—1 if M(c, f,h,w) =0, (non-embedding region)] Sender Xo oyl

— T M — I ERAS ’ 0

: [ m = ‘011010011’ ] ;
Xo(C,f,h,’UJ) ifH(Cafah')w):_l) i

X(e, f, h,w) = Embedding(Xo, Xg, Xa, H) = {X&(c, fyh,w) if H(c, f,h,w) =0,
: X(%(Qfah’aw) 1fH(c,f,h,w):1
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~ »LD-RoViS: Message Extraction | [FHER <

' o Extraction(X¢, X§, X3, M) l
@ The message is recovered from the distance between restored mixed variables ! v H EE

i [m'=011010011" |
1

and divergent variables. : ]
. Receiver e G M

di(c7 f’ h7w) - ||X;(C7 f’ h7w) - Xé(c7 f7 h,'lU)”, R PP e D o e SO LR BT B oS ',I
dy(c, f,h,w) = || X.(c, f, h,w) — X5 (c, f, h,w)],
m;g == {O lfdll(c7f7 h7w) < d,2(C’ f’ h‘7w) a‘nd M(C,f, h,'lU) — 17

1 ifdi(c, f,h,w) > d5(c, f,h,w) and M(c, f,h,w) =1,
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» LD-RoViS:

€ Visual Effects: 5-second 480p video, fps=16, with 12,000 bits of embedded message
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» LD-RoViS:

Table 1: Comparison of performance. The results are presented as the means and standard deviations.

i ) ) Method PSNR* BRISQUE/, acc (%)1 capacityt
€ Visual Quality Evaluation:
AQIM 34.81 +0.44 32.87 4+ 6.06 99.44 + 0.27 10000 (fixed)
. MEC_AQIM 35.21 + 0.47 32.71+6.10 90.99 4+ 5.90 10000 (fixed)
€ PSNR and BRISQUE both remain RoGVSN - 49.53 +4.55 99.28 +0.38 729 (fixed)
Ours 41.66 + 1.52 28.90 + 6.05 99.17 + 0.63 11983 + 1446
optimal.
‘ MCSS&gC extraction accuracy stays PSNR:38.15db  PSNR:39.57db PSNR: 42.47 db PSNR: 44.69 db

above 99%.

(1)cover

%

PSNR: 30.77 db PSNR: 30.69 db PSNR: 35.39 db PSNR: 36.17 db BRISQUE: 43.60 BRISQUE: 40.03
SSes -, — z " -

€ Compared with comparative methods,

(5)ours

there are no block artifacts or

(2) AQIM

resolution reduction.
BRISQUE: 45.27 _BRISQUE: 52.15

£

PSNR: 30.78 db 78 db PSNR: 35.68 db PSNR: 35.95 db
S S e ————— - -
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(6)ROGVSN

(3)MEC_AQIM
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» LD-RoViS:

€ Security Experiments: The error rates of three steganalysis methods are all around 50%, close to random guessing.
€ Robustness Experiments: Tested lossy processes such as H.264 compression (CRF), Gaussian noise, salt-and-pepper noise, and

brightness adjustment, showing strong robustness.

Table 2: Pg (%,7) of steganalysis. Table 3: acc(%) under different compression and noise.
Method SUPERB CovNet LWENet Method - CRF=18 CRF=23 CRF=27 noise salt&pepper brightness
AQIM 49.14 013 026 AQIM 99.44 9124  90.67 8749 8246  80.04 48.93
MEC_AQIM 47.32 001  1.07 MEC_AQIM 90.99 8283 8229 7887 7283  71.60 5031
RoGVSN 4758 036 2.6l RoGVSN 9928 97.42  97.06 97.04 9620  94.45 96.05
ours 49.18 4974 4849 ours 99.17 9589 9370  91.67 92.82  98.72 99.02

€ Ablation Experiments: Verified the effectiveness of the multi-mask mechanism.

Table 4: Ablation variants. Table 5: Performance of different variants.
Method Mask M Mask M2 Method acc(%) T PSNR(db)7T BRISQUE] capacity(bits)T
variant#1 X X variant#1 62.67 35.39 30.55 1935111
variant#2 v X variant#2 75.46 37.49 29.47 617913
variant#3 X v variant#3 88.59 40.53 29.01 41132
ours v v ours 99.17 41.66 28.90 11983
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