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1 Motivation

The Dilemma of Traditional Video Steganography：
• Vulnerable to video compression:
• H.264 compression coding and lossy processing on social 

platforms lead to distortion drift and low capacity.

• Vulnerable to steganalysis:
• To ensure the accuracy of extraction, steganographic 

embedding occurs in low-frequency regions, making it prone 
to detection.

distortion drift 

A promising solution: Generative steganography
• avoids direct modification of the cover data, offers a 

promising solution.
generative steganography 



1 Motivation

The Dilemma of Generative Steganography Applied to Videos：
• Mainstream video generation models use non-reversible samplers, making precise 

inversion difficult.
• The lossy processing of VAE encoding and decoding, along with deterministic 

sampling, renders noise-based methods inapplicable.
• Processing on social platforms (such as compression) poses challenges to robustness.



2 Overview

ØLD-RoViS: Training-Free and Robust Generative Video Steganography
u Implemented based on Alibaba's Wan2.1 model

u Controlling video generation process and message embedding via shared keys

u Achieving robust region embedding through the Multi-Mask mechanism



2 Framework

ØLD-RoViS：Message Embedding and Extraction
u In the diffusion model's final denoising step, divergent variables from varied parameter settings enable message embedding.

u Pre-encoding/decoding and discriminative processing identify invariant and distinguishable regions, generating multiple masks.

u The receiver uses shared parameters to replicate the process and extracts messages via divergent variable distances.



2 Framework

ØLD-RoViS： Message Embedding
u Divergent Variable Acquisition: Construction of Steganographic Channel Based on Implicit Parameter Adjustment.

Divergent variables 𝑋!", 𝑋!#	are obtained using 𝑘", 𝑘#	, which are used for embedding steganographic messages.

u Multi-Mask Construction:

   （1） Invariance mask M"： Latent regions stable against VAE

   （2） Distinguishability mask 𝑀#： Regions with significant differences

   （3） Final mask 𝑀 is the dot product of the two masks



2 Framework

ØLD-RoViS： Message Embedding

ØLD-RoViS： Message Extraction

u Matrix H, filled via message and mask, mixes divergent variables to hide the message.

u The message is recovered from the distance between restored mixed variables

and divergent variables.



3 Experimental Results

ØLD-RoViS：
u Visual Effects: 5-second 480p video, fps=16, with 12,000 bits of embedded message



3 Experimental Results

ØLD-RoViS：
u Visual Quality Evaluation:

u PSNR and BRISQUE both remain

optimal.

u Message extraction accuracy stays

above 99%.

u Compared with comparative methods,

there are no block artifacts or

resolution reduction.



3 Experimental Results

ØLD-RoViS：
u Security Experiments: The error rates of three steganalysis methods are all around 50%, close to random guessing.

u Robustness Experiments: Tested lossy processes such as H.264 compression (CRF), Gaussian noise, salt-and-pepper noise, and

brightness adjustment, showing strong robustness.

u Ablation Experiments: Verified the effectiveness of the multi-mask mechanism.
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