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The problem

Deleting a memory is not forgetting a fact


Deleted

The text entry

Removed by its fact ID.


Deleted, at best

Its own photo

Removed only if the system tracks 

which photo was tagged.


Still in memory

Photos kept for 

other facts

Untouched, and full of visual cues.

A vision–language model (VLM) can read the deleted fact straight off the photos that remain.
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A measured example

The wine cellar

Kept for a different fact: “Owns a collection of Bordeaux wines.” 

Synthetic profile and image.

Deleted fact

“Possesses a wine cellar in his home”

VLM response · Claude Sonnet 4

“…I can see a sign reading ‘JULIEN’S 

COLLECTION - FINE BORDEAUX WINES’… 

hundreds of bottles organized on 

wooden racks…”

Leaked · 3 of 3 judges
Also with GPT-4o and Claude Sonnet 5. The retained texts 

alone (“works as a sommelier”, …) do not recover it.
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Taxonomy

The Information Provenance Graph

Reached by storage-level deletion

Addressable

deleted by fact ID

Text entry

Graph edge

Linked

deleted if provenance is tracked

Image file

Text embedding

Image embedding

Outside its reach

Persistent

survives storage-level deletion

Implicit visual features

Derived facts

Behavior

Linked nodes are an engineering gap. Implicit visual features are never written by a storage operation, 

and photos kept for other facts carry them too.
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Benchmark

MemLeak measures what survives deletion

Fact-level forgetting

A deletion succeeds only if the fact can no longer be recovered from the same 

user’s retained data.

01

Build profiles

38 synthetic multimodal 

profiles with 536 

generated images

02

Delete

the fact’s text and all of its 

tagged images

03

Probe

a VLM with the user’s 

remaining photos

04

Judge

GPT-4.1, Claude and Gemini 

2.5 Flash; leaked if 2 of 

3 agree

300
deletion probes

69
more from 9 genuine photo 

collections

3
controls: no images, other 

users’ images, texts only

κ 0.88
agreement between two 

human annotators
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Results

Deleted facts stay recoverable

12.0%
of deleted facts recovered from the user’s retained 

images, after deleting the fact’s text and tagged images 

(36 of 300)

18.3%
recovered from the retained texts alone 

(55 of 300)

Controls 0.0% no images (0 of 300) 0.3% other users’ images (1 of 300)
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Robustness

Across models, pipelines and photos

Probing VLM

Claude Sonnet 4 12.0% [8.8, 16.2]

GPT-4o 9.3% [6.5, 13.2]

Claude Sonnet 5 7.3% [4.9, 10.9]

Memory system

Mem0 end-to-end* 16.3% [12.6, 20.9]

Real photos

Stock photos 10.6% [7.6, 14.8]

Genuine collections† 23.2% [14.8, 34.4]

Control

Blind (no images) 0.0% [0.0, 1.3]

95% CI; n = 300 per row, except stock photos (282) and genuine collections (69). *Includes text-retrieval residue. †Probes see more 

images (median 29 vs. 7), so not directly comparable; blind control 0 of 69.
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Two channels

Images are a channel text audits miss

The 72 of 300 deleted facts that leak through either channel

Leak through retained texts: 55

36
text only

19
both

17
image only

Leak through retained images: 36

47% of image leaks (17 of 36) are 

not recovered from the 

retained texts.

24.0%
of deleted facts leak through at least one channel; 

228 leak through neither.

Only 6 of 300 deleted facts are entailed by the retained texts; we report those separately as retention tradeoffs.
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Mitigation

Semantic deletion removes most leaks

A VLM auditor checks every retained image against the deleted fact and removes the images it flags: 

one call per image per deleted fact.

Retained images

image channel 12.0% → 2.0% 35 of the 36 leaks removed; 6 of 

300 remain.

Retained texts

text channel 18.3% → 0 / 300
All 55 leaks removed while flagging 

17.0% of texts; that utility cost is not 

yet measured.
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Utility cost

But it deletes the user’s memories too

78.0%
of unique retained images are 

removed when every deletion in a 

profile is honored (184 of 236).

The auditor flags 21.0% of image–deletion pairs.

Recall of a retained fact from the remaining photos

Flagged retained facts (n = 381)

Before 63.0%

After 10.5%

Unflagged controls (n = 100)

Before 66.0%

After 71.0%

The removed photos were memories of facts the user kept: semantic deletion is a privacy–utility lever, 

not a free fix.
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Takeaways

What memory systems should do

01 Cascade deletion to tagged images

Track provenance so a fact’s own photos go with it.

02 Audit what remains for correlation

Check retained images and texts; set thresholds against the utility cost.

03 Verify deletion behaviorally

Probe the system after deleting; don’t trust the deletion log alone.

For regulators: erasure checks for multimodal agents should probe behavior after deletion, not 

only confirm storage-level removal.
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Wrap-up

Limitations

Synthetic profiles are a stress test, not deployment 

prevalence.

Nine genuine collections are few, and their facts are 

model-extracted.

Mem0’s 16.3% mixes text-retrieval residue with 

visual inference.

The entailment classifier is not yet human-validated.

The original prober, Claude Sonnet 4, is retired; every 

prompt, response and per-judge verdict is released.

Thank you
Kuan Wang · Chao Zhang

{kuanwang, chaozhang}@gatech.edu

Paper Dataset Code

Released under MIT: profiles, images, probes, 

VLM responses, per-judge verdicts, human 

labels and the evaluation harness.
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https://openreview.net/forum?id=ltUE09h18x
https://huggingface.co/datasets/memleak-bench/memleak-benchmark
https://github.com/kuan-wang/memleak-bench
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