Seeing Is Not Screening: Multimodal Hidden cgé

NANYANG | t t Att k A t Sk” S NEURAL INFORMATION
SINGAPORE Xiaojun Jia', Jie Liao%T , Simeng Qin3T , Ke Ma*, Wenbo Guo', Yebo Feng', Aishan Liu®, Yang Liu" Y
"Nanyang Technological University, Singapore 2Chonggqging University, China, 3Northeastern University, China
4University of Chinese Academy of Sciences, China °Beihang University, China
Introduction & Contribution Method Experiments & Results
. . : : . Attack performan r nner
" 1. Benign-Looking Skill Package | (2. Existing Scanner View ) [ 3. Runtime Multimodal Agent View SkillCamo: image-hidden instruction attack ttack performance across scanners
Seintly rads rt, <ode, . . . - ., . Method Cisco HSS AUDITOR SLOWMIST VETTER SKILLFORTIFY EXECSCAN
) N cans text, - and images 0 N 99 97 99 99 99 97 08
SKI'LLémd't' - met:data. and code 9 Input SkiII-C%nalysis Fulment Scaded Output SI??ELJECT 90 0 0 0 0 100 0
o e Stbmd ) b » Semantic Refinement SKILLCAMO 100 87 92 78 87 100 8
g (SKILL.md) @ =l Analyze original An e '
E —— =t SKILL.md Rewriting F SKILLCAMO-CLOZE 40 33 39 55 60 64 31
r . N (e | - o e pose @ - ‘—’—’ | SKILLCAMO-SPLIT 54 20 48 42 43 97 17
P:c‘:::lge — B Bse:;]:iode pattern = O Srp S, =iM,,C,,R,} Identify natural gd:e{;lglzrgl, %I;I" o
L ) sept | o, Readlts | | A | @ insertonpoints 3 /. ) — Defense performance and false positives
' No threats — . Hidden 5
‘ . 1 ) Fecovered 4 ) Full Rewrite i e N ™ i
Q Image resource Q _; Q S ® l Image Ca%struction (1) _——V fewrite SKILL md ro Submit N _:@ 9 Scanner FPR (%) \l, Precision (%) T Recall (%) T F1 T
k ltoatn Inage | | Imageweakly rig';g; ! ? MA = Extract malicious . 7 i 'scanner Actual || Scanner CISCO 52.0 52.7 29.0 37.4
eorce ) | onalzed it = e o || C bt | | (o ot ) || e | s HSS 90.0 59.1 65.0 61.9
armtutscipt | | (B Render command as O S | | || AUDITOR 31.5 77.8 55.3 64.6
~ 7N 7 S Packooe image O tamsomgna | | [y Reducesignas | [ SLOWMIST 55.5 67.0 56.3 61.1
A gap between scanner inspection and multimodal use . S\ e A e~ gIEITLTLEFRORTIFY %g ;2% 532 ?ig
Introduction: » Encode the payload in an image. Rewrite SKILL.md to EXECSCAN 370 37 3 36.0 841
Agent skills extend the capabilities of LLM-based agents but reference it naturally. Use scanner feedback to refine the
introduce new security risks. Existing skill scanners primarily document for up to five iterations. Reconstructed ASR across feedback iterations
. . . . . o= SkillJect SkillCamo-Cloze === SkillCamo-Split »we- SkillCamo
inspect text and code, overlooking malicious instructions o | | | Cisco HSS Audior ExecSean
embedded in visual resources that multimodal agents can FULL: the entire instruction appears in the image. Y R A o
interpret during execution. To investigate this blind spot, we CLOZE: key instruction tokens appear in the image. S =
propose SkillCamo, which conceals harmful instructions in SPLIT: complementary fragments span image and text. :é 0% 1 =T
images and integrates them into skill documentation through S 2 |mazimiem—eme |2 e
scanner-guided rewriting. We further introduce ExecScan, which _ . . . . D 2 B3 4 e B 2 3 4 05 Bl m2 53 04 05 Gl 02 03 04 09
. . . . . . . ExecScan: multimodal execution simulation Iteration Iteration lteration lteration
combines multimodal analysis with deliberative execution |
] ] ; ] ] p N SlowMist Vetter SklllFortlfy
simulation to recover hidden instructions and assess Phase I: Multimodal Artifact Analysis , _ 100%4 - T— :
. . . ( ) ( ) — | & ntent Profi | n P e gunnnm e . "/
downstream risks. Experiments demonstrate that SkillCamo g Sy | MM SKILLma / metadata | _ & Fwo | [ Intent Profile | 2 75%- Ut T : e
effectively evades existing scanners, while ExecScan )98 [ ceiscripts/config | et e | Behavior Profile | £ s - R
. . . b 4 > " PR 7
substantially improves detection of these threats. [2a) 5 |RR:images/ resources | i ) _.' J—— 5 25%: Lt | et
\ J ~ -~ o A ‘/
= / YOIl 2 53 4 55 Bl 02 63 o4 65 el 2 03 4 e
C 0 ntri b Utl on: Phase IlI: Deliberative Execution Simulation N Iteration [teration Iteration
f Sub-module Instruction Recovery b r .Q).(;D Context Construction ﬂ ﬁ ExecScan ablation and context SenSitiVity
u . s N O N enerate usage scenarios 157" ‘.‘
SkillCamo. A document-mediated attack that embeds harmful - [l o a Cenerieus : R - (a) Ablation (b) K Sensitivity
. . . . . . . $_ urface Latent ‘( i ucti \"; |
!nstructlons in §k|II Images and rewrites the full documentation to | | Surtece Q\ wsseiors | | S Spnrich Instruction Recovery 100% 990, or < 100% oo 005 92%
integrate them into a normal workflow. [ somwense e ) | "o | La ) e (e ) ~ 0 86% _ 0
- /N J i | ] \O \c
) . = 75% - > 75%
. . Execution Chain Projection ( Risk Jtdgment ) - ° - °
ExecScan. A multimodal scanner that recovers hidden — D s e ke ke
. . . . —l 1010 =—)p — T = o/ = 0
Instructions, reconstructs behavior, and assesses risk through ” Aa 1. 15 cice ¥S Execuon = Aggregated 5 0% g 0%
. . . . . fleread decode image network call  exfiltration Risk Risk Risk Judgment e T
execution simulation in plausible usage contexts. \S / : = R a5, R s
F(S)= max 7, y(S) =1[F(S) > 7.

0%

Evaluation. The full-image attack bypasses six baseline ke{l,.., K} = 0%
scanners at rates of 78—-100%. ExecScan reduces this rate to
8% in the reported benchmark.

K=3 K=4 K=5
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action chains, and flag the highest execution risk.
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