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Motivation and Introduction

Effectiveness ➢Federated self-supervised learning (FSSL) enables collaborative SSL 
without sharing raw unlabeled data, but remains vulnerable to 
backdoor attacks by malicious clients.

➢Existing FSSL backdoor attacks suffer from low poisoned-sample 
utilization, limited transferability, and weak persistence.

➢Two key challenges: (i) low utilization efficiency of poisoned samples 
under data scarcity; (ii) dilution of backdoor features across multi-
round aggregation, undermining attack persistence.

Methodology and Contribution

➢We propose HPE, an FSSL backdoor attack framework: hallucination 
enhancement synthesizes positive samples, and feature 
entanglement tightens the binding between triggers and poisoned 
samples.

➢We design a dual-constrained poisoning scheme that keeps the 
poisoned model close to the global model and perturbs only low-
variance parameters, enabling stealthy, persistent injection.

➢We validate HPE on five vision benchmarks: it outperforms SOTA 
attacks, stays stable under varied settings, and evades common 
aggregation and detection defenses.

Evaluation Results

Effectiveness comparison with SOTA attack methods.

Effectiveness under different settings.

Stability 

Stability under different settings 
of data distribution.

Stability after the removal of 
malicious clients.

Robustness

Resistance to DECREE, Neural Cleanse and Beatrix.

Resistance to FL Defense Methods.

Ablation Studies
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